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I*l Services ~ Resource Groups ~ %

» All services

Build a solution

Get started with simple wizards and automated workflows.

@ Launch a virtual machine @ Build a web app
With EC2 With Elastic Beanstalk
~1 minutes ~6 minutes
E Host a static website Create a backend for your
With S3, CloudFront, Route 53 mobile app
~5 minutes With Mobile Hub
~5 minutes

Learn to build

Leam to deploy your solutions through step-by-step guides, labs, and videos.

Wehsites NevOns

-
ey Deploy a serverless
: b microservice

With Lambda, AP Gateway
~2 minutes

ﬁb‘ Register a domain

@ With Route 53

~3 minutes

See all

Backun and recoverv

1. A H| A0 A IAM A K|



BN#  Services v  Resource Groups v % 2. Add User 2

- - create new users = =

Dashboard Q Find users by username or access key
=
User name « Groups Password Lasts
I Users
Roles e
Policies

Identity providers
Account settings

Credential report

Encryption keys



Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* | EA ‘ [x]

A o

© Add another user




Select AWS access type

4. Access Type A7 =, Next : Permissions =

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type”

Programmatic access
Enables an access key ID and secret access key for the AWS APl CLI, SDK, and other
development tools.

Console password”

Require password reset|

ELES LS

+|  AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.
Autogenerated password
—t L b
® Custom password é,’l”éio/l: USGI’O// [//8/ Default
aeew
[v] Users must create a new password at next sign-in

Users automatically get the |AMUserChangeFassword policy to allow therp to change their own
passwaord.

=
=1



Add user o e

Details Permissions Review Complete

Set permissions for EA and SA

5. Existing Policy &=,
Mot Hot MEH S, Next:Review = =
4 St= User0| Al adminH ot )

Copy permissions from Attach existing policies
existing user directly

Add users to group

Attach one or more existing policies directly to the users or create a new policy. Learn more

Create policy =~ Refresh
Filter: Policy type v I Q, administratorAccess I Showing 1 results
Policy name « Type Attachments - Description

(v] 3 AdministratorAccess Job function 0 Provides full access to AWS services and resources.




Review

Review your choices. After you create the users, you can view and download autogenerated passwords and access keys.

User details
User names EA and SA
AWS access type AWS Management Console access - with a password

Console password type Custom

Require password reset Yes

Permissions summary

The following policies will be attached to the users shown above.

Type Name
Managed policy AdministratorAccess
Managed policy |AMUserChangePassword

. |
Cancel Previous | ™ CEICNTE =
|




Add user o

Details Permissions Review Complete

® Success
You successfully created the users shown below. You can view and download user securnity credentials. You can also email users instructions for signing in to the

AWS Management Console. This is the last time these credentials will be available to download. However, you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https://161429566688 _signin_aws_amazon.com/console

& Download .csv

User Password Email login instruc
9 ® EA FREEREEEE Show Send email &
b ® SA FawEEREEE Show Send email &
>

Close



Add use

® Suc

You §

AWS;

User

& Download

Use

» & EA

b ® SA
L4

Review Complete

You have been given access to the AWS Management Console for the Amazon Web Services account ID ending

in 6688. You can get started by using the sign-in information provided below.

Sign-in URL: https://161429566688.5ignin.aws.amazon.com/console

User name: 54

Your initial sign-in password will be provided separately from this email. When you sign in for the first time, you

must change your password.

Sincerely,

Your AWS Account Administrator

BEH® d 1+ 4 = Velcome to Armazon Web Services - Message (HTML)
MESSAGE IMSERT OPFTIONS FORMAT TEXT REVIEW
g X |'£:-‘1*% . v|11 K A gz [ Attach File [* Follow Up ~ Q ’
D (g B I U :=-3iz~ & 3= U7 Attachtem~ | HighImportance
Paste . s Mames foom  Apps for
- L A _& Ml D |§| "'.!',l - Signature - J Low Importance Office
Clipboard = Basic Text la Include Tags a Zoom Add-ins
o | | |
=1
. | | |
Send
Subject |Welmmetn Amazon Web Services |
Hello,

email users instructions for signing in to the
eate new credentials at any time.

d Email login instruc

show Send email &

show Send email & \
>

Close
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Dashboard
Groups

Users

Roles

Folicies

Identity providers
Account settings

Credential report

Encryption keys

Resource Groups +~ %

Welcome to Identity and Access Management

1AM users sign-in link:

https://161429566688.signin.aws.amazon.com/console Customize || Copy Link

<

|AM Resources

Users: 2 Roles: O

Groups: 0 Identity Providers: 0

Customer Managed Policies: 0

Security Status L 2 out of 5 complete.
A Activate MFA on your root account v
Create individual IAM users v
A Use groups to assign permissions v
A Apply an |IAM password policy v
Rotate your access keys v

1.Dashboard0j| IAM
users sign-in link=
UserO| Al &+

ZA)
ZERE s
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Sign In or Create an AWS Account

What is your email (phone for mobile accounts)?

E-mail or mobile number:

() Iam a new user.

@» Iam areturning user
and my password is:

[ Sign in using our secure server Q

Forgot yvour password?
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Welcome to Identity and Access Management

IAM users sign-in link:

https:h ﬂws.amaZDn.BDWBDHSDIE Customize | Cnp':’. Link

IAM Resources

Users: 2 Rales: 0

Groups: 0 Identity Providers: O
Customer Managed Policies: 0

Security Status G 2 out of 5 complete.
Delete your root access keys v
A Activate MFA on your root account ~

Activate multi-factor authentication (MFA) on your AWS root account to add another layer of protection to help keep your account secure. Learn More

Manage MFA
Create individual |AM users v
A Use groups to assign permissions v

A Apply an |AM password policy v



Manage MFA Device

To activate a virtual MFA device, you must first install an AWS MFA-compatible application on the user's
smartphone, PC, or other device. You can find a list of AWS MFA-compatible applications here _ After the
application is installed, click Mext Step to configure the virtual MFA.

[J Don't show me this dialog box again.

Cancel Previous | m



https://aws.amazon.com/iam/details/mfa/

Virtual MFA Applications

Applications for your smartphone can be installed from the application store that is specific to your phone type. The following table lists some applications for different smartphone types.

Android Google Authenticator; Authy 2-Factor Authentication
iPhone Google Authenticator; Authy 2-Factor Authentication
Windows Phone Authenticator

Blackberry Google Authenticator


https://aws.amazon.com/iam/details/mfa/
https://aws.amazon.com/iam/details/mfa/

Manage MFA Device

If your virtual MFA application supports scanning QR codes, scan the following image with your smartphone's

camera

» Show secret key for manual configuration

After the application is configured, enter two consecutive authentication codes in the boxes below and click

Activate Virtual MEA

Authentication Code 1

Authentication Code 2

902499

804426

Cancel

Previous Activate Virtual MFA

3. AOFE 0| Google
Authenticator(O}O| = 4 )
Che o),

HIAE AZH
> H| 23] Q1%
—>Activate Virtual MFA = 2
Finish 2 =
(OIH 2101A] 23] 2197
14 Of &)



Apply an |AM password policy

Security Status N 3 out of 5 complete.
Delete your root access keys v
Activate MFA on your root account v
Create individual |AM users v
A Use groups to assign permissions v
A v
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