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	Job Title
	Senior Systems Engineer (Azure)

	Faculty/ Department
	IT Services 
	Legal Entity
	University of Surrey
	Job Family 
	Professional Services 
	Job Level 
	5

	Reports To
	Systems Engineering & Technology Manager
	Line Manages (role title(s))
	     

	Job Statement 
To ensure that existing and new IT services and systems are of a high quality, highly functional and sustainable for the University.  This includes utilising advances in technology and industry practice to ensure the effective design and efficient implementation of secure, quality IT services. The role acts as an Azure Infrastructure specialist, providing third line support on an escalation basis where required to resolve service-affecting issues, and contributes to the IT Systems vision and strategy.


	
Key Responsibilities This is not designed to be a list of all tasks undertaken but the main responsibilities (5 to 8 maximum) 

	1. Take an active and often lead role as an Azure Infrastructure subject matter expert, liaising closely with internal IT technical teams, external suppliers and contractors during the design, development and implementation stages of IT projects. 
2. As an Azure Infrastructure subject matter expert, provide technical consultancy and third line support for IT systems and services.
3. At the Project Go-Live stage and through the Technical Change Request Process, ensure that all relevant testing, documentation and transition of knowledge and skills to appropriate teams have been completed and agreed with the relevant teams to enable smooth transfer into a fully supported operational state.
4. Where dictated by the scale of the likely budget, partner with Procurement to complete tender exercises.  This includes providing input into the sections of the Invitation to Tender document covering technical requirements and co-ordinating the technical evaluation of the tender responses.
5. Manage to a high standard a case load of incidents, problems and service requests, and where necessary find and document new workarounds and resolutions.
6. Working closely with our Cyber Security Engineers to develop and maintain secure IT solutions.
7. Provide input into an IT Systems vision and strategy.
8. Develop and maintain knowledge and understanding of current and future Azure technologies, evaluating new products and recommending/implementing improvements to the way services are provided.
9. Mentor other members of the team, including good documentation and regular knowledge transfer sessions.
N.B. The above list is not exhaustive.

	Role Scope and Impact This is a summary of the post holder’s role in delivering outcomes, making decisions, and the complexity of problem-solving involved in the role.

	
Planning and Organising 

· The post holder is responsible for organising their own time and dealing with conflicting priorities.
· The work ranges in size and complexity from relatively short-term planning for technical changes to the existing infrastructure, through large-scale project work, to proactively contributing to and influencing technical strategic plans. 
· The post holder creates detailed technical work packages and plans their own time to deliver the work associated with projects and technical change requests.  The planning horizon for these can range from near (next week) to medium term (next 3-6 months).
· The post holder is also expected to perform a range of medium – longer term planning activities including providing significant input into the development of longer-term (5 year) technical development plans and strategies.

Problem Solving and Decision Making 

· The post holder operates within established University policies and procedures and must ensure that decisions and most critically, advice and guidance provided to colleagues and external third parties, fall within these.  
· Although the post holder works within a framework of existing processes and policies, they have the freedom to take a proactive approach to problem solving and have the delegated authority to resolve problems, using their judgement and experience to make appropriate decisions.
· The post holder must analyse more complex problems of which they have little or no experience and is responsible for carrying out necessary independent research to provide solutions and pursue new opportunities. If a problem requires more senior attention, it can be referred to the Head of Engineering.
· The post holder will be expected to liaise with other Higher Educational establishments and use their expertise to solve unusual problems.  They will engage and liaise with managed service providers and third-party maintenance companies as appropriate.
· Failure to make appropriate and timely decisions has the potential to impact the operational workings of the University.  For example, failure to ensure the availability of the Student Record System could lead to unacceptable delays in responding to enquirers during the annual Confirmation and Clearing exercise resulting in potential loss of students and hence loss of income from fees alongside reputational damage. Referral to the Head of Engineering and / or the IT Deputy Director Infrastructure & Operations would be expected where the decision making would have a significant impact that could not easily be resolved by the post holder.  

Continuous Improvement 

· The post holder acts as a point of contact with colleagues across the department with regards to the IT systems and services and must therefore be able to provide a high level of customer service to internal stakeholders.  As part of this, the post holder will be expected to develop or improve upon existing processes where this will enhance the overall service delivery.  
· During the project analysis and scoping phases, the post holder is expected to proactively assess the opportunities to take advantage of newly emerging technologies and hosting options, in all cases ensuring best value for money.  On occasion and working with the Business Finance Manager, the post holder is expected to draft business cases for new developments.
· The post holder will be expected to keep professional knowledge up to date and make recommendations on the future development of systems and equipment within the university.
· Recommendation for major process and service improvements, in particular those involving financial investment, would be presented to the IT Leadership team for feedback and approval.

Accountability 

· The post holder has a high level of autonomy and is responsible for ensuring that existing services are fit for purpose, cost effective and efficient, and that infrastructure is in place to allow for future expansion.
· This role is responsible for the correct specification, implementation and transition into day-to-day operation of large-scale IT systems and services.  
· Through working with suppliers, the post holder assists in establishing costs for hardware, software specifications and consultancy and provides advice on best value during the procurement process. 
· To perform effectively the post holder maintains subject matter expertise in IT technologies and has a good knowledge of other new and emerging technologies. This knowledge is maintained through both undertaking research and developing external professional networks. 



	Supplementary Information 

Dimensions of the role 

· This role has a university-wide impact in the areas of IT systems and services. 
· This role will lead on the design and implementation of significant projects related to the provision of new IT systems and services, and extension or development of existing systems and services.  For some projects, typically new builds, the overall budget will be in excess of £1m; the IT systems budget could comprise £300,000 of this total
· The role includes the mentoring of staff within IT Services, providing advice and assistance where appropriate.  

	Person Specification This section describes the knowledge, experience & competence required by the post holder that is necessary for standard acceptable performance in carrying out this role.

	Qualifications and Professional Memberships
	

	Professionally qualified with a relevant degree/postgraduate qualification, plus broad demonstrable service development, design and technical analysis experience in similar or related roles
Or:
Substantial vocational and relevant service development experience demonstrating design and technical analysis ability in an appropriate professional or specialist area, and success in similar or related roles, supported by evidence of significant appropriate specialist knowledge.
	E

	


Technical Competencies (Experience and Knowledge) This section contains the level of competency required to carry out the role (please refer to the Competency Framework for clarification where needed and the Job Matching Guidance). 

	Essential/
Desirable
	Level
1-3


	Experience of planning and progressing work activities within general guidelines, using initiative and judgement without reference to others
	E
	3

	Highly proficient in Azure Infrastructure technologies, particularly with regards to networking, security and IaaS/PaaS
	E
	3

	Strong technical capability in VMWare for on-premises hosting
	E
	2

	A good working knowledge of Azure Virtual Desktop
	E
	2

	Proficient in Windows PKI and certificate management
	E
	3

	Proficient in monitoring, alerting and reporting solutions, in particular Azure monitor, KCL, PowerBI, Azure dashboards and Log Analytics workspace.
	E
	2

	Proficient in enterprise server operating system skills
	E
	2

	Proficient in web administration, including App Service Plans, Tomcat/IIS and hardening web sites
	E
	3

	A good working knowledge of PowerShell scripting and automation
	E
	3

	General networking knowledge including TCP/IP, DHCP and DNS
	E
	2

	Experience of the University sector and an understanding of the current and future trends, particularly around research
	D
	n/a

	Special Requirements This may include a Disclosure and Barring Service (DBS) check, regular overseas travel, driving licence, shift work.  
	Essential/
Desirable

	The post holder will be expected to occasionally work outside of normal working hours.
	E

	
	

	Core Competencies This section contains the level of competency required to carry out this role.  (Please refer to the competency framework for clarification where needed). n/a (not applicable) should be placed, where the competency is not a requirement of the grade.
	Level
1-3

	Communication
Adaptability and Flexibility
Customer, Client service and support
Planning and Organising
Continuous Improvement
Problem Solving and Decision-Making Skills
Managing and Developing Performance
Creative and Analytical Thinking
Influencing, Persuasion and Negotiation Skills
Strategic Thinking and Leadership
	3
3
3
3
3
3
3
3
2
2

	This Job Purpose outlines the core activities of the role. As the Department/Faculty and the post holder evolve, the duties and focus of the role may change. The University expects the post holder to adopt a flexible approach to work, including undertaking relevant training when necessary. If significant changes to the Job Purpose are required, the post holder will be consulted, and the changes will be reflected in a revised Job Purpose.
All staff are expected to:
· Positively support equality of opportunity and equity of treatment to colleagues and students in accordance with the University of Surrey Equal Opportunities Policy.
· Work to achieve the aims of our Environmental Policy and promote awareness to colleagues and students. 
· Follow University/departmental policies and working practices in ensuring that no breaches of information security result from their actions.
· Contribute towards broader university initiatives that have a positive impact on student experience, recruitment and campus operations. This may include participation in cross-functional activities such as open days, confirmation and clearing, welcome week, graduation. 
· Ensure they are aware of and abide by all relevant University Regulations and Policies relevant to the role.
· Undertake such other duties within the scope of the post as may be requested by your Manager.
· Work supportively with colleagues, operating in a collegiate manner at all times.
[bookmark: _Hlk202954986]Help maintain a safe working environment by:
· All staff have a statutory responsibility to take reasonable care of themselves and others and to prevent harm by their acts or omissions. All staff are, therefore, required to adhere to the University’s Our Safety Policy Statement and associated Procedures. 


	Organisational/Departmental Information & Key Relationships

	Background Information 

With an operating budget of ca. £10M and complement of approx. 120 staff, University IT provides a wide range of administrative and academic computing and information services for all staff and students at the University.  Increasingly seen as mission critical, IT underpins both the operational heartbeat of the University and enables strategic developments.  Over the coming 3 years, IT Services’ objectives are 5-fold:

1.  Enhance the Student Experience
2.  Enable effective and efficient business operations
3.  Support Research Activities
4.  Refresh and develop IT Strategy
5.  Implement the Operating Model for IT 


	Department Structure Chart 
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Chief Information Officer (CIO)


Senior Systems Enginner


Head Of Technology Operations and Service Delivery


Systems Engineering and Technology Manager
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