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	Last Updated:       16/09/2026

	Job Title
	Junior Network & Data Centre Engineer

	Faculty/ Department
	IT Services 
	Legal Entity
	University of Surrey
	Job Family 
	Professional Services
	Job Level 
	3

	Reports To
	Network Operations Team Lead
	Line Manages (role title(s))
	N/A

	Job Statement
As part of the Network Services team within IT Services, the post holder will provide day-to-day operational support for the University’s network, voice and data centre services. Working within established procedures and under the general direction of more senior colleagues, they will monitor services, respond to alerts and support requests, undertake approved maintenance and standard changes, and keep operational records accurate and up to date. The role uses detailed practical knowledge of established network and data centre technologies to diagnose and resolve routine and moderately complex issues, escalating unusual, high-risk or unresolved matters appropriately. The post holder will contribute to service improvements, documentation and knowledge sharing, while continuing to develop their technical capability through practical experience and formal learning.

	
Key Responsibilities This is not designed to be a list of all tasks undertaken but the main responsibilities (5 to 8 maximum) 

	Key Responsibilities
1.  Monitor network, voice and data centre services, respond to system alerts and recorded requests, and take appropriate action so that service availability and performance are maintained.
2.  Install, configure and maintain network and data centre equipment, including switches, routers, wireless access points, structured cabling, racks and associated infrastructure, in accordance with approved designs, procedures and change controls.
3.  Diagnose and resolve routine and moderately complex incidents and service requests using documented procedures, technical knowledge and established precedents, escalating unusual, high-risk or unresolved issues to senior colleagues.
4.  Carry out approved standard changes, maintenance and testing, coordinating activities with colleagues, customers and suppliers so that work is completed safely and with minimal disruption.
5.  Maintain accurate technical and operational records, including network diagrams, equipment inventories, configurations, support notes and standard operating procedures.
6.  Undertake routine checks within data centre and communications-room environments, identify exceptions and risks, and report or escalate them in line with operational and health and safety procedures.
7.  Provide clear first-line technical advice and updates to colleagues and customers, and share practical knowledge with team members where appropriate.
8.  Contribute ideas and, following approval, implement minor improvements to working practices, monitoring and documentation to improve service quality and operational efficiency.
N.B. The above list is not exhaustive.

	Role Scope and Impact This is a summary of the post holder’s role in delivering outcomes, making decisions, and the complexity of problem-solving involved in the role.

	Role Scope and Impact
Planning and Organising
Work is received through the IT service management system, monitoring alerts, planned maintenance schedules and tasks allocated by the Network Operations Team Lead or senior engineers.
The post holder plans and prioritises their own daily and weekly workload within agreed procedures, service targets and change schedules, adjusting short-term priorities in response to incidents and operational demand.
Progress and priorities are reviewed regularly with senior colleagues. Non-standard, high-risk or conflicting work is referred for guidance.
Problem Solving and Decision Making
The role addresses a varied range of day-to-day network, voice and data centre issues. The post holder identifies the issue, gathers relevant information and selects an appropriate response from documented procedures, standard precedents and a limited range of established technical options.
The post holder uses initiative and judgement to resolve routine and moderately complex issues and to recommend a course of action where the established approach does not fully fit. Unusual, high-impact, security-sensitive or unresolved issues are escalated to a senior engineer or the line manager.
Continuous Improvement
The post holder contributes practical suggestions to improve monitoring, documentation, support processes and working methods. Approved minor improvements may be implemented within the role’s area of work.
The post holder keeps technical knowledge current through learning from experienced colleagues, practical assignments, vendor resources and relevant training or qualifications.
Accountability
The post holder is accountable for completing assigned work accurately, safely and within agreed service standards, while complying with approved technical, change, information security and health and safety procedures.
The role has discretion to organise its own short-term work and resolve issues within established procedures and competence. Decisions outside those limits, or with significant service, security or safety implications, are referred to senior colleagues.
Failure to follow agreed procedures could disrupt network or data centre services, affect users or create information security and operational risks.
Dimensions of the Role
The role has no line-management or delegated budget responsibility.
The post holder operates as an individual contributor within the Network Services team and may be a first point of contact for defined routine processes or technologies as experience develops.
The role works with colleagues across IT Services, University staff and students, and established suppliers or contractors in support of day-to-day service delivery.

	Supplementary Information
The post holder is expected to provide a professional and customer-focused service through telephone, email, ticket updates and face-to-face contact. They will keep customers informed, maintain accurate support records and communicate clearly when work is escalated or dependent on others.
The role may need to respond calmly to competing demands and service disruption, seeking support from senior colleagues when priorities, risks or technical complexity require it.

	Person Specification This section describes the knowledge, experience & competence required by the post holder that is necessary for standard acceptable performance in carrying out this role.

	Qualifications and Professional Memberships
	

	HNC, A Level, NVQ Level 3, HND or equivalent in a relevant subject, together with relevant practical experience
OR
Broad vocational experience acquired through job-related training and considerable on-the-job experience in progressively more demanding relevant work.
	E 

	Relevant technical qualification, or evidence of progress towards one, such as CompTIA Network+, Cisco Certified Network Associate (CCNA) or an equivalent vendor qualification.
	D 

	ITIL Foundation or equivalent service management knowledge.
	D 

	


Technical Competencies (Experience and Knowledge) This section contains the level of competency required to carry out the role (please refer to the Competency Framework for clarification where needed and the Job Matching Guidance). 
Level 1: basic level of understanding/experience and can apply it with guidance.
Level 2: good level of understanding/experience and can apply it with little or no guidance.
Level 3: expert level of understanding/experience and can apply, develop it and guide others.
	Essential/
Desirable
	Level
1-3


	Practical knowledge of copper and fibre cabling, including safe handling, identification, patching, labelling and basic fault diagnosis.
	E
	2

	Practical knowledge of enterprise wireless networking and the principles of distributed wireless architectures.
	E
	2

	Detailed operational knowledge of switching and routing principles, including VLANs, spanning-tree or loop-protection concepts, and basic Layer 2 and Layer 3 configuration. Practical exposure to Aruba and/or Extreme Networks technologies is desirable within this requirement.
	E
	2

	Practical knowledge of data centre and communications-room operations, including rack layouts, power and environmental monitoring, equipment installation, physical security and safe working practices.
	E
	2

	Experience of using monitoring, service management and technical documentation tools to investigate incidents, complete requests and maintain accurate operational records.
	E
	2

	Awareness of current and emerging developments in networking, voice and data centre technologies.
	D 
	n/a 

	Experience of working with established suppliers or contractors, such as cabling contractors and network maintenance providers.
	D 
	n/a 

	Experience of delivering or supporting IT services in a higher education or similarly complex environment.
	D 
	n/a 

	Special Requirements This may include a Disclosure and Barring Service (DBS) check, regular overseas travel, driving licence, shift work.  
	Essential/
Desirable

	The post holder will be required to be flexible with regard to working hours, including working unusual hours to carry out network maintenance, and will be required to be on-call outside of normal working hours on a regular basis. They must be able to take judgment of the situation and escalate where necessary.
	E 

	Core Competencies This section contains the level of competency required to carry out this role.  (Please refer to the competency framework for clarification where needed). n/a (not applicable) should be placed, where the competency is not a requirement of the grade.
	Level
1-3

	Communication
Adaptability and Flexibility
Customer, Client service and support
Planning and Organising
Continuous Improvement
Problem Solving and Decision-Making Skills
Managing and Developing Performance
Creative and Analytical Thinking
Influencing, Persuasion and Negotiation Skills
Strategic Thinking and Leadership
	2
2
2
2
2
2
1
2
1
n/a

	This Job Purpose outlines the core activities of the role. As the Department/Faculty and the post holder evolve, the duties and focus of the role may change. The University expects the post holder to adopt a flexible approach to work, including undertaking relevant training when necessary. If significant changes to the Job Purpose are required, the post holder will be consulted, and the changes will be reflected in a revised Job Purpose.
All staff are expected to:
· Positively support equality of opportunity and equity of treatment to colleagues and students in accordance with the University of Surrey Equal Opportunities Policy.
· Work to achieve the aims of our Environmental Policy and promote awareness to colleagues and students. 
· Follow University/departmental policies and working practices in ensuring that no breaches of information security result from their actions.
· Contribute towards broader university initiatives that have a positive impact on student experience, recruitment and campus operations. This may include participation in cross-functional activities such as open days, confirmation and clearing, welcome week, graduation. 
· Ensure they are aware of and abide by all relevant University Regulations and Policies relevant to the role.
· Undertake such other duties within the scope of the post as may be requested by your Manager.
· Work supportively with colleagues, operating in a collegiate manner at all times.
[bookmark: _Hlk202954986]Help maintain a safe working environment by:
· All staff have a statutory responsibility to take reasonable care of themselves and others and to prevent harm by their acts or omissions. All staff are, therefore, required to adhere to the University’s Our Safety Policy Statement and associated Procedures. 


	Organisational/Departmental Information & Key Relationships

	Background Information 
With an operating budget of ca. £10M and complement of approx. 120 staff, University IT provides a wide range of administrative and academic computing and information services for all staff and students at the University.  Increasingly seen as mission critical, IT underpins both the operational heartbeat of the University and enables strategic developments.  Over the coming 3 years, IT Services’ objectives are 5 fold: 
 
1.  Enhance the Student Experience 
2.  Enable effective and efficient business operations 
3.  Support Research Activities 
4.  Refresh and develop IT Strategy 
5.  Implement the Operating Model for IT.   


	Department Structure Chart 



	Relationships
Internal
Network Services and wider IT Services colleagues, to exchange operational information, coordinate planned work, escalate issues and share technical knowledge.
University staff and students, to provide service updates, gather information and offer routine technical advice within the scope of the role.
External
Approved suppliers and contractors, to coordinate routine support, maintenance and installation activities under the direction of senior colleagues.




Head of Technology Operations and Service Delivery


Director of Digital Technology and Operations





Chief Information Officer (CIO)


Network Operations Team Lead


Network Engineer
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