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Abstract. In this paper, we perform a security evaluation on the RSA
encryption scheme with the Chinese remainder theorem (CRT-RSA),
against side-channel attacks. We discuss the methods for recovering the
CRT-RSA secret keys by observing physical information. In the CRTRSA scheme, we calculate the exponentiations by repeated squaring and
multiplication operations during decryption. The square-and-multiply sequences of the exponentiation can be obtained by side-channel attacks.
However, errors occur in the square and multiply sequences because of
physical-information observation errors, due to which the secret keys cannot be recovered by using Bernstein et al.’s method, even if window size
w = 1 in sliding window exponentiation. In this paper, we propose an
algorithm for correcting the errors in the square-and-multiply sequences,
and for obtaining the correct secret keys, when the square-and-multiply
sequences are generated at w = 1, namely, the binary method. Moreover, we theoretically prove that the expected time complexity of our
algorithm is in polynomial time, when the error rate is less than 5.8 %.
Keywords: CRT-RSA Encryption Scheme · Exponentiation · Error Correction · Side-Channel Attacks.
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1.1

Introduction
Background

RSA encryption scheme [25] is an extensively used public-key cryptosystem. It
is composed of public keys (N, e), and a secret key d. The public key e, is a
sufficiently small parameter, such as 216 + 1 = 65537, which is used in many
systems; whereas, N is the product of two distinct n/2 bit primes, p and q.
The value-pair (e, d) ∈ Z∗(p−1)(q−1) × Z∗(p−1)(q−1) , satisfies ed ≡ 1 mod (p −
1)(q − 1). In this paper, we consider the PKCS#1 standard [26], RSA with the
Chinese remainder theorem (CRT-RSA). In the CRT-RSA scheme, the public
keys are the same as those of the standard RSA scheme, while secret keys are
(p, q, d, dp , dq , qp ). Parameters dp ∈ Z∗p−1 , dq ∈ Z∗q−1 , and qp ∈ Zp are defined
as dp := d mod p − 1, dq := d mod q − 1, and qp := q −1 mod p, respectively.
These additional secret keys enable faster decryption using the CRT.

2

K. Oonishi and N. Kunihiro

The security of the RSA scheme is based on the difficulty of the factorization
problem. However, even if the factorization problem is difficult, the implemented
RSA is not always secure against physical attacks, such as cold boot attacks [7]
and side-channel attacks [14]. As the secret keys can be leaked by physical attacks, the RSA scheme must be secure against such attacks.
In previous research, security analysis of the RSA scheme against physical
attacks, such as cold boot and side-channel attacks, were conducted. In cold boot
attacks, attackers observe the DRAM data remanence and read the secret-key
bits. In side-channel attacks, they observe physical data based on secret keys,
such as the power consumption [11, 15], implementation time [14], electromagnetic [5], sound [6], and cache access [2, 12, 23, 30, 31], during RSA decryption.
We review these physical attacks on the RSA scheme.

Cold Boot Attacks on the RSA Scheme. Before cold boot attacks were
introduced, there were several studies on the consecutive partial leakage of the
RSA secret-key bits. The first key recovery method was proposed by Rivest and
Shamir [24]. They proved that the RSA scheme can be broken, when 2/3 of the
most or least significant bits of p are known. Further, Coppersmith [4] proved
that the RSA scheme can be broken, when half of the most significant bits of p
are known. In the Coppersmith method, attackers recover the RSA secret keys
by solving equations on the small unknown values of the secret keys using LLL
reduction [19]. Recent studies on key recovery from known consecutive bits are
based on the Coppersmith method [29].
After the emergence of cold boot attacks, the recovery of the RSA secret keys,
based on cold boot attacks, were extensively researched. In cold boot attacks,
the RSA secret keys are given as bits with non-consecutive erasure and error;
therefore, the setting of the given consecutive bits in previous research is an
unnatural assumption. Hence, several models for the partial RSA secret keys
have been proposed, and a key recovery algorithm was constructed, based on
Heninger and Shacham’s work [9] in CRYPTO 2009, in which RSA secret keys
with erasure bits were considered, and the search for the RSA secret keys was
thorough a binary tree. Based on this, studies on the various settings of noisy
bits were conducted. For example, Henecka et al. [8] considered bits with random
errors, and Kunihiro et al. [17] considered bits with both erasure and error.
Similarly, RSA-secret-key recovery has been considered for various settings in
discrete [22] and analog data [16, 18]. The above mentioned methods recover the
RSA secret keys from the least significant bits. In addition to these methods,
methods for recovering the RSA secret keys from the most significant bits by
changing the method of constructing the tree have been proposed [13, 20, 27, 28].

Side-Channel Attacks on the RSA Scheme. Since the proposal of the
timing attack [14] in 1996, there have been many side-channel attacks on the
RSA scheme. These attacks monitor the exponentiations during decryption and
extract the RSA secret keys as square-and-multiply sequences. Obtaining these
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sequences is easier than obtaining the bits because cold boot attacks require the
device itself of a regular user, whereas side-channel attacks do not.
Exponentiation is implemented efficiently using the binary, fixed window, and
sliding window methods. Recent studies focus on attacking the fixed window [5,
11, 31] and sliding window methods [2, 5, 11, 12]. In particular, Bernstein et al. [2]
have proposed a method for recovering CRT-RSA secret keys from square-andmultiply sequences without knowing the multiplier.
1.2

Motivation

Previous studies on side-channel attacks on the RSA scheme have mainly focused on observing the physical data precisely; they assumed that there were
no errors in the square-and-multiply sequences. Bernstein et al. attacked the exponentiation using the sliding window method. They demonstrated that, if the
square-and-multiply sequences can be obtained correctly, the CRT-RSA secret
keys can be recovered, when the window size is w ≤ 4.
However, there are errors in the square-and-multiply sequences obtained from
physical data [1, 2]. Bernstein et al. [2], in particular, report that there is an
average of 14 errors in the square-and-multiply sequences of 1024-bit CRT-RSA
decryption, under the sliding window method at w = 4. This corresponds to
a 1.1 % error rate in the square-and-multiply sequences. If there are errors in
these sequences, Bernstein’s method fails even if w = 1. In order to correct the
errors in the square-and-multiply sequences, they proposed a majority vote by
observing the physical data repeatedly, and declared that their method succeeds
when the physical data is observed 20 times. However, there is no guarantee that
attackers can observe the physical data repeatedly because decryption depends
on the regular user. A similar problem arises in other methods, such as the
differential power analysis [15].
In view of the above, we focus on correcting the errors in the square-andmultiply sequences, based on one observation alone. In cold boot attacks, various
bits models are studied. In these researches, if key recovery succeeds, the correct CRT-RSA secret keys can be obtained. Therefore, the errors in the bits
can be corrected. In side-channel attacks, the errors in the square-and-multiply
sequences are considered in [12]; they proposed a key recovery algorithm, using
square-and-multiply sequences with error. However, this study is ambiguous regarding the construction of the algorithm. Moreover, it does not reveal the error
that can be recovered by their algorithm.
Thus, we require a key recovery algorithm using square-and-multiply sequences with small errors, extracted from one physical data alone. In addition,
the error, in the square-and-multiply sequences, that can be recovered must be
revealed.
1.3

Our Contribution

In this paper, we present a key recovery algorithm using the square-and-multiply
sequences on exponentiations, cdp and cdq , with small errors at w = 1, namely,
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the binary method. In order to recover the CRT-RSA secret keys from squareand-multiply sequences with error, we focus on the similarity between our attacking situation and that of Henecka et al.’s [8], whose algorithm recovers CRTRSA secret key bits with error using a binary tree. We focus on the relationship
between the bits and the square-and-multiply sequences, and propose a key recovery algorithm based on the square-and-multiply sequences.
In addition, we analyze our proposed algorithm theoretically. We prove that
we can recover with an error rate less than 5.8 % in the square-and-multiply
sequences in the expected polynomial time, if square-and-multiply sequences
with error are provided from one physical data, by observing cdp and cdq . Our
algorithm works well on the errors in the square-and-multiply sequences, as
demonstrated experimentally in [2]; the average error rate is 1.1 %.

2

Preliminaries

In this section, we introduce the encryption and decryption of the CRT-RSA
scheme and the binary method. In addition, we present the leakage model of a
square-and-multiply sequence, and define the problem dealt with in this study.
Finally, we introduce the notations used in our proposed algorithm, and the
analysis of our algorithm.
2.1

Encryption and Decryption of the CRT-RSA Scheme

First, we introduce the encryption and decryption of the standard RSA scheme.
In standard RSA scheme, the public keys are (N, e) and the secret key is d. The
encryption of a message m, is performed as C = me mod N , and the decryption
as m = C d mod N .
Next, we present the encryption and decryption of the CRT-RSA scheme.
In the CRT-RSA scheme, the public keys are (N, e) and the secret keys are
(p, q, d, dp , dq , qp ). The mathematical relationship between the public and secret
keys can be expressed using k, kp , kq ∈ Z as follows:
N = pq,
ed = 1 + k(p − 1)(q − 1),
edp = 1 + kp (p − 1),
edq = 1 + kq (q − 1).
The encryption is the same as that of the standard RSA scheme. The decryption
algorithm is given by Algorithm 1.
While the standard RSA decryption calculates under modulus N , the CRTRSA decryption calculates under moduli p and q. Therefore, the exponentiation
deals with half bits compared to the standard RSA scheme; decryption in the
CRT-RSA scheme is approximately four times faster than that in the standard
RSA scheme.
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Algorithm 1 CRT-RSA Decryption Algorithm [26]
Input: Ciphertext c, and secret keys (p, q, d, dp , dq , qp ).
Output: Message m
Compute m1 = cdp mod p, m2 = cdq mod q
Compute h = (m1 − m2 )qp mod p
Compute m = m2 + qh
return m

2.2

Exponentiation (Binary Method)

The binary method is performed as Algorithm 2. With this Algorithm 2, we
read d from the most-significant-bit side. Exponentiation includes two operations: squaring and multiplication. When the bit is zero, we perform squaring;
when the bit is one, we perform squaring followed by multiplication. In this
paper, S denotes squaring and M denotes multiplication. We write the implementation record using S and M. Using Algorithm 2, when we convert cd as
a square-and-multiply sequence; we convert a zero bit of d into S, and a one
bit of d into SM. For example, when we calculate c5 , the binary representation
of 5 is 5 = 1012 ; therefore, the square-and-multiply sequence is SMSSM. In a
square-and-multiply sequence, the first operation is always S, and the Ms are
not consecutive. Moreover, the number of Ss is the same as the number of bits
of d, and the number of Ms is the same as the number of one bits in d.

Algorithm 2 Exponentiation (binary method) [21]
Input: c and d = (dt . . . d0 )2
Output: cd
Set x = 1
for i = t down to 0
Compute x = x2 (Squaring)
if di = 1
Compute x = cx (Multiplication)
end for
return x

2.3

Leakage Model

In CRT-RSA decryption, we execute modular exponentiations, cdp and cdq . From
these operation, we obtain the square-and-multiply sequence by physical attacks.
If these sequences can be obtained correctly, we can obtain the secret keys easily
because the bits and the square-and-multiply sequence have a one-to-one correspondence. However, we do not always obtain the square-and-multiply sequence
correctly.
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In this paper, we consider that attackers obtain a square-and-multiply sequence, in which each operation, S (resp. M), is incorrectly judged as another
operation, M (resp. S), with probability δ > 0, independently. When δ = 0, the
above attacking situation is the same as that in Bernstein et al. However, in our
model, the attacker knows the public keys and the square-and-multiply sequence
of cdp and cdq with error. We propose an algorithm that can solve our problem,
and analyze the upper bound of the error rate δ, that can be recovered in the
expected polynomial time.
2.4

Notations

We use notations similar to those in [9]. First, we introduce the notations used
in our algorithm. We rewrite each bit of integer x ≥ 0, as x = xn−1 xn−2 . . . x0
and x[i] = xi (0 ≤ i ≤ n − 1). Next, we define τ (x) = maxm∈Z 2m |x. Moreover,
we define Slice(i) as (p[i], q[i], dp [i + τ (kp )], dq [i + τ (kq )]). Slice(i) denotes the
corresponding bits of secret keys p, q, dp , dq .
Next, we introduce the notations used in the analysis of our algorithm. In
the analysis, we define the entropy function H(x), as H(x) = −x log x − (1 −
x) log(1−x). The base of log is two. In addition, we define the inverse function of
the entropy function. We define y = H −1 (x)(0 < x ≤ 1) as y such that H(y) = x
and 0 < y ≤ 1/2. In addition, we define αt and βt as following.
αt =

3

1 log(2t + 1) + 1
−
, βt = H −1 (αt ).
2
2t

Previous CRT-RSA Secret Key Recovery Algorithm [8]

In this section, we review Henecka et al.’s key recovery algorithm. Their method
is based on the RSA-key-candidate tree [9]. We review the construction of the
binary tree and Henecka et al.’s work.
First, we review the key candidate tree proposed in [9]. When the public keys
(N, e), and parameters (kp , kq ), are given, we can construct the key candidate
tree. The tree depth corresponds to the number of recovered bits of p and q.
In order to construct the tree, we calculate the root of tree, initially, as
Slice(0) = (1, 1, dp [τ (kp )], dq [τ (kq )]) , and the lower bits of dp , dq , namely,
dp [i] (0 ≤ i ≤ τ (kp ) − 1) and dq [i] (0 ≤ i ≤ τ (kq ) − 1). We can calculate these
using known data, such as the public keys (N, e), and parameters (kp , kq ).
From the root, we can calculate the candidates for the CRT-RSA secret keys.
If bits below Slice(i − 1) are given in each variable, we can calculate Slice(i) as
i+τ (kp )−1
i−1
i−1
X
X
X
follows: We define p0 =
p[j]2j , q 0 =
q[j]2j , d0p =
dp [j]2j , d0q =
j=0

j=0

j=0

i+τ (kq )−1

X
j=0

dq [j]2j . We calculate these values using known information. Then, we
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solve
p[i] + q[i] ≡ (N − p0 q 0 ) [i]

mod 2,

dp [i + τ (kp )] + p[i] ≡ kp (p − 1) + 1 − ed0p [i + τ (kp )] mod 2,

dq [i + τ (kq )] + q[i] ≡ kq (q 0 − 1) + 1 − ed0q [i + τ (kq )] mod 2.
0

(1)
(2)
(3)

We can calculate the right-hand sides of (1)–(3) from known information. These
simultaneous equations have two solutions; therefore, if the bits below Slice(i−1)
are given in each variable, we can calculate two candidates for Slice(i). Thereby,
we can calculate the candidates for the CRT-RSA secret keys through the binary
tree.
By repeating this operation, until we calculate Slice(n/2−1), we can calculate
the candidates for the CRT-RSA secret keys; the CRT-RSA secret keys always
have 2n/2 candidates. However, finding the correct secret keys consumes tremendous time. Therefore, we adopt the branch and bound algorithm to searching
for the secret key candidates. Previous studies prune leaves that do not resemble
the observed data, in the binary tree.
Next, we review Henecka et al.’s work. Attackers are given the public keys
(N, e), and the secret keys bits with errors. Each bit is judged incorrectly as
another bit with probability δ > 0, independently. Their algorithm calculates
t slices using (1)–(3), and compares the Hamming distance between the t new
bits and observed data, pruning leaves, whose Hamming distance is greater than
C. Using this algorithm, when we are given two secret keys dp and dq , we can
recover with an error rate of 11 % in the expected polynomial time.

4
4.1

Proposed CRT-RSA Secret Key Recovering Algorithm
Proposed Algorithm

First, we calculate the candidates for (kp , kq ), as described in [9]. The number
of candidates for (kp , kq ) is 2(e − 1); therefore, we construct 2(e − 1) trees.
Next, we calculate the key candidate in each tree, using the branch and
bound strategy. We calculate t new unknown slices using simultaneous equations
(1)–(3). We set parameter t, to obtain the expected time complexity of our
algorithm’s polynomial time (see Sect. 4.2). After calculating the t new unknown
slices, we convert t bits of dp and dq into square-and-multiply sequences, 0 to S
and 1 to SM.
We then prune the leaves that do not match the observed sequence. We
further calculate the disagreement rate between the calculated and observed
sequences. We pay attention to the t new bits of dp and dq , and when the
disagreement rate is strictly more than Y , we prune the leaf. We set parameter
Y , to obtain the expected time complexity of our algorithm’s polynomial time
(see Sect. 4.2).
An example of pruning is illustrated in Fig. 1. We compare candidates and
observed data from the rightmost operation. For candidate 1, we consider 10

8

K. Oonishi and N. Kunihiro

Fig. 1. Example of pruning, when Y = 0.15
dp
dq Disagreement Rate
Observed Data SMSSSM MSSMSS
Candidate 1
SMSS SMSMSM
5/10=0.5
Candidate 2
SSSM SSMSM
1/9=0.111
Candidate 3
SSS
SSSM
3/7=0.429

Result
Prune
Remain
Prune

operations: four in dp and six in dq . For dp , we compare SMSS in candidate 1
and SSSM in the observed data; therefore, the number of disagreements is two.
Similarly, for dq , we compare SMSMSM of candidate 1 and MSSMSS in the
observed data; therefore, the number of disagreements is three. The number
of disagreements between candidate 1 and the observed data is five; thus, the
disagreement rate is 5/10 = 0.5. Therefore, candidate 1 is pruned because 0.5 >
0.15. Candidates 2 and 3 are similar.
We repeat this step, until Slice(n/2 − 1) are calculated, and search for the
leaf that satisfies N = pq. The proposed algorithm is given by Algorithm 3.

Algorithm 3 Proposed CRT-RSA Secret Key Recovery Algorithm
Input: Public keys (N, e), square-and-multiply sequences of cdp , cdq with error,
number of expansions t, threshold Y
Output: Secret keys (p, q, dp , dq )
Each kp , kq
Calculate the root of the tree.
for i = 1 to d(n/2 − 1)/te
Compute Slice((i − 1)t + 1), · · · , Slice(it).
Transform the new bits of dp , dq into square-and-multiply sequences.
Prune the leaves, whose disagreement rates are strictly more than Y .
end for
Search for the leaf that satisfies N = pq.

4.2

Analysis of the Proposed Algorithm

In this subsection, we analyze Algorithm 3. We introduce a heuristic assumption [9] where, if the values of kp and kq are correct, the slice calculated from
the incorrect leaf is random. Moreover, we assume that, when the values of kp
and kq are incorrect, the slice calculated is random.
The goal of our analysis is to prove the following Theorem 1:


Theorem 1. Let ε > 0, t = ln(n)/ 4ε2 . Moreover, let Y satisfy Y ≤
βt / (2 − βt ). Then, when δ < Y −ε, the expected time complexity ofAlgorithm3


ln 2
2ε2
1
is O n2+ 2ε2 , and the success rate of Algorithm 3 is at least 1 −
+
.
ln n n
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Remark 1. When n → ∞, βt converges to H −1 (1/2) = 0.11. Therefore, theorem
1 implies that 0.11/(2 − 0.11) = 0.058 is the upper bound of the error rate
that can be recovered in expected polynomial time. Moreover, the success rate
converges to 1 in n → ∞.
Analysis strategy. Before proving Theorem 1, we review the analysis in [8],
wherein the parameters satisfy the condition that the expected number of new
leaves generated from incorrect partial keys is 1/2, after calculating t slices and
pruning. This guarantees that the bound of the expected number of leaves after
pruning is constant. Then, because the expected number of all leaves in Henecka
et al.’s algorithm is polynomial in n, the expected time complexity of their
algorithm is polynomial in n.
We evaluate the number of remaining leaves, when we calculate t slices and
prune the candidates for parameter Y . When t slices are calculated, 2t leaves are
generated from one leaf. As heuristic assumption in [9], the new 2t bits of dp , dq
calculated from the incorrect partial keys are independent of the 22t elements.
Thus, if these elements are reduced to less than 2t−1 by pruning, the expected
number of new leaves generated from the incorrect partial keys is less than 1/2.
In [8], the analytical result is obtained directly from the Hoeffding inequality [10]. However, in square-and-multiply sequences, there are restrictions between each operation. Moreover, same-length key bits have different lengths in
a square-and-multiply sequence. These restrictions render analysis hard, when
square-and-multiply sequences are given. In order to address this problem, we
analyze each length of a square-and-multiply sequence.
When we calculate t slices, we convert t bits of dp and dq into square-andmultiply sequences. We deal these 2t bits together. In these bits, the number of M
in the square-and-multiply sequence is equal to the number of “one” bits. When
we define the number of one bits in 2t bits as tM (0 ≤ tM ≤ 2t), the length of the
sequence is 2t + tM . If there are less than 2t−1 /(2t + 1) leaves in each tM after
P2t
pruning, the number of leaves is reduced to 2t−1 because tM =0 2t−1 / (2t + 1) =
2t−1 . We now analyze the condition, Y , where less than 2t−1 /(2t + 1) leaves
remain in each tM after pruning. Y indicates the condition for the error rate
that can be corrected in the expected polynomial time. We focus on the analysis
of Y and the details of the proof of Theorem 1 with respect to the setting of t,
the time complexity, and the success rate, shown in full version.
Analysis of the upper bound of Y . We now prove the following Lemma 1
that shows the condition, Y , where less than 2t−1 /(2t + 1) leaves remain in each
tM , after pruning.
Lemma 1. When 0 ≤ tM ≤ 2tβt or 2t (1 − βt ) ≤ tM ≤ 2t, the number of
leaves is always less than 2t−1 /(2t + 1). When 2tβt < tM < 2t (1 − βt ), less than
2t−1 /(2t + 1) leaves remain after pruning, under Y ≤ 2tβt / (2t + tM ).
In order to prove Lemma 1, we use the following the Lemma 2 proved in Appendix, and the Lemma 3 from [3].
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Lemma 2. Let L ∈ N, tM be an integer that satisfies 0 ≤ tM ≤ bL/2c, and
C be an integer that satisfies 0 ≤ C ≤ L. Then, the number of sequences
with length L, including tM Ms, generated from the bits, and whose number of
disagreements is less than C compared to the observed data, is less than


L − tM


if 0 ≤ C ≤ min (tM , L − 2tM )

 C 
L − tM


if min (tM , L − 2tM ) ≤ C ≤ L

tM
.
Lemma
3. [3] Let a, b be nonnegative integers. When b ≤ a, it holds that


a
≤ 2aH(b/a) .
b
Remark 2. We explain the relationship between Lemma 1 and the error rate
that can be recovered. We now consider the average and the worst cases, when
t → ∞ that βt converges to H −1 (1/2) = 0.11. First, we consider the average
case. In practice, as there are random 0 and 1 values in the 2t bits, tM = t with
a high probability. Therefore, Y ≤ 2/3 × 0.11 = 0.073, and we can correct a 7.3
% error rate in the square-and-multiply sequences practically. From [8], we can
correct an 11 % error rate in the bits. This difference occurs because one bit
corresponds to 1.5 operations on an average, and the information in a character
in an operation is 2/3 times as much as that in a bit. We next consider the worst
case. In Lemma 1, the strictest upper bound of Y is βt / (2 − βt ). Therefore,
0.11/(2 − 0.11) = 0.058 is the worst case of the error rate that can be recovered
in the expected polynomial time. We consider the latter worst case in Theorem 1.
Proof. We consider a sequence with length, L = 2t + tM , that is generated from
2t bits and includes tM Ms. When L = 2t + tM , the condition, where the leaf is
not pruned is C = (2t + tM ) Y . Therefore, from Lemma 2, the number of leaves
after pruning is less than


2t


if 0 ≤ (2t + tM ) Y ≤ min (tM , 2t − tM )

+ tM ) Y
(2t
2t


if min (tM , 2t − tM ) ≤ (2t + tM ) Y ≤ 2t + tM .

tM
Thus, from Lemma 3, the number of leaves after pruning is less than
(
22tH((2t+tM )Y /2t) if 0 ≤ (2t + tM ) Y ≤ min (tM , 2t − tM )
22tH(tM /2t) if min (tM , 2t − tM ) ≤ (2t + tM ) Y ≤ 2t + tM .

(4)

We must prove that, when we set Y as Lemma 1, the number of (4) is less
than 2t−1 /2t + 1. From the definiton of αt , 2tαt = (t − 1) − log(2t + 1). Therefore,
22tαt = 2t−1 /(2t + 1). Thus, we must show the following, under Y , in Lemma 1:
 

(2t + tM ) Y


≤ αt if 0 ≤ (2t + tM ) Y ≤ min (tM , 2t − tM )
H

2t
(5)
tM


≤ αt if min (tM , 2t − tM ) ≤ (2t + tM ) Y ≤ 2t + tM .
H
2t
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Further, we show this is satisfied for all 0 ≤ tM ≤ 2t, under Y , in Lemma 1.
First, when 0 ≤ tM ≤ 2tβt or 2t (1 − βt ) ≤ tM ≤ 2t, then 0 ≤ H(tM /2t) ≤
αt . Thus, in 0 ≤ (2t + tM ) Y ≤ min (tM , 2t − tM ),




tM
(2t + tM ) Y
≤H
≤ αt .
H
2t
2t
Therefore, the first inequality in (5) is satisfied. The second inequality in (5) is
also satisfied obviously.
Next, we consider in the case, where 2tβt < tM < 2t (1 − βt ). In Lemma 1,
when Y ≤ 2tβt / (2t + tM ), we insist that the number of leaves after pruning, is
less than 2t−1 /(2t + 1). Now, we show that, when Y ≤ 2tβt / (2t + tM ), (5) is
satisfied.
When Y ≤ 2tβt / (2t + tM ), for all 0 ≤ x ≤ Y ,


(2t + tM ) x
≤ H (βt ) = αt .
H
2t
However, if there are Y that satisfy (2t + tM ) Y > min (tM , 2t − tM ), there are
x in [0, Y ] such that




tM
(2t + tM ) x
>H
> H (βt ) = αt .
H
2t
2t
Therefore, if there are Y that satisfy (2t + tM ) Y > min (tM , 2t − tM ), contradiction occurs. Therefore, Y satisfies (2t + tM ) Y ≤ min (tM , 2t − tM ). Thus, we
consider only the first inequality in (5), which is satisfied obviously. Therefore,
we show (5) in all tM , we prove Lemma 1.
t
u

5

Numerical Experiments with the Proposed Algorithm

We implemented our proposed Algorithm 3 in C++ using NTL library version
10.3.0. Our tests were run on an Intel Core i7, at 2.40 GHz with 16-GB memory.
To render the proposed Algorithm 3 more efficient, we used following techniques.
We implemented the proposed Algorithm 3 for the first depth search. We pruned
the leaves containing 4tY errors, before calculating t slices completely. This is
because the errors monotonically increase, during the calculation of the slices.
In the experiment, we tested the proposed Algorithm 3 on a 1024-bit CRTRSA. We generated 100 random keys. In each key, we added noise in the squareand-multiply sequences as δ = 0.011 observed in [2]. We then set parameters
t, Y , in Algorithm 3. In this experiment, we set t = 40, 60, 80, 100 for Y = 0.03,
t = 40, 60 for Y = 0.04. We executed our proposed Algorithm 3 for each squareand-multiply sequence with error. When the correct secret keys were output, the
proposed Algorithm 3 was considered successful. We measured the success rate,
average time for all the trials, and average time for successful trials for 100 pairs
of square-and-multiply sequences with noise, when given the correct kp and kq .
The experimental results are listed in Tables 1 and 2.
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Table 1. Experimental data under δ = 0.011, Y = 0.03 for correct kp and kq

40
Average time for all the trials (ms) 22.2
Average time for successful trials (ms) 25.2
67
Success Rate (%)

60
237
234
93

t
80 100
1530 17973
1537 17188
98
97

Table 2. Experimental data under δ = 0.011, Y = 0.04 for correct kp and kq

40
Average time for all the trials (ms) 124
Average time for successful trials (ms) 130
Success Rate (%)
88

t
60
2287
2287
100

From Tables 1 and 2, it can be established that the secret keys were recovered
with a high success rate. In Table 1, when we set t = 40, we recovered 67 %
of the secret keys in 25.2 ms; thus, we recovered 2/3 of the secret keys in 30
ms. Moreover, when we set a larger value of t, the running time was more and
the success rate was higher. For example, when we set t = 60, we recovered 93
% of the secret keys in 0.24 s. For t = 80, 100, almost all the secret keys were
recovered; however, the success rate was not 100 %.
Thus, we set the larger value of Y as Y = 0.04, for achieving a success rate
of 100 %. In Table 2, when we set t = 40, we recovered 88 % of the secret keys
in 0.13 s. When we set t = 60, we recovered all the secret keys in 2.3 s.
In addition to these experiments, we executed Algorithm 3 for δ = 0.011, t =
40, Y = 0.05. In this experiment, we recovered 99 % of the secret keys in 1.1 s.
Thus, for δ = 0.011, almost all the secret keys were recovered in approximately
1–2 s using our proposed Algorithm 3.

6

Conclusion

In this paper, we presented a key recovery algorithm, using the square-andmultiply sequences on exponentiations cdp and cdq with small errors, at w = 1,
namely, the binary method.
We theoretically proved that we can correct square-and-multiply sequences
with error rates less than 5.8 % in the expected polynomial time, when cdp and
cdq are observed only once. In addition, we experimentally demonstrated that
our proposed Algorithm 3 recovers small errors of 1.1 %, in 1–2 s under correct
(kp , kq ).

A

Appendix: Proof of Lemma 2

In this section, initially, we prepare the tools used for proving Lemma 2, after
which we prove the Lemma 2.
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Tools used for proving Lemma 2

In order to prove Lemma 2, we define certain sets and prove Lemma 4. First, we
define the set of square-and-multiply sequences.
Definition 1. Let L ∈ N. A(L) is defined as the set of all square-and-multiply
sequences with length L.
A(L) includes elements that cannot be converted into bits. The elements in set
A(L), merely display S and M. Therefore, the number of elements in set A(L),
is 2L . In the following discussion, we refer to operations in sequence as the first
operation, second operation, etc., from the left operation.
We then define the square-and-multiply sequences that can be converted into
bits.
Definition 2. Let L ∈ N and tM be non-negative integers. T (L, S, tM ) is defined as the set of square-and-multiply sequences that satisfy the following conditions: the length of the sequence is L, the first operation of the sequence is S,
the number of Ms is tM , and the Ms are not consecutive. Similarly, T (L, M, tM )
is defined as the set of square-and-multiply sequence that satisfies the following
conditions: the length of the sequences is L, the first operation of the sequence
is M, the number of Ms is tM , and the Ms are not consecutive.
We now calculate the number of elements in T (L, S, tM ), used in our analysis.
The element of T (L, S, tM ) that satisfies the first operation is S, and the Ms
are not consecutive. Moreover, the number of Ss is L − tM and the number of
Ms is tM . Thus, the elements of T (L, S, tM ) are generated from L − tM bits,
including tM one bits. Therefore,


 L − tM
0 ≤ tM ≤ bL/2c
tM
|T (L, S, tM )| =

0
otherwise.
Next, we consider a situation, where an observed square-and-multiply sequence is õ. We define the set of square-and-multiply sequences at a certain
distance from õ.
Definition 3. Let L ∈ N, tM , C be non-negative integers, and õ ∈ A(L).
Then, B (L, S, tM , C, õ) is defined as the set of square-and-multiply sequences
in T (L, S, tM ) satisfying the condition that the number of disagreements with
õ, excluding the first operation, is less than C. In addition, B (L, M, tM , C, õ)
is defined as the set of square-and-multiply sequences in T (L, M, tM ) satisfying the condition that the number of disagreements with õ, excluding the first
operation, is less than C.
By definition 3, for all õ ∈ A(L),
|B (L, S, tM , C − 1, õ)| ≤ |B (L, S, tM , C, õ)| .
Finally, we define the upper bound of the number of elements in set B.

(6)
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Definition 4. Let L ∈ N, k, C be non-negative integers. Then, b̃ (L, S, tM , C)
is defined as b̃ (L, S, tM , C) = maxõ∈A(L) |B (L, S, tM , C, õ)| .
From (6),
b̃ (L, S, tM , C − 1) ≤ b̃ (L, S, tM , C) .

(7)

In order to prove Lemma 2, we present the upper bound of b̃ (L, S, tM , C) in
Lemma 4.
Lemma 4. Let L ∈ N, tM be an integer satisfying 0 ≤ tM ≤ bL/2c, and C be
an integer satisfying 0 ≤ C ≤ L − 1. Then,




b̃ (L, S, tM , C) ≤ L − tM
if 0 ≤ C ≤ min (tM , L − 2tM )

 C 
L − tM


if min (tM , L − 2tM ) ≤ C ≤ L − 1
b̃ (L, S, tM , C) ≤
tM
is satisfied.
Proof. We prove Lemma 4 by mathematical induction. The recurrence formula
on b̃ is following. When L ≥ 3,
b̃ (L, S, tM , C)

≤ max b̃ (L − 1, S, tM , C) + b̃ (L − 2, S, tM − 1, C − 1) ,

b̃ (L − 1, S, tM , C − 1) + b̃ (L − 2, S, tM − 1, C) .

(8)

We now consider the case where L = 1 and L = 2. For L = 1 and L = 2,
because |T (1, S, 0)| = 1 and |T (2, S, 0)| = |T (2, S, 1)| = 1, b̃ (L, S, tM , C) is
always less than one. Therefore, when L = 1 and L = 2, Lemma 4 is true.
We now consider the case, where Lemma 4 is true, when 1 ≤ L ≤ m(m ∈ {x ∈
N|x ≥ 2}). We prove that Lemma 4 is true, when L = m + 1. We consider the set
T (m + 1, S, tM ). The condition T (m + 1, S, tM ) 6= ∅ is 0 ≤ tM ≤ b(m + 1)/2c,
and the possible value of C is 0 ≤ C ≤ m. For these (tM , C), we prove



m + 1 − tM


if 0 ≤ C ≤ X
b̃ (m + 1, S, tM , C) ≤
C


m + 1 − tM


if X ≤ C ≤ m
b̃ (m + 1, S, tM , C) ≤
tM
under X = min (tM , m + 1 − 2tM ).
First, we consider the case, where C = 0. C = 0 indicates that no mismatch
exists between the sequence and the observed data; thus, the number of the
sequences that satisfy C = 0 is no more than one. Thus, b̃ (m + 1, S, tM , C) ≤ 1.
We then consider the case, where 1 ≤ C ≤ tM − 1. From the assumption by
mathematical induction, Lemma 4 is true, when L = m, m − 1. When L = m,



m − tM


if 0 ≤ C ≤ min (tM , m − 2tM )
b̃ (m, S, tM , C) ≤
 C 
m − tM


if min (tM , m − 2tM ) ≤ C ≤ m − 1
b̃ (m, S, tM , C) ≤
tM
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m − tM
≤
under min (tM , m − 2tM ) ≤ C ≤
C 

m − tM
tM . Therefore, b̃ (m, S, tM , C) ≤
under 0 ≤ C ≤ tM . Similarly, when
C
L = m − 1,



m − 1 − tM


if 0 ≤ C ≤ min (tM , m − 1 − 2tM )
b̃ (m − 1, S, tM , C) ≤
C


m − 1 − tM


if min (tM , m − 1 − 2tM ) ≤ C ≤ m − 2
b̃ (m − 1, S, tM , C) ≤
tM

 

m − 1 − tM
m − 1 − tM
is satisfied. Thus,
≤
under min (tM , m − 1 − 2tM ) ≤
tM
C

m − 1 − tM
C ≤ tM . Therefore, b̃ (m − 1, S, tM , C) ≤
under 0 ≤ C ≤ tM .
C
Thus, under 1 ≤ C ≤ tM − 1,

is satisfied. Thus,

m − tM
tM



b̃ (m, S, tM , C) + b̃ (m − 1, S, tM − 1, C − 1)

 
 

m − tM
(m − 1) − (tM − 1)
m + 1 − tM
≤
+
=
C
C −1
C
and
b̃ (m, S, tM , C − 1) + b̃ (m − 1, S, tM − 1, C)

 
 

m − tM
(m − 1) − (tM − 1)
m + 1 − tM
≤
+
=
.
C −1
C
C
Therefore, from (8), under 1 ≤ C ≤ tM − 1,


m + 1 − tM
b̃ (m + 1, S, tM , C) ≤
.
C


m + 1 − tM
However, |T (m + 1, S, tM )| =
. Thus, under 1 ≤ C ≤ tM − 1,
tM

 

m + 1 − tM
m + 1 − tM
b̃ (m + 1, S, tM , C) ≤ min
,
.
C
tM
Therefore, under X = min (tM , m + 1 − 2tM ),



m + 1 − tM


if 1 ≤ C ≤ X
b̃ (m + 1, S, tM , C) ≤
C


m + 1 − tM


if X ≤ C ≤ tM − 1
b̃ (m + 1, S, tM , C) ≤
tM
is satisfied.
 Finally, weconsider the case, wheretM ≤ C ≤ m.Because |T (m + 1, S, tM )| =
m + 1 − tM
m + 1 − tM
, b̃ (m + 1, S, tM , C) ≤
under tM ≤ C ≤ m.
tM
tM
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In conclusion,



m + 1 − tM


if 0 ≤ C ≤ X
b̃ (m + 1, S, tM , C) ≤
C


m + 1 − tM


if X ≤ C ≤ m
b̃ (m + 1, S, tM , C) ≤
tM
under X = min (tM , m + 1 − 2tM ). Therefore, when L = m + 1, Lemma 4 is
true. In conclusion, Lemma 4 is proved.
t
u
A.2

Proof of Lemma 2

In Lemma 4, the upper bound of b̃ (L, S, tM , C) is calculated. This function does
not consider the first operation of the sequence. We now consider the first operation of the sequence. Let õ be a partially observed sequence, and let its length
be L. We calculate the upper bound of the number of elements ũ(L, tM , C, õ) in
T (L, S, tM ), such that the number of disagreements with õ is less than C.
First, we consider the case, where 0 ≤ C ≤ L − 1. From Lemma 4, if the
first operation of õ is S, then ũ(L, tM , C, õ) ≤ b̃ (L, S, tM , C) , and if the first
operation of õ is M, then ũ(L, tM , C, õ) ≤ b̃ (L, S, tM , C − 1) . Because of (7),
ũ (L, tM , C, õ) ≤ b̃ (L, S, tM , C) . From Lemma 4, ũ (L, tM , C, õ) is less than


L − tM


if 0 ≤ C ≤ min (tM , L − 2tM )

 C 
L − tM


if min (tM , L − 2tM ) ≤ C ≤ L − 1

tM



L − tM
,
tM

We next consider the case, where C = L. Because of |T (L, S, tM )| =


L − tM
ũ (L, tM , C, õ) is less than
. Therefore, the number of sequences, whose
tM
length is L, including tM Ms, generated from the bits, and whose number of disagreements is less than C, compared to the observed data is less than


L − tM


if 0 ≤ C ≤ min (tM , L − 2tM )

 C 
L − tM


if min (tM , L − 2tM ) ≤ C ≤ L

tM

t
u
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