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Abstract. Hierarchical secret sharing schemes are known for how they
share a secret among a group of participants partitioned into levels. In
this study, we consider using a systematic information dispersal algo-
rithm (IDA). We then apply the general concept of hierarchy to the
generator matrix used in a systematic IDA and propose an ideal hierar-
chical secret sharing scheme applicable at any level. For perfect privacy,
secret sharing schemes depend on the fact that an adversary can only
pool at most k− 1 shares. However, in our hierarchical scheme, we need
to consider an adversary can also pool k or more shares of lower-level par-
ticipants. Moreover, considering practical use, we present our evaluation
of our software implementation.

Keywords: Secret sharing scheme, Hierarchical access structure, IDA,
Ideal scheme, Software implementation

1 Introduction

In today’s modern information society, there is a strong need to securely store
large amounts of secret information and both prevent information theft or leak-
age and avoid information loss. Secret sharing schemes are known to simulta-
neously satisfy the need to distribute and manage secret information so as to
prevent such information theft and loss. [1] and [2] independently introduced the
basic idea of a (k, n) threshold secret sharing scheme almost four decades ago
in 1979. In Shamir’s (k, n) threshold scheme, n shares are generated from the
secret, and each of these shares is distributed to a participant. Next, the secret
can be recovered using any subset k of the n shares, but it cannot be recov-
ered with fewer than k shares. Furthermore, every subset comprising less than
k participants cannot obtain any information regarding the secret. Therefore,
the original secret is secure even if some of the shares are leaked or exposed.
Conversely, the secret can be recovered even if a few of the shares are missing.

Several hierarchical secret sharing schemes are known for how they share the
given secret among a group of participants who are partitioned into levels. In
such schemes, often, a minimal number of higher-level participants are required
to recover the secret. For example, opening a bank vault may require, say, three
employees, at least one of whom must be a department manager. In this scenario,
we have what is called a ({1, 3}, n) hierarchical secret sharing scheme. In [3,
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4], Tassa introduced polynomial derivatives to generate shares and focused on
questions related to Birkhoff interpolation problems.

1.1 Secret Sharing Schemes and Hierarchical Schemes

Kurihara et al. [5–7] proposed (3, n) and (k, n) threshold schemes that use only
XOR operations to distribute and recover the secret. In [8], they then presented a
faster technique for realizing field operations not over GF(qL) but over GF(q) by
using the construction mechanisms of Feng et al. [9] and Blömer et al. [10] for the
matrix representation of finite fields. Chen et al. [11] proposed a (k, n) threshold
scheme that constructs shares based on a systematic IDA. All above-mentioned
schemes are ideal.

Next, in [12] and [13], Yamamoto and Blakley et al. each introduced a ramp
secret sharing scheme, which exhibited a trade-off between security and space
efficiency. In [14], Krawczyk proposed a secret sharing scheme called Secret Shar-
ing Made Short, which provides computational security, meaning that it encrypts
data with a key-based encryption algorithm, then distributes the encrypted
data using an IDA and the key via a secret sharing scheme. In [7], Kurihara
et al. briefly introduced a ramp scheme based on their XOR-based (k, n) thresh-
old scheme. In [15], they then proposed a fast (k, L, n) ramp scheme. In [16],
Resch et al. proposed a dispersal scheme that provides computational security;
this scheme enriches Rabin’s IDA [17], then combines the All-or-Nothing Trans-
form [18] with the systematic Reed-Solomon code. In [19], Béguin et al. showed
how to realize computational secret sharing schemes for general access structure.
Their approach reduced the problem to an optimization problem.

Tassa [3, 4] proposed a (k, n) hierarchical secret sharing scheme in which
a minimal number of higher-level participants are required for recovering the
secret. Tassa’s scheme is ideal. Tassa used the derivative of a polynomial to
achieve hierarchy and recover the secret via Birkhoff interpolation. In [20], Selçuk
et al. proposed a function called the truncated version to achieve the described
hierarchy. This truncated version truncates the polynomial from to the lowest-
order term depending on the level. In [29], Shima et al. proposed a hierarchical
secret sharing scheme over finite fields of characteristic two.

In addition, Tassa [3, 4] showed other hierarchical settings studied by other
authors. Shamir [2] suggested accomplishing a hierarchical scheme by assign-
ing capable participants a large number of shares. However, when any subset of
lower-level participants is sufficiently large, only the lower-level participants are
needed to recover the secret. Simmons [21] and Brickell [22] considered other hi-
erarchical settings. However, the necessary number of participants is the highest
of the thresholds associated with the various levels. Therefore, their hierarchical
settings are unsuitable for the scenario in which a minimal number of higher-level
participants must be involved in recovery of the secret.

Tassa then defined a (k, n) hierarchical secret sharing scheme as follows.

Definition 1 Let k = {ki}mi=0, 0 < k0 < · · · < km, and let k = km be the
maximal threshold. A (k, n) hierarchical secret sharing scheme where a minimal
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number of higher-level participants are required for any recovery of the secret is
defined as the following access structure Γ :

Γ =

V ⊂ U :

∣∣∣∣∣∣V ∩
 i⋃
j=0

Uj

∣∣∣∣∣∣ ≥ ki,∀i ∈ {0, 1, · · · ,m}
 .

Here, let U be a set of n participants and assume that U is composed of levels,
that is, U =

⋃m
i=0 Ui, where Ui

⋂
Uj = ∅ for all 0 ≤ i < j ≤ m. The scheme then

generates each share of the participants u ∈ U to satisfy the access structure.

Given k = {1, 3} as an example, we have a ({1, 3}, n) hierarchical scheme that
consists of two levels and requires at least one indispensable participant from U0
and three or more participants from U0

⋃
U1 to recover the secret.

1.2 Example Scenarios of Hierarchical Schemes

Tassa presented the opening of a bank vault as an example scenario. In this sce-
nario, a fast ({1, 3}, n) hierarchical secret sharing scheme is required. Castiglione
et al. [23, 24] presented other scenarios; the project manager and team members
can access a project workspace according to their levels of authority; nurses may
access a subset of patients’ clinical data, while a doctor can access all data.

Here, we present a file management system as an example scenario. We store
the indispensable participant’s share in local storage such as smartphones, and
we store the remaining two shares in external storage such as USB mass storage
and cloud storage. Only the owner of the smartphone can recover this data by
using either of the two external storage devices, and data cannot be recovered
using only the two external storage devices. Considering practical use in this
scenario, there is a need for a fast ({1, 2}, 3) hierarchical secret sharing scheme.
In general, a fast ({1, k}, k + 1) hierarchical secret sharing scheme would be
useful.

1.3 Our Contributions

In this paper, we introduce our hierarchical IDA, which is a hierarchical secret
sharing scheme applicable to any level. Our scheme is both perfect and ideal. We
use operations with GF(2L). For perfect privacy, Chen et al.’s (k, n) threshold
scheme [11] depends on the fact that an adversary can only pool at most k − 1
shares. However, in our hierarchical scheme, we need to consider an adversary
can also pool k or more shares of lower-level participants. Therefore, Chen et al.’s
scheme cannot be directly applied to hierarchical schemes, which we present in
more detail in Section 4.2. Our overall contributions are summarized as follows:

– We apply hierarchy to the generator matrix used in an IDA and realize
a hierarchical secret sharing scheme applicable to any level. We solve the
aforementioned issues and provide mathematical proof.
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– In a single hierarchy, or a non-hierarchical secret sharing scheme, our scheme
is more efficient in implementation than Chen et al.’s scheme [11] because in
our scheme, all matrices G′ used by RecoverIDA of the corresponding rows
are the same.

– We achieve a ({1, k}, k+ 1) hierarchical scheme using only XOR operations.
As a result, we can use simple 64-bit XOR operations instead of GF(2L).
Then, this scheme is much faster than an approach by Tassa [3, 4].

2 Preliminaries

2.1 Notations and Definitions

We use the following notations and definitions throughout this paper.

– ⊕ denotes a bitwise XOR operation.

– ⊕bj=acj denotes ca ⊕ · · · ⊕ cb.
– || denotes a concatenation of bit sequences.

– ||bj=acj denotes ca|| · · · ||cb.
– H(X) denotes the Shannon entropy of a random variable X.

– v[j] denotes the j-th element in vector v.

– v[0][1] · · · [n− 1] denotes vector v with exactly n elements.

– Elements in GF(2L) can be identified with polynomials fL(X) =
∑L−1
i=0 fiX

i,
fi ∈ GF(2). They can also be represented by decimal numbers or hex-
adecimal numbers of fL−1 · · · f1f0 binary. For example, f8(X) = X5 + 1 ∈
GF(2)[X] can be represented by 33 or 21h of 00100001 binary.

2.2 Perfect and Ideal Secret Sharing Schemes

In this subsection, we refer to Beimel [25] for a perfect secret sharing scheme and
refer to Blundo et al. [26, 27] and Kurihara et al. [5–7] for an ideal secret sharing
scheme. Let S be a random variable in a given probability distribution on the
secret, SB be a random variable in a given probability distribution on the shares
in each authorized set B, and ST be a random variable in a given probability
distribution on the shares of each unauthorized set T . A perfect secret sharing
scheme would satisfy the following conditions:

Correctness, Accessibility H(S|SB) = 0.

Perfect privacy, Perfect security H(S|ST ) = H(S).

A secret sharing scheme is called ideal if it is perfect and the information rate
equals one. In other words, if the size of every bit of the shares equals the bit
size of the secret, the scheme is ideal. As Tassa [4] mentioned in Definition 1.1,
we may apply the information rate to a hierarchical secret sharing scheme.
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2.3 Systematic IDA

A (k, n) systematic IDA constitutes two more specific algorithms, i.e., ShareIDA

and RecoverIDA.
ShareIDA takes as input data message D and outputs a codeword to dis-

tribute D among n participants. D is parsed into column vector D that has k
elements, with each element in GF(2L). Generator matrix or dispersal matrix
G = [g(i,j)]

n k
i=1,j=1 is a publicly known n×k matrix with the following conditions:

– The first k rows form the k × k identity matrix.
– Any subset k of the n rows of G is linearly independent.

Column vector C with n elements is then output as codeword C = G ·D. Since
the first k rows of G form the identity matrix, we obtain

C = G ·

 D[0]
...

D[k − 1]

 =



D[0]
...

D[k − 1]
C[k]

...
C[n− 1]


,

where each element D[i],C[i] ∈ GF(2L). Then, G is derived from a Vandermonde
matrix using a sequence of elementary matrix transformations. In [28], Plank et
al. describe how to prepare an n × k Vandermonde matrix in which g(i,j) =
(i− 1)j−1 and we turn the first k rows into the identity matrix using a sequence
of elementary matrix transformations. This satisfies the conditions of G since
elementary matrix operations do not change the rank of a matrix. Furthermore,
a square Vandermonde matrix with g(i,j) = xj−1 is invertible if all x are distinct.

RecoverIDA takes as input the remaining k elements C′ for codeword C
and outputs data message D. Here, C′ is a column vector that has k elements.
Through this process, new k×k matrix G′ is formed from G and corresponds to
the remaining k elements. After G′ is inverted, we obtain D via D = (G′)−1 ·C′.

Employing a (k, n) systematic IDA instead of a (k, n) non-systematic IDA
improves performance because it does not need to encode the first k codeword
elements and similarly does not need to decode codeword elements that are equal
to message data elements.

3 Related Work

From [11], Chen et al. presented a scheme that constructs an ideal threshold
scheme with a systematic IDA. Since an IDA is essentially a ramp scheme, their
scheme generates dummy keys at random, passing both these dummy keys and
the secret values XORed with these dummy keys to the systematic IDA. Their
scheme then applies some cyclic shifts to each of the outputs to generate shares.
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Let Px for x = 0, · · · , n− 1 be n participants for the (k, n) threshold scheme
over F = GF(2L). Then, generator matrix G is publicly known and has elements
in GF(2L), as remarked in Section 3.3. Furthermore, let the secret be given by
s ∈ {0, 1}λ, λ = L · k. Secret s is parsed into s ∈ F k with k elements of length L
bits. Here, s must be padded to λ bits if s is less than λ bits.

3.1 Chen et al.’s Distribution Algorithm

Table 1 shows their distribution algorithm. Step 1 generates random values called
dummy keys r1, · · · , rk−1 ∈ {0, 1}λ. These values are parsed into r1, · · · , rk−1 ∈
F k. In Step 2, s and the dummy keys are XORed to produce s′ ∈ {0, 1}λ, then s′

is parsed into r0 ∈ F k. In Step 3, each ri is passed into ShareIDA. As a result, we
obtain each column vector R0, · · ·Rk−1 ∈ Fn, each of which has n elements. In
Steps 4 and 5, each participant Px securely receives share wx ∈ {0, 1}λ. To shed
further light on this algorithm, we detail Steps 3 and 4. In Step 3, we illustrate
k × n matrix

M =


RT

0

RT
1
...

RT
k−1

 =


R0[0][1] · · · [n− 1]
R1[0][1] · · · [n− 1]

...
Rk−1[0][1] · · · [n− 1]

 .

Next, in Step 4, we illustrate matrix

M′ =


R0[0] [1] · · · [n− 2] [n− 1]
R1[1] [2] · · · [n− 1] [0]

...
...

...
...

Rk−1[k − 1] [k] · · · [k − 3] [k − 2]

 ,

applying j−1 left cyclic shifts to elements of the j-th row of M for j = 1, · · · , k.
Further, wx concatenates the elements in the x+ 1-th column of M′.

3.2 Chen et al.’s Recovery Algorithm

Table 2 shows the corresponding recovery algorithm. The algorithm takes as in-
put shares of participants Pi for i = t0, · · · , tk−1 that cooperate to recover the
secret. Step 1 parses each participant’s share wi into its k elements. More specif-
ically, k of the n elements for each row are given in the distribution algorithm.
Since elements in each row are cyclically shifted when the shares are generated,
indexes of the k elements are different in each row, implying that all matrices G′i
passed into RecoverIDA for the corresponding row differ. In Step 2, each column
vector R′i for i = 0, · · · , k − 1 has the k elements of the i + 1-th row in Step 1,
and these column vectors are passed into RecoverIDA. In Steps 3 and 4, s′ and
r1, · · · , rk−1 are then recovered from the available shares. Finally, in Steps 5 and
6, these recovered values are XORed to retrieve secret s.
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Table 1. Distribution algorithm

Input: s ∈ {0, 1}λ
Output: (w0, · · ·wn−1)

1: for i← 1 to k − 1:

ri ← ri
$←− {0, 1}λ

2: r0 ← s′ ← s⊕ {⊕k−1
j=1 rj}

3: for i← 0 to k − 1:
Ri ← ShareIDA(ri,G)

4: for i← 0 to n− 1:

wi ← ||k−1
j=0Rj [i + j (mod n)]

5: return (w0, · · ·wn−1)

Table 2. Recovery algorithm

Input: (wt0 , · · ·wtk−1)
Output: s

1: for i← 0 to k − 1:

||k−1
j=0Rj [ti + j (mod n)]← wti

2: for i← 0 to k − 1:
ri ← RecoverIDA(R′i,G

′
i)

3: for i← 0 to k − 1:
ri ← ri

4: s′ ← r0
5: s← s′ ⊕ {⊕k−1

j=1 rj}
6: return s

3.3 Remark

Chen et al. showed generator matrix G as an n×k binary matrix. Any subset k
of the n rows of G should be linearly independent, but not all of the parameters
with k and n can satisfy the condition. Given k = 3 and n = 5 as an example,
we cannot find any combinations of g0, g1, g2 ∈ GF(2) in

G =


1 0 0
0 1 0
0 0 1
1 1 1
g0 g1 g2

 .

In general, G has elements in GF(2L). With n = k, k + 1, G has elements in
GF(2).

4 Our Proposed Scheme

In this section, we describe our proposed (k, n) hierarchical secret sharing scheme
that satisfies Definition 1. We use operations with F = GF(2L). Let the secret
be given by s ∈ {0, 1}λ, λ = L · k. Secret s is parsed into s ∈ F k with k elements
of length L bits. Note that s must be padded to λ bits if s is less than λ bits.
We use n× k generator matrix G with the following properties:

– G has a defined hierarchy such that only an authorized subset can recover
the secret.

– G does not have any row of (y · · · y), where y ∈ F .

G is publicly known. Since it is a uniquely determined table in a fixed system,
we are able to recover the secret only from shares. We may describe G before
using elementary matrix transformations required for the systematic IDA. This
G is hereinafter referred to as a hierarchical generator matrix, and the IDA using
this G is also hereinafter referred to as a hierarchical IDA.
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4.1 Participant Identities and Hierarchical Generator Matrix

Let Px ∈ U for x = 0, · · · , n − 1 define n participants and let 0 ≤ l0 ≤ · · · ≤
lm = n. Each participant Px has identity x ∈ F . Without loss of generality, we
may assume that each Px belongs to the following levels:

P0, · · · , Pl0−1 ∈ U0, Pl0 , · · · , Pl1−1 ∈ U1, · · · , Plm−1
, · · · , Plm−1 ∈ Um.

For example, l0 = 0 means no participants belong to U0. Furthermore, let 0 ∈ U0
be the phantom participant and let ux (described later) always be assigned to
zero.

Px corresponds to the x + 1-th row of G. In other words, we can view the
n× k matrix as G = [g(x,j)]

n−1 k
x=0, j=1. Then, we introduce a hierarchy to G, con-

structing G such that k×k matrix G′ satisfies det(G′) = 0 for any unauthorized
k participants, where G′ is generated from the rows of G corresponding to the
k participants. Here, Px ∈ Ui for i = 0, · · · ,m generates G with

g(x,j) =

{
u
j−1−ki−1
x (j > ki−1)

0 (j ≤ ki−1)
,

where g(x,j) ∈ F and k−1 = 0. Given a ({2, 3, 5}, n) hierarchical secret sharing
scheme as an example, we obtain

G =



1 u0 u20 u30 u40
...

...
...

...
...

1 ul0−1 u
2
l0−1 u

3
l0−1 u

4
l0−1

0 0 1 ul0 u2l0
...

...
...

...
...

0 0 1 ul1−1 u
2
l1−1

0 0 0 1 ul1
...

...
...

...
...

0 0 0 1 un−1


.

Intuitively, shares of lower-level participants are not generated from the secret
and some random values. Here, ux for G can be assigned from 2L−1 values except
zero over F . However, depending on the assignment of ux, there is a specific case
in which the secret cannot be recovered in spite of the presence of an authorized
subset. Given G for a ({1, 3}, 5) hierarchical scheme over GF(28) as an example
to understand the meaning of det(G′) = 0, one of the matrices G

′

1 derives
det(G

′

1) = 0 when G1 is given by ux = 1, 2, 3, 4, 5. G2 given by ux = 1, 2, 4, 5, 6
is required. Note that elements are represented by decimal numbers following
Section 2. It is sufficient to find one G, such as G2 for this scheme, i.e.,

G1 =


1 1 1
1 2 4
0 1 3
0 1 4
0 1 5

 ,G
′

1 =

1 1 1
1 2 4
0 1 3

 ,G2 =


1 1 1
1 2 4
0 1 4
0 1 5
0 1 6

 .
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Therefore, there is a case in which det(G′) = 0, where the corresponding G′

to the authorized subset. As Tassa described in Section 3.2 of [4] regarding
probability, we can make the same argument for this issue. In other words,
Tassa stated that the p used to allocate participant identities over GF(p) should
be usually very large. Similarly, the L used to allocate ux of G over GF(2L) can
be large in our scheme. To keep the paper compact, we do not discuss it further.

4.2 An Issue with Applying Hierarchy to IDA

A (k, n) IDA recovers not only data message D, but also all n elements if any
k elements are given because the remaining n − k elements can be calculated
from publicly known generator matrix G. A (k, n) hierarchical IDA also has
a similar property. We consider a ({1, 3}, 8) hierarchical IDA as an example.
Let d1, d2, d3 be passed into the systematic hierarchical IDA and let the eight
codeword elements be d1, d2, d3, c1, · · · , c5. Furthermore, let d1, d2 be used for
U0 and let d3, c1, · · · , c5 be used for U1. If three elements in U1 are given, such
as c1, c2, c3, we need to consider all elements not only in U1 but also in U0 can
be calculated. As we described in Section 1.3, secret sharing schemes depend
on the fact that an adversary can only pool at most k − 1 shares. In Chen et
al.’s scheme, the cyclic shifts after ShareIDA work well to satisfy perfect privacy.
However, in our hierarchical scheme, the cyclic shifts after ShareIDA have no
effect to satisfy perfect privacy because we need to consider no elements in U0
can be calculated when three elements in U1 are given in the example.

4.3 Distribution Algorithm

The dealer securely distributes each share wx ∈ {0, 1}λ to participant Px. Table 3
shows this specific algorithm. The underlined portions show differences between
the algorithm of Table 1 and our algorithm. More specifically, with each column
vector r0, · · · , rk−1 transposed, Step 3 constructs matrix

Mr =

 r0[0] · · · r0[k − 1]
...

. . .
...

rk−1[0] · · · rk−1[k − 1]

 =

 r′0[0] · · · r′k−1[0]
...

. . .
...

r′0[k − 1] · · · r′k−1[k − 1]


and defines r′0, · · · , r′k−1 as column vectors. In Step 5, no cyclic shifts are used

after ShareIDA. Through Steps 1 through 5 of our algorithm, we can illustrate
k × n matrix

U0︷ ︸︸ ︷ · · · Um︷ ︸︸ ︷
M =

 RT
0
...

RT
k−1

 =

 R0[0] · · · [l0 − 1] · · · [lm−1] · · · [n− 1]
...

...
...

...
...

Rk−1[0] · · · [l0 − 1] · · · [lm−1] · · · [n− 1]

 .

Each participant Px securely receives share wx concatenating the elements in
the x+ 1-th column of M.
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Table 3. Our distribution algorithm

Input: s ∈ {0, 1}λ
Output: (w0, · · ·wn−1)

1: for i← 1 to k − 1:

ri ← ri
$←− {0, 1}λ

2: r0 ← s′ ← s⊕ {⊕k−1
j=1 rj}

3: Mr = (r′0 · · · r′k−1)← (r0 · · · rk−1)T

4: for i← 0 to k − 1:
Ri ← ShareIDA(r′i,G)

5: for i← 0 to n− 1:

wi ← ||k−1
j=0Rj [i]

6: return (w0, · · ·wn−1)

Table 4. Our recovery algorithm

Input: (wt0 , · · ·wtk−1)
Output: s

1: for i← 0 to k − 1:

||k−1
j=0Rj [ti]← wti

2: for i← 0 to k − 1:
r′i ← RecoverIDA(R′i,G

′)

3: (r0 · · · rk−1)T ←Mr = (r′0 · · · r′k−1)

4: for i← 0 to k − 1:
ri ← ri

5: s′ ← r0
6: s← s′ ⊕ {⊕k−1

j=1 rj}
7: return s

4.4 Recovery Algorithm

Table 4 shows our recovery algorithm. This algorithm takes as input shares of
participants Pi for i = t0, · · · , tk−1 that cooperate to recover the secret. The
underlined portions show differences between the algorithm of Table 2 and our
algorithm. Since there are no cyclic shifts after ShareIDA, all matrices G′ used
by RecoverIDA of the corresponding rows are the same. Step 1 parses each
participant’s share wi into its k elements. In Step 2, each column vector R′i
for i = 0, · · · , k − 1 has the k elements of the i + 1-th row from Step 1, and
these column vectors are passed into RecoverIDA. In Steps 3 through 5, s′ and
r1, · · · , rk−1 are recovered from the available shares. Finally, in Steps 6 and 7,
these recovered values are XORed to retrieve secret s.

4.5 Security Analysis

Theorem 1 proves the correctness and perfect privacy of our proposed scheme.
We obtain secret s if all elements of Mr are recovered with G′. Without loss of
generality, we may focus on k elements of each j-th row of MT

r , recovered from
the j-th row of M with RecoverIDA, because each j-th row can be processed
independently from the others. We then apply this argument to every other row.

Next, the j-th row of MT
r has k−1 random values r′j−1[1], · · · , r′j−1[k−1] ∈ F

and the value r′j−1[0] XORed with those random values and secret s[j − 1] ∈ F .
Therefore, any k−1 of the k values cannot reveal anything about the secret. We
then pass the k values into ShareIDA and obtain Rj−1. Lemma 1 proves that
Rj−1 cannot reveal anything about the secret.

Lemma 1. Assume that any set of L′ participants T = {Pt0 , · · · , PtL′−1
} 6∈ Γ

agrees to recover the secret. Let y ∈ F\{0}. Then, if n × k generator matrix G
whose j-th row is (y · · · y) is not used, we receive no information regarding the
secret. In information theoretic terms, H(S|ST ) = H(S), shown in Section 2.2.
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Proof. Suppose that s and r1, · · · , rk−1 are mutually independent and that
r1, · · · , rk−1 are selected from the finite set {0, 1}λ with uniform probability
1/2λ. We define k × k matrices X, A, and A′ as

X =


1 1 · · · 1
0 1 · · · 0
...

...
. . .

...
0 0 · · · 1

 , A =


sT

rT1
...

rTk−1

 , A′ =


0 · · · 0

rT1
...

rTk−1

 ,

respectively. Here, X−1 = X. Steps 1 through 3 of Table 3 can be represented as
Mr = X ·A. With ShareIDA, we obtain n× k matrix MT = G ·Mr. We then
define n× k matrix Y = G ·X, we obtain

MT = G ·Mr = G ·X ·A = Y ·A.

Here, let G(i) be a matrix constructed by any subset i of the n rows of G for
i = 1, · · · , L′ and let Y(i) = G(i) ·X. Furthermore, let MT

(i) = Y(i) ·A. Without

loss of generality, we may assume that rank(G(i)) = i because we can consider
G(α) such that rank(G(i)) = α < i. Then, rank(Y(i)) = rank(G(i)) because
X is regular. Consider i = 1. It is apparent that the corresponding participant
receives share w ∈ {0, 1}λ regarding secret s if Y(1) = (y 0 · · · 0), i.e.,

w ←MT
(1) = Y(1) ·A =

(
y · sT

)
, G(1) = Y(1) ·X−1 =

(
y · · · y

)
.

If Y(1) 6= (y 0 · · · 0), the vector Y(1) ·A′ is uniformly distributed over {0, 1}λ
because all elements of the vector are L-bit random numbers that are mutually
independent and distributed uniformly over {0, 1}L. Then, we suppose w′ de-
notes a fixed value of w. w = w′ can be obtained with uniform probability 1/2λ

from any selected s. Because s is independent of w, we have H(S|ST ) = H(S).
Next, we prove that vector (y, 0, · · · , 0) is not expressed by linear combination

of the row vectors of Y(i) for i ≥ 2. Here, we may assume that none of the rows
of G(i) are equal to (y · · · y) because we already prove G(1) = (y · · · y). Matrix

Y(i) =

y1 a(1,1) · · · a(1,k−1)
...

...
. . .

...
yi a(i,1) · · · a(i,k−1)

 = G(i) ·X

can be represented. If yj = 0 for j = 1, · · · , i, we receive no information regarding
the secret because the j-th row of Y(i) is formed by (0 ∗). Consider yj 6= 0 for
all j = 1, · · · , i. There exist matrices A(i) and B(i) such that

G(i) = Y(i) ·X−1 =

y1 · · · y1
...

. . .
...

yi · · · yi

+

0 a(1,1) · · · a(1,k−1)
...

...
. . .

...
0 a(i,1) · · · a(i,k−1)

 = A(i) + B(i).

Since rank is subadditive and rank(A(i)) = 1,

rank(A(i) + B(i)) ≤ rank(A(i)) + rank(B(i)) = 1 + rank(B(i))
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and the rank of B(i) is either i− 1 or i. If rank(B(i)) = i,
∑i
j=1 aj · a(j,t) 6= 0 for

at least one of t = 1, · · · k − 1, where a1, · · · ai are scalars. Therefore, the vector
expressed by linear combination of the row vectors of Y(i) is not (y, 0, · · · , 0).
Next, if rank(B(i)) = i− 1, there exists matrix G(i) of rank i− 1. Furthermore,
the remaining row of G(i) should be assigned for the highest level U0 because
yj 6= 0. However, in our scheme, rows of G in the highest level are derived
from a Vandermonde matrix. In such a condition, rank(G(i)) should be i, i.e.,
rank(B(i)) 6= i− 1 by proof by contradiction. The proof is thus complete. ut

Theorem 1. Assume that corresponding square matrix MV , or namely, the G′

required to recover the secret, is regular for any minimal authorized subset V ∈ Γ ,
i.e., |V| = k. Then both correctness and perfect privacy hold.

Proof. Theorem 1 is based on an approach by Tassa [3, 4]. We first consider
correctness. Each participant Px receives a part of the share σ(x)j generated by
elements of the j-th row of MT

r that are passed into the IDA. Here, let G(x)
denote the x + 1-th row of G. We then obtain σ(x)j = G(x) · r′j−1. When all
participants V = {Pt0 , · · · , Ptk−1

} pool their shares σj together, they need to
solve σj = MV · r′j−1, i.e.,

σj =

 σ(t0)j
...

σ(tk−1)j

 =

 G(t0)
...

G(tk−1)


 r′j−1[0]

...
r′j−1[k − 1]

 = G′ · r′j−1

in unknown vector r′j−1. Since MV is regular by the assumption noted above,

we are able to uniquely solve unknown vector r′j−1 for every j-th row of MT
r .

Next, we consider perfect privacy. For the j-th row of MT
r , we may view

r′j−1[0] in the unknown vector r′j−1 as a secret. Furthermore, a square matrix
is regular if and only if its determinant is nonzero. Equivalently, the rows of
MV are linearly independent. Let Vu 6∈ Γ be an unauthorized subset and MVu
be the corresponding matrix. We aim to show that even if all participants in
Vu pool their shares together, they cannot reveal anything regarding the secret.
This also implies that any value of the secret is accepted from their shares. The
proof here is that the secret is not included in the row space of MVu , in the set
of all possible linear combinations of the rows of MVu .

Without loss of generality, we may assume that Vu is missing only one par-
ticipant to become authorized, and we may simplify the process by adding to
Vu phantom participant 0 ∈ U0 such that we can obtain an authorized subset.
Then the square matrix corresponding to the authorized subset is regular by the
assumption, and the rows of the square matrix are linearly independent. As a
result, the share of participant 0 ∈ U0 cannot be generated from Vu, and the
share is equivalent to r′j−1[0]. In addition, even when Vu is missing only one par-
ticipant at the j-th level, the access structure holds by adding one higher-level
participant, i.e., the highest-level participant 0 ∈ U0.

The proof is thus complete and we conclude that det(MV) 6= 0 is required
for both correctness and perfect privacy. ut
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5 Software Implementation

We evaluated our scheme using one general purpose machine, as described in
Table 5. We then used a file size of 888,710 bytes as an example. For operations

Table 5. Test environment

CPU / RAM Intel R© Celeron R© Processor G1820

2.70 GHz × 2, 2 MB cache / 3.6 GB

OS CentOS 7 Linux 3.10.0-229.20.1.el7.x86 64

Programing language / Compiler C / gcc 4.8.3 (-O3 -flto -DNDEBUG)

with GF(2L), the additive operation is replaced by the XOR operation, the
multiplication operation uses the Russian peasant multiplication method, the

division operation uses x−1 = x2
L−2, and the shift operation uses only the shift

operation by one bit. In our experiments, we only used GF(28) and a lookup
table that was precomputed for the multiplication and division operations over
GF(28). More specifically, all results of the multiplication operations were pre-
stored in an array of 216 bytes, while those for the division operations were
stored in another array of 216 bytes. When each of the multiplication and division
operations actually took place, the operation consisted of a lookup in each array.
No cryptographic libraries were used. Then, the primitive polynomial used for
GF(28) is x8 + x4 + x3 + x2 + 1. Table 6 shows our experimental results.

Table 6. Results of our experiments for recovery

Level k Number of participants (|U0|, · · · , |Um|) Throughput (Mbps)

{1,3} (2, 3) 857
{2,4} (3, 4) 562
{2,3,5} (3, 3, 3) 373
{2,4,6,10} (2, 3, 6, 4) 108
{3,7,11,14,17} (3, 4, 5, 4, 4) 34.9

In terms of optimization, we can construct a scheme using only XOR opera-
tions with (k + 1)× k binary generator matrix

G =


1 0 · · · 0
0 1 · · · 0
...

...
. . .

...
0 0 · · · 1
0 1 · · · 1

 .

This matrix requires no multiplication operations. We then used simple 64-bit
XOR operations. With k = 3, we achieved approximately 6.3 Gbps for recovery.
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5.1 Computational Costs

Tassa’s Approach Table 7 shows the computational costs of the recovery algo-
rithm. In general, the size of the secret, for example, a file size of 1MB, exceeded
L bits. In our analysis, we refer to such an initial computation processed once for
that recovery as a precomputation. Here, a t×t determinant required O(t3) when
we used LU decomposition. Converting a matrix to a triangular matrix required
some division operations. Furthermore, a t× t matrix inverse also required O(t3)
and some division operations when we used Gaussian elimination. Finally, t× t
matrix multiplication required O(t3) if carried out naively. Note that Tassa’s
scheme can be applied only to GF(p), where p is a prime number. Arithmetic
operations, using multiple-precision arithmetic, required higher computational
costs than operations over GF(2L). Therefore, our scheme was much faster than
Tassa’s approach.

Table 7. Computational costs for recovery

Tassa’s approach

Precomputation One k × k determinant
Recovery per time One k × k determinant, one division operation

Our scheme

Precomputation One k × k matrix inverse
Recovery per time One k × k matrix product, k − 1 XOR operations

Blömer et al.’s Technique We consider applying Blömer et al.’s technique to
our scheme because Kurihara et al. [8] reported that any secret sharing scheme
over GF(2L) could be converted to a scheme over GF(2). As Blömer et al. [10]
mentioned in Section 4, we stored all coefficient vectors of field elements in
a table and used table look-ups to compute τ . This operation required O(1).
Furthermore, matrix-vector multiplication required at most L XOR operations.
In our implementation using a lookup table for the multiplication operation over
GF(28), a multiplication operation only required O(1).

6 Conclusions

In this paper, we focused on a fast (k, n) hierarchical secret sharing scheme appli-
cable to any level. To achieve this, we applied a hierarchy to the generator matrix
used in an IDA. Our scheme is both perfect and ideal. Given the implementation
used in our experiments applicable to any level, we found our implementation
on a general purpose PC was able to recover the given secret with k = {1, 3}
at a processing speed of approximately 850 Mbps. With our ({1, 3}, 4) optimized
scheme, we achieved approximately 6.3 Gbps for recovery.
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