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import Cholog from “cholog-sdk™;

e HAICHIANE CHOILOG
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environment: "prod”,
1) Spring Boot S|Ed FJI2t ZIEtst YML 23Btes
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% Gradle &3

repositories {
mavenCentral()
maven { url "https://jitpack.io’ }
}
dependencies {
implementation ‘com.ssafy.lab.s12-final:5S12P31B287:v1.1.8'
N
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&2 applicationyml| &3

logger:
api-key: YOUR_API_KEY
cors-enabled: true
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Gradle

. = o|s} 13 A repositories {
EX|' |°‘— E_-ﬂ'ﬂl kIHl_ mavenCentral()
CHO LOG Ep{2Ag maven { url ‘https://jitpack.io® }

}

S D Kﬂ E—I|ll OI 1?|' dependencies {

implementation 'com.github.MurHyun2:cholog-logger:<version>"

}
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¢ =1 EDH E_'_Ql- <repositories>
SOlM 2 22 HA=lie =X E 2l SLICL <repository>

<id»jitpack.io</id»
3} R " <url>https://jitpack.io</url>

oo tfa}, “AH|A BHAG| Azelo] H| £9 JHs S HEfS nRIstY T, <Irepositorys
1 7:’_'l' SDK = EH ._-l _|'||'6H§|__| L_-l' <frepositories>»
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= A S 27 GllA

K=}
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L4 A"Q'OI' = OIO‘I EE’SOI %ﬁl——l E—I‘ <groupId>com.github.Murt
e SDK LHEOAM BEO oS Xt Hzlsl], EM MHO|A EHEQ| IiAl ZAHQ| Tl QSHA| <artifactId>cholog-logge application.yml T application.properties Of] Ol2f &5
= > = <version»<!-- JitPack|/
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- o . - holog:
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logger:
url: http://your-log-server.com/api/logs

2tol=2{2| HiZ Y'Y (JitPack E8)

service-name. my-dNESDME-SEFViCE
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JitPackS 3t HY I thAlS MEHBHAL|CY. Ztchkst A2 Of| A

b 2“ JitPack®Ql7}t? import org.slf4j.Logger;

a. 8ol 5 M&A(Maven Central §) S5 EAHECH 2SI WEA| BT S £ ASLICH import org.s1f4j.LoggerFactory;
b.GitLab MZ 42 HS2t5tH &| 7| 20|, £7| THAOM JHEXSO] &2 B2 = USE class Example {
C|:|'|I|_'| -El'E'-|7|' Git EH19|' E!I'I O:|7=|E| DE A|"9'X|'I_ O'I-LI'I_ |:|-|I % %45.'5”“ xlgg —Jlk— 9}1% static final Logger log = LoggerFactory.getlogger(Example.class);
public void doSomething() {
0|5 Eoll A2Xt= S&e M3 bH 210, build.gradle &= pom.xmldi| & &0 3=7t5HH : log.info(*Hello, CHOLOGET):
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LogSenderService2| resendFromDisk A E Lf C|AS 7 He| 22Z 7HMYUSLICY.
X THA = B2 E0pot A2 B9 'retried’ CIHER|Z O|SAIH S *'HH Hfo'ol A 2Elof| O|X|=
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AT =

Sets 2|aobota, JHE OHE XMe| S o El Alo|= FA| MHS =2X/0] F

filesInDiskQueue.forEach({file -> {
int retryCount = getRetryCountForFile(file);
if (retryCount >= MAX_BATCH_RETRY_ATTEMPTS) {
moveToRetriedDirectory(file);
return;
}
try {
boolean success = processAndSendFile(file);
if (success) {
deleteFile(file);
} else {
incrementRetryCountForFile(file);
}
} catch (Exception e) {

logger.error("Error processing queued file:

moveToErrorDirectoryOrlLog(file);

1);

", file.getName(), e);



AEXIE QI 22| MH|A

CHO:LOG =zi24¢

2. HTTP &l X2|: gf= 9 2l

=H| &% ofl 2
1. 2F 7209 271 6jX|(2F 500KB 0|42 H&¥ of YIEY HHE AFBRH0| 0} 1. GZIP 2% X8
HE X|HO| RS LTt cholog.logger.compress-logs 42 truezZ HXstH, LogSenderServicee 21 H|O|EE
2. API 7| 7|gt QIF 40| S0l BEL=E MEE 0 EoF {7t AUASLICE GZIPL=E =35t MEetL|Ct. Ol Content- Encodlng gzip SICI7F HTTP &0 Z=JtElL|Ct,
if (properties.isCompressLogs()) {

%H()l H M

[ e | byte[] originalData = jsonData.getBytes(StandardCharsets.UTF_8);

" byte[] compressedlson = compressData(originalData);
= = FO =3 S (=}
1. HTTP 9 %: 7|OO| —_llo‘—:IElo-I | ('-)"' I-EHO%I: =1 X'—o Al L-”E-?_‘Iﬂ EHQ:I'EE ByteArrayEntity entity = new ByteArrayEntity(compressedlson);
J__'|' |'7'|| Al‘%—iﬂéL|E|‘, entity.setContentType( "application/json");
2. 2Z 6|7t Che HIAE HAOZ MEE|0 S7HA 34 S0 Ffe = USLICH } e el
7Hﬂ 7E:I:"'|' if (properties.isCompressLogs()) {
httpPost.setHeader("Content-Encoding", "gzip");
e HERAUYE MBS 2 2O NS A =S Sl 2f 30-40% H 4 }
o M X|H A|ZL OtXES EB) ChE
RNt e 2. AP 7] 915 B S
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cholog.logger.api- key 0l 2EEl APl 7= X-API-Key2t= HTTP Sl E Sdlf ©SEL|CE.

String apiKey = properties.getApiKey();
if (apikKey != null && 'apiKey.isEmpty()) {
httpPost.setHeader( "X-API-Key", apiKey);
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trueE HMYE|0 JOH, HTTP & Al Content-Encoding: gzip Sl E 715t @ 282
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CEoh ELK AEHO Logstash 20| &= A 582 F715h= 710|E8 MEH &L T

# Logstash HTTP input S &€& OlAl
input {
http {
port => 5800 # Logstashl| =42 ZE
codec => json

JJE
rin
i
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o

decompress_request => true # FJ|=l £&: ¢ M=E2ZE2 A

}
}
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private static final int MAX_BATCH_RETRY_ATTEMPTS = 5;
i_l?_l 'F'I_'*—-ll private static final String RETRIED_FOLDER_NAME = "retried";

N o N N N if (retryCount >= MAX_BATCH_RETRY_ATTEMPTS) {
7|2‘I—S —_|-10|_=|0'||A‘|E XHA'E %J_)'\_O-” X‘”Ol_I'Ol gio-l’ O:|__|.L7£-||9§ )éI]IHOfE =1 ]I|'0E|O| _?_ol_lJél ] git;YrZ::iedDir = diskQueueDir.resolve(RETRIED_FOLDER_NAME);
A CHAOf| 2oF A|AR 2|AAE FH[SH] CHE 210 X2| & Walld 4= JUSLICE
continue;

}
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o ISON:
{
"Header”: {
“apiName”: "exampleApi”,
“wooooooxkDate™: 282563117,
"woooooxTime™: "173812"7,
"wooexxxCode™: "00OD0O00G00" ,

}s

"wooonoxNo™ @ "1234567898"

apiName;

t{mapper, apiName, apiServiceCode):

requestNode. put

requestNode.
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e docker-compose.frontend.yml
e docker-compose.backend.yml

e docker-compose.infra.yml
22| ME{O|AM 2} CHar MO ssh

A
H

=, si= docker-compose A S 2 scpZ SA}

SH
PN

SLICk



2. Nginx weight 2} &5 843

=H Mg 2w
FtLiE| HHIZE A| EEfE H|E2 MTIMO = 52(|7| I8, 0 Aol 43t Ngink 23 nginx confE " E& It (nginx.conf.template) 2 BHE1, E2jTl JIEX| 228 & HaE
I+ (nginx.conf)2| weight 2f2 & X3t NginxE IH*I’“OHOF °”*'—|Ef CHAIH S LICH Jenkins THO| 21210 A gettextl envsubst FELE|E ArEdl 0] HEE0

otE Ha 22 S 2T A3 oS Mdst, docker exec nginx_Lb nginx -s reload 32 =
MYE KAIESOZ 22ESIEE HELICE

parameters {

o o string(name: 'TRAFFIC SPLIT', defaultValue: "10', description: 'ZH_I2| Hi= Al E2HE! HIE
A HISO] 417 THRlol el Zo = = RYE(0f 0] - suring : P

=E
oo A= o A
HEO| EoY miic =3 7H0| S7tI|M&L|Ct.
# gettext?t ER|TIA ZAUCIHE L3
if ! dpkg -s gettext > /dev/null 2>51; then
sudo apt-get update &5 sudo apt-get install -y gettext

fi
AN AT
7“ — EJ—I' set -a
. ${WORKSPACE}/.env
HiZ fo|matelg ol Ea HI8S SHOE Mg 4 Al Eof, 25 Y glo]
QI'I-I X|'EQ|' | X-IEX_-! EEHI—L! IJSEFOI 7|’%6Hﬁ§|—| |-_—|'- export TRAFFIC_SPLIT=${TRAFFIC_SPLIT}

envsubst < ${WORKSPACE}/nginx/nginx.conf.template > ./nginx/nginx.conf

# nginx_1lb ZEIO|LIt &8 Z=CIA| =I5t LT[Rl ZUCHH AIE
if ! docker ps --filter "name=nginx_1b" --filter "status=running” | grep -gq "nginx_1lb"; tt
echo "nginx_1lb ZHIOILDF &2 Z0|A] BEoLICH AEELICH "
envsubst < \${WORKSPACE}/prometheus.template.yml > ./prometheus.yml
docker compose -f docker-compose.infra.yml up -d
else
echo "nginx_1b A0t £ Z2LICE. nginx /2= HELICE"
docker exec nginx_1b nginx -s reload
fi



2x| Azt

L oo

MEZ CHE EC2 QIAEH AN AEE|= Backend, Frontend, MySQL, Redis AMH|A ZHof| Ll

E%{3 AZO| E[X| = FoH7t EHMUSLIC.

LS 11—

M

=
Ly |

18]

o
e

P

M 2H: MySQLI Redis7t Hote 9l8) 7/2Ho=

ot |0

=
(
Aot 2R AWS 2ot O F0|A CHE MHERE Q|

HI2= E2fE S S| E0tA| st LICt.

o™y~

MH|A 7t0| EA AZE & HSITHA R Hot2 SX|6t= o M35tK,
SAE Of7|EIA 7t QI MO R SESIE 2 HEUSLIC

A
ZSAE(127.0.0.1)0| 2] E&0t 612 (bind-address)stE 2 MAE|0f AU SLICE
H

o2 &

MySQL(my.cnf)2t Redis(redis.conf) & Mol A bind-address 2f2 0.0.0.02 2 HASI0]

HE HESZ AEH 0|29 2ES HEYSLIC
SAloll, AWS 2ot O & #AIS 8ot EF MY IP F20M e QET 5185t
Hletot Hots ZeriisL ot

[mysqld] # redis.conf.template save 980 1

. save 300 10
host-cache-size=0 # HI2HE & save 60 10000
skip-name-resolve requirepass $REDIS_PASSWORD
datadir=/var/1lib/mysql # Non-TLS EE HIEAS} (TLS ZET AE) dbfilename dump.rdb
socket=/var/run/mysqld/mysqld.sock port 0 dir /data

_ P - N = # TLS ZE 45}
secure-file-priv=/var/lib/mysql-files A Eavs

user=mysql # TCP keepalive && (ISR EOHE Al 912 £Al) rr@xm@nﬂry 1gb. | ‘
character-set-server = utf8mba tep-keepalive 300 maxmemory-policy allkeys-lru
collation-server = utfBmb4_unicode_ci bind 8.6.6.0 ‘ ZE B9 v |
init-connect = ‘SET NAMES utf8mbé' faafases 2k

default-time-zone = 'Asia/Seoul’ s aliBesL &5 as 8080

bind-address = 0.0.0.8 #OMH Q=M DY @32 8082

tls-cert-file fetc/redis/certs/redis.crt

pid-file=/var/run/mysqld/mysqld.pid  # ABl 2 21 Oie 2= 3001
tls-key-file fetc/redis/certs/redis.key

[client] 3000

socket=/var/run/mysqld/mysqld.sock g 22M0/01E OISA 97 OF & (TR TLS)

default-character-set = utf8mb4 tls-auth-clients no 2081
#t HEL TLSs ZEEEZE HA

[mysql] tls-protocols "TLSv1.2 TLSv1.3" 9100

# MBI2E HE6ts 223 2FE MNE

default-character-set = utf8mb4 ;
tls-prefer-server-ciphers ves

k-
I*
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=M & o2 &
Ltz HEMo =2 U Eimlg2 Hil = 22|XH7F 2H ZEL|EHE CHA|EEE =lst ofY Prometheus®t Jenkins& 8&50 5Q Z2MA S XtSSMSLICE
g2 TS Chs B E BHAIS S5Ql0l0F of= HleEX el BAt7 JUSLICE. Jenkins I}O|ZE2Q10| =7[HM Q2 Prometheus APIO|| #2|E 2L FtLie| HEC|HH SE AlZtat

MH LRSS 7HNQESE SLICH Ol X|&ES0| 0|=| 2 YAASE £ 06IHE HEZ= AsL 2
20 M2|E0 SHEL|CE

%—Ilo_l -EL%I | ! Started by GitLab push by O|CH$H
HIZO| M T O{HE TChst= 7|Z0| 42X Ol K| H I} OFL, - o BEE "uw Sl O S e
Abete| =absol BEto] o Zste XFSBHE|X| 942 TR A AGY| HEQIL|C), —o0—o0—- oo —& 1o

B _J {__ J
JHM A3} e P @ Z *
MEPE 0l M X|HOj 7|gist XS 5HEl E2 0| E(Quality Gate)S 223101,
+5 7Y glo] Mehn URHE T A L 4+ YA ElAaLIc ==

sum(rate(http_server_requests_seconds_count{outcome="SERVER_ERROR", job="backend-canary"}[5

/
sum(rate(http_server_requests_seconds_count{job="backend-canary"}[5m])) » 100

sum{rate(http_server_requests_seconds_sum{job="backend-canary”}[5m]))
/
sum(rate(http_server_requests_seconds_count{job="backend-canary"}[5m]))



"Monitor Metrics": {

ipt {
=171 EEHSE 2 7|1H S8 i B .

! - def metricCheckStart = System.currentTimeMillis()
=EH-—-"ToL 1T | T echo "HL{2| BZS S{percent% E2fTO2 BLIEIZBLICE."
Yo O H o O E E_I = AE]| while (System.currentTimeMillis() < endTime) {

— =TT o try {

def upQuery = "up{job=\"backend-canary\"}"

def encodedUpQuery = URLEncoder.encode(upQuery, "UTF-8")

def upResponse = sh(script: "curl -s \"http://${EC2_PUBLIC_HOST}:${PROMETHEUS_PORT}/api/vl/query?query=${encodedUpQuery}\"", returnStdout: true).trim()
echo "Up Status Response: ${upResponse}"

def upJson = readJSON(text: upResponse)
4 -ll} EI I } OI A E ﬁ o I x* I } def isUp = upJson.data.result.any { it.metric.job == "backend-canary" && it.value[1] == "1"}
* L. - I o o =

[ M if (tisUp) {
echo "backend-canary MH|A7} OF%] ZH|E|X| 4QA&LICE CH7| 5.."
sleep(10)
continue
}
stage('Monitor Canary with Prometheus') { e
agent { label 'public-dev' } def timeRange ="5m" . .
steps { def errorRateQuery = "sum(rate(http_server_requests_seconds_count{outcome=\"SERVER_ERROR\",
script { job=\"backend-canary\"}s${timeRange}])) / sum(rate(http_server_requests_seconds_count{job=\"backend-canary\"}[${timeRange}])) * 100"
sleep(20) // FILt2] BIZ & oFE3t Ch7| (20%) def encodedQuery = URLEncoder.encode(errorRateQuery, "UTF-8")
def errorRateResponse = sh(script: "curl -s \"http://${EC2_PUBLIC_HOST}:${PROMETHEUS_PORT}/api/v1/query?query=${encodedQuery)\"", returnStdout: true).trim()
def trafficPercentages = [10, 30, 60, 100] echo "Error Rate Response: ${errorRateResponse}"

def overallSuccess = true
def errorRateJson = read JSON(text: errorRateResponse)

for (def percent in trafficPercentages) { def errorRate = errorRateJson.data.result ? errorRateJson.data.result[0].value[1].toFloat() : 0.0
echo "7HI2| HIMOE 2L ${percent}%= MFELICL.."
def responseTimeQuery = "sum(rate(http_server_requests_seconds_sum{job=\"backend-canary\"}[${timeRange}])) / sum(rate(http_server_requests_seconds_count{job=\"backend-canary\"}[${timeRange}]))"
def stableWeight = 100 - percent def encodedRespTimeQuery = URLEncoder.encode(responseTimeQuery, "UTF-8")
def canaryWeight = percent def responseTimeResponse = sh(script: "curl -s \"http://${EC2_PUBLIC_HOST}:${PROMETHEUS_PORT}/api/vl/query?query=${encodedRespTimeQuery}\"", returnStdout: true).trim()
echo "Response Time Response: ${responseTimeResponse}"

if (percent == 100) {

sh """ def responseTimeJson = readJSON(text: responseTimeResponse)
set-a def responseTime = responseTimeJson.data.result ? responseTimeJson.data.result[0].value[1].toFloat() : 0.0
. \${WORKSPACE}/.env - .
set +a echo "M 2F&: ${errorRate}%, SE AlZk ${responseTime}&
envsubst "\$EC2_PUBLIC_HOST \$STABLE_BACKEND_PORT \$CANARY_BACKEND_PORT \$STABLE_FRONTEND_PORT \$CANARY_FRONTEND_PORT' . .
<\${WORKSPACEJ}/nginx/nginx.canary.develop.conf.template > ./nginx/nginx.conf if (errorRate > env.ERROR_RATE_THRESHOLD.toFloat() || responseTime > env.RESPONSE_TIME_THRESHOLD.toFloat()) {
docker exec nginx_lb nginx -s reload stageSuccess = false N .
i error("X 7hLt2| BUEZ A1 2 R 2(${errorRate}%) Ei= S AlZHS{responseTime}£)0| AA|ZLS £t &LICH")
}else { } — ; e
withEnv(("STABLE_WEIGHT=${stableWeight}", "CANARY_WEIGHT=${canaryWeight}"]) { ™ Started by GitLab push by OJCHT
echo "2t ¥4 M STABLE_WEIGHT=${env.STABLE_WEIGHT}, CANARY_WEIGHT=${env.CANARY_WEIGHT}" sleep(10)
sh "™ } catch (Exception e) {
set-a echo "ZELIHE & 2F LM: ${e.messagel”
\S{WORKSPACE}/.env if (e.message.contains("7tLt2| ZLIE{Z A1f")) {
set +a ) Lrow & Prepare Build & Push Monitor Canary
envsubst "\$EC2_PUBLIC_HOST \$STABLE_BACKEND_PORT \$CANARY_BACKEND_PORT \$STABLE_FRONTEND_PORT \$SCANARY_FRONTEND_PORT C P . -
- - Y iy ’ - - —4 — - - star C / t y L3 W ) e to Sta k
\$STABLE_WEIGHT \$CANARY_WEIGHT' < \${WORKSPACE}/nginx/nginx.develop.conf.template > ./nginx/nginx.conf ' sleep(10) start Checkout Environmen Images Deploy Canary with Prometheus Promote to Stable  End
docker exec nginx_lb nginx -s reload
} & o
} Buiibd Backe daic s
! if (stageSuccess) { Build Backend r.. kend .
echo "EA7tLtz| 2LIER! 83! ${percent}% E2{Tio|M RE HE0] Hak &9l Lol &LICH" Deployment
echo "7hL2| M ${percent}% ETOE BLIEYFLICL.." }
def startTime = System.currentTimeMillis() }
def endTime = startTime + (env.MONITORING_DURATION.toLong() * 1000) ) }
def stageSuccess = true Build Frontend Frontend bonltar Metrices Frontend
L Prownaol
parallel( if (IstageSuccess) { phOVE fe
"Generate Traffic" { overallSuccess = false
script { error("X ${percent}% EzHZoflA] FtLta| ZLIEZ Hnj!")
def duration = env.MONITORING_DURATION.toInteger() 1
echo "7tLt2| HHES ${percent}% ETOR MF. Ezjug MMELICE."
sh " if (percent == 100 && overallSuccess) {
for i in\$(seq 1 ${duration}); do echo "Ml 2E ZLIER CHAI7} HSYSLICHL RE E2fmlo] FiLta| HEHOR HEtE|U&LICE"
curl -s http://${EC2_PUBLIC_HOST}/api/actuator/health || true }
sleep 1 }
done }
o }
echo "HIAE Ea{m 44 242" }
}
I3
+w Response Time Response: {"status™"success”"data™:{"resulfType": vector” result™:[["metric™:{} value™:[1742547 350... <1g

Response Time Respons
[1742547358.735,"8.81

3 Read JSON from files in the workspace. <ls

v Il 25 8:0.0%, 85 A2k 0.018275583% <1s




ox) Arg

AMEXEZE FtLte| HE e ZEE/MC0| HEYSUH E =10t
WA Z TMEE|= S AFEXL MM LM HTEO] 2&

== —.:X1I7f M= L I
glol 2

Nginx2| upstream =0l 3] weight 220 ERfII S 2
OTEEQCS HAEZ Jh= 8*40I St AFEXte| A= =5t
MZ OHE HECZ 2tREE + AAGLICL

MEXEZE HES 2H0HA 180t ZEEMEor A= k9| H|O0[E S €X| 22X
A

, APl 282 stable H{H™2

o2 &

Nginx2| split_clients@t map 7|s2 =L} SLICH

split_clients2 Z2t0|HEQ| |PL} HEFOH HEHE XI5t AHXIE 'stable’ =

1 dHHASLICE Ol map XAOE Sof g I500| mef TEEAES} BllE @O
oo Zd2 HEHo HAERC R BIREE R 4oL, 7| E 0|28 MMS RXIELICL.

events {
worker_connections 1024;

}

upstream backend_stable {

http { }

# HTTP ZI3I0I= 3T JI=w A2l upstream backend_canary {
map $http_upgrade $connection_upgrade { -

default upgrade;
" close; }

# ZE HA ($final_version)ll IE =EEHZ/
map $final_version $frontend_group {

"stable" “"frontend_stable”;

"canary"” "frontend_canary”;

# HE 2E &F (U2 1Irel 22IFHE ME5le AF &4 SEE HEE WlE)
split_clients "${remote addl}‘B{htLp user_agent}" $version_key {
$STABLE_WEIGHT% “"stable"
* "canary”;

}
}

# T3t EMED P38 s, FHeH split_clients éﬂf(‘.‘-versiun_key)% A2 map $-|'—_-'L”d'|_ VerSiD” $backe"d grﬂup {

map %cookie_service_version $final_version {

“ $version_key; stable backend_stable”;
default $cookie_service_version; "canary" "backend_canary”;
J }
# HAEE OF Hol
upstream frontend stable {
server $EC2 FRONTEND HOST:$STABLE_FRONTEND PORT;
} if (%cookie_service_version = *") |

upstream frontend_canary {

"service_version=$final_version;
server $EC2_FRONTEND_HOST:$CANARY FRONTEND_PORT

add_header Set-Cookie

}

server $EC2_BACKEND_HOST:$STABLE_BACKEND_PORT;

server $EC2_BACKEND_HOST:$CANARY_BACKEND_PORT;

‘canary’ J1E0]|

Path=/; Max-Age=86!



=X Azt ofl 2 1t
EfT HH™ X ZHE s A¢t 20|, 7tLi2] HE Q[ T[O|X| 7} stable H{TI02F ZXH5t= Nginx2| proxy_intercept_errors@t error_page X|A|{E ALt Zt(Fallback) HIFHLIE S
™ m(0lO]x|, JS, CSS &)2 QHTIN 404 of|2{7t List= HR7t JA}SLICE. THMELICHL HH I @ES HA stable HHOZ HL{0, THF 404 0of|2{ 7t B[S Nginx 7t
0|2 ZX|5I0] 5L LES canary HEOZ CHA| ELHEZ MYYESLICE
# BH Gteel A%, stablefld TA £3 Y20 canary® fallback
Hel A i K I

proxy_pass http://frontend_stable;

T BiHo| WE Ayt et B ot 1A YAISHA| 942 i, S2t0|HET} Sergre
Lo ) proxy_set_header Cache-Control "public, max-age=31536808, immutable”;
HZA Q| E|0|LH0]| A SH Ot o| =X SHKA| atot et Mst= 2X/|FSL|C # D12t stable HIAO0I TIZO| Q1O error_page® S8l acanary® R A

error_page 404 = gcanary;

b

location @canary {
proxy_pass http://frontend_canary;
7Hﬂ JE:IJ-!I_ proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
XX proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

_ﬂ'ﬁ H‘lII_‘l()'” ]Il.OlOl E-I E—l’E El'E H‘lx'l()‘”A‘I I OEI% I-OI' I'”_CT;_EI-QEM'I, —I|:— H'|I|_-IO| _g_—f—_é- E proxy:set:header X-Forwarded-Proto $3ch;rne;
Ftite] B 2EOME EH O 72 8lO| AEHLZE H|O|X[7F EAE| =5 USAGLIC. }

# /images/ 22 fallback &€&

location /images/ {
proxy_intercept_errors on;
proxy_pass http://frontend_stable;
error_page 484 = @canary_images;

}

location @canary_images {
proxy_pass http://frontend_canary;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
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Jenkins pipeline

Prepare Build & Push Monitor Canary
Start Checkout Enwvircnment Images Deploy Canary  with Prometheus Parallel Parallel Parallel Promote to Stable  Update Nginx Cleanup Canary  End
Build Backend Generate Traffic Generate Traffic Generate Traffic Generate Traffic Backend Backend Canary
Promation Clearup
Euilﬂgfnnd Nmitg’c!ri:: Hmitgfctri::. Mmi:gmriu Manitor Metrics an-m Frunmgm.w
Promation Clearup
4 [ ]
Parallel / Monitor Metrics - 1m 7s & *
¥ ZhLbe| HEHE 100% E2HT o2 DLEEPLICL. — Print Message <1s
» caurl -s “http:{j12b209 p.ssafyio:%0%1 /api/v1/query?query=up%7Bjob%3D%2 2backend-canary%22%70" — Shel <1s
» Up Status Response: {"status™"success" data":"resultType™: "vector"" result":[["metric":{"_name__""up"/instance":"j12b20%.p.5safy.ic:8081""job" "backend-canary™} "value™[1742891781.293" 1)1} <1s
» Read J5ON from files in the workspace. <1s
» curl =5 "hittp: 120207 p.ssafyio:?09 1 fapi v iquery?querny=sum 2 Brate 2Bhttp_server_requests_seconds_count7Boutcome®3D%225ERVER_ERRORM 22%2C+job%3D%22backend-canary®%22%... Shell Script <15
» Error Rate Response: [“status® "success”,'data" {“resultType":“vectar, result™[]}] — Print Message <1s
> Read JSON from files in the workspace. <1s
» aurl -5 "hitp:/j12b209.p.ssafyio:%091/api/v1/query?query=sum® 2Brate% 2Bhttp_server_requests_seconds_sum®7Bjob%3D%2 2backend-canary®22% 7D %5B5m M 50% 299294 % 2F+sum % 2Brate ... Shell S <1s
> Response Time Response: ["status™"success”,'data™| resultType™:"vector” result™:[{"metric™{}"value":[1742891782.01570.008971203" )]} — Print Mes <1s
» Read JSON from files in the workspace. <15 Al ]IHA| O | X_I H_l I_l (@) E EHH
> ST 2F3:00%, ST AIZE0008971203F — Print Message <1s = — = = 1
N Bl v X FILiE] RUEY dm: 2 RE(87.806356%) T SE AIZH0.022582998X)0] YHZE EIWELICH — Error signa <13
pipeline &3 Z1}
» BUEHEE 27 Wi X FiLte] RUEE Y 2 F8(87.80636%) E& BE AIZH0.0225829982)0| YAHEHE EEALICH ~ Print Message <1s
¥ ssh -o StrictHostKeyChecking=no -i $55H_KEY ubuntu@13 5 " od /home/ubuntu/yoohoo # HAUE 0|01X| H2] docker images --format “([Repository]}:{{Tagll” | grep "murhyun2/yoohoo-backend:stable-[0-91\+" | sort -t- -k3 -n | head -n -3 | xargs -r docke... Shell Script 3s
» ssh -0 StrictHostKeyChecking=no =i $55H_KEY ubuntu@43 72 " cd fhome/ubuntu/yochoo # 2EEWE 0|0 %] 2| docker images ~format "[[.Repository]j:{{ Tagll” | grep "murhyun2/yoohoo-frontend:stable=[0-3]\+" | sort «t= <k3 =n | head «n =3 | xargs - ... sh
» git name-rev --name-only HEAD | sed "s/*origin\" — Shell Script <1
» git show -5 --pretty=%an Shel <1s
¥ git show -5 --pretty=%ae — Shell Script -
» gitlog -1 --pretty=%s Shell Script <15
» Send Mattermast message =15
> UHZ Amj U E TWELICL — Print M <1s
» set-a. {WORKSPACE} .env set #a envsubst "SEC2_BACKEND_HOST $EC2Z_FRONTEND_HOST S$S5TABLE_BACKEND_PORT SCAMARY_BACKEND_PORT $STABLE_FROMTEMD_PORT SCAMARY_FRONTEMD_PORT" < ${WORKSPACE}/nginx/nginx.stable.con... Shell Seript <1s
» ssh -l 355H_KEY ubuntu@13 & " cd fhome/ubuntu/vochoo decker compose -f docker-compose. backend.yml up -d stable_backend * — Shell Script &5
» ssh «i $55H_KEY ubuntu@42 72 " cd fhome/ubuntu/yoohoo docker compose -f docker-compose.frontend yml up -d stable_frontend ®  — Shell S is
¥ ssh -0 StrictHostKeyChecking=na -i 355H_KEY ubuntu@13 % " od /home/ubuntu/yoohoo docker compose -f docker-compose.backendyml stop canary_backend docker compose -f docker-compose.backend.yml rm -f canary_backend = — Shell Script 3s
» ssh -0 StrictHostKeyChecking=no =i $55H_KEY ubuntu@43 72 " cd fhome/ubuntu/yochoo docker compose «f docker-compose.frontend.yml stop canary_frontend docker compose «f docker-compose.frontend.yml rm «f canary_frontend * Shell S <1s
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