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Directory Information Tree

DIT= LDAP LI &2l E dot=e Edl &

2+ - EE ‘entry'2t 2
DBMSO| A GFLES] tupIeOIE"F S & (kLS| row)
2t entrye= 1 9/ XI 2 LIELLH = DN (Distinguished Name)2 £ &

DN =4 =AMt LIS 2 0|2 H US

- &4 9| S F: ¢ = country, cn=common name, ou=organization unit, dc=domain component ...



DIT example

victory’s DN(& & 2 ): uid=victory, ou=wheel, dc=sparcs, dc=org
RDN(&CHE 2)

dc: domain component
ou: organization unit
uid: user id




Attribute, ObjectClass, Schema

Attribute: 2 28 M|t Dt Xl= 54 =

ObjectClass: (=entry) SchemaOl Al &

Schema: ({ ©™ objectClass(entry) )t ({ © attribute= JI& K| ol =
- /etc/ldap/schema Ol 2 &[0 [, AIES XA E It s

O| & = attribute? collection

* |dapexplorer.com/en/manual/107060000-Idap-object-classes.htm
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LDAP A5 - A X

1. AWSEC2QIAEA ZFH|I (22 IS0 A 389H LE L E)
2. sudo apt update
3. sudo apt -y install slapd Idap-utils

2 AXEU=A =0T &
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1. sudoservice slapd status& =& £t0l
2. sudoslapcat
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=: sudo dpkg-reconfigure slapd
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No

J| 232t = Al (default: ap-northeast-2.compute.internal)
J|l 232t = Al (default: ap-northeast-2.compute.internal)
HYEHS &5
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No

Yes

No
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P=ES

1. sparcs 2t = organization =}

2. sparcs CH0fl R A M A

3. MAE F =2 LDAP Authentication &l
4. phpldapadmin@ & st A= GUIZ &0l



- organization A4

LDAP A&
IS MaE =)
dif IO 2R
HBIHAN E0 == S AQ| L.

1. mkdirldap (2= &
2. EntryF=IJIE o=
plaintext= &

LDAP Data Interchange Format
AEE

a.
b. LDAPOIA 22lot=

dn: ou=sparcs, dc=ap-northeast-2, dc=compute, dc=internal

ou: sparcs
objectclass: organizationalUnit
e



LDAP 4 <5 - organization A4

1. Entry =D}
o ldapadd -x -D cn=admin,dc=ap-northeast-2,dc=compute,dc=internal -W -f organization.ldif
2. Entry & 244
o ldapsearch -x -b 'dc=ap-northeast-2,dc=compute,dc=internal’
o ldap¥EO =8
-x 015 2Al = 2tEg| &
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LDAP A5 - A4 AXA

1. Ot&HbA =2 Idif € = 7 M =0t

dn: uid=alogon,ou=sparcs,dc=ap-northeast-2,dc=compute,dc=internal
cn: alogon

objectclass: account

objectclass: posixAccount

uid: alogon

uidNumber: 2000

gidNumber: 2000

homeDirectory: /home

userPassword: alogon

2. S XM M A:ldapadd -x -D cn=admin,dc=ap-northeast-2,dc=compute,dc=internal
-W -f user.ldif
3. S M &Ql:ldapsearch -x -b 'dc=ap-northeast-2,dc=compute,dc=internal’



LDAP Al <5 - Authentication &¢I

1. ldapwhoami-x-w (&8st H|Z2HS)-D
uid=alogon,ou=sparcs,dc=ap-northeast-2,dc=compute,dc=internal

2. ldapwhoami-x-w (& & et H|ZYHS)-D
uid=alogon,ou=sparcs,dc=ap-northeast-2,dc=compute,dc=internal -H
Idap://(Et= & |P ==4):389

3. Authentication & &2




LDAP 4 5 - phpldapadmin

1. phpE J|Bt2 2 ol LDAP= GUISHE 0l A 22|l & == AU A olf =LCF.
2. 20023 0ll Brignham Young University2| Dave Smithct= & 24 0|

http://phpldapadmin.sourceforge.net/wiki/index.php/Main_Page



http://phpldapadmin.sourceforge.net/wiki/index.php/Main_Page

LDAP 4 5 - phpldapadmin

N

sudo apt update
sudo apt install phpldapadmin
sudo vim /etc/phpldapadmin/config.php

a. $servers->setValue('server''host'127.0.0.1");

b. $servers->Value('server''base'array('dc=ap-northeast-2,dc=compute,dc=internal'));

c. $servers->setValue('login''bind_id''cn=admin,dc=ap-northeast-2,dc=compute,dc=internal');
d. $config->custom->appearance['hide_template_warning'] = true;

EC2-Et= X [P/phpldapadmin =0l oun Cves
Heo &8stadminHILHSZ H2  swovse
sphp
=LDAP
=admin



Pgina

o AR ZIXHME AtE0t= H A0l Al interactive user authentication 1t access
managementE & &= /&5 ot= = £ 1 & (http://pgina.org/)

o UL KFSH ISEA=S AIEE == UL

o AMNAIAZTRUHAMIISH22Z HlS6t= credential providerJt A =0, pGinall
plugin== Soll L2 Ct&et J|s=2 ArEe &= QUL
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(2) Credentials
(1) User enters ]
credentials pGina

N Service and
. Plugins

_ (3) Result and
(4) Credentials credentials (possibly

returned from altered by plugins)
service

Windows OS
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Service Status: Disconnected




