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NFS is Network File System
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RPCPt S21617| O|™0|=, Client@t Server?f sockets &E610{ AZE|QULC
1. ClientZ} Server0f| RequestE EHCL(Network 2 AfA| F=A(IP, port numbern)E

ﬁ

Request, Response

2. Server”t RequestE B0}, @™ S X2|PiC}
3. ServerZt Clientd|A| ResponseE 2L}

4. "7|Ct2| " Client?t Response& &1, XYs A& TIYRITE
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Before RPC

Server Client
I
socket() | .
socket PHELH PHS 01Tl AHS A% XIFHSS 7hx|n] o of2 ipF a4, IR : client
portiiS 9 & AZE X @2 Aejolc, : -~
!’ FALINUX Forum
socket() : ) 11 (et ttebe
bind() A 1
DS OfZEl A2 ipF2, portHE et ¢ X !
2 (bind)gict AFE 202 ol¥ £ bind() : socket()
210] 7t S8tct. I
v
S listen() :
. 220l =7} Mol el ipFAst |
stend portl &2 ¢1AE AT, ,
He{7t Z2to|dEe| AL F|chalc, . 4 | 4
accept() e connect()
I
accept{} L I L
Me{7t S2to|tgl AAS Hopselr, - I -
read()/write() [€&——> read()/write()
I
W W
v read()/write() :
Me{ot Z22to|elE 7} Mol Blo|E S Fq ghect. close() I close()
I

0]21%F "9HH-2 Socket ProgrammingO|2f THC}.
Socket Programming22 412 517| HfoliM= LIEHI L FAE FEo| YL QU0{0F TiC.
(&, MHQ| ipFAQt port HEZE 25| L1 QI0{0F TITL)
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RPC(Remote Procedure Call)

Caller Callee
(client) (server)
Return Return
Arguments valle Arguments valus
Client Server
stub stub
Request Reply Request Reply
RPC RPC
protocol protocol

al

Figure 2. Complete RPC mechanism.

RPCZF?
424 MK} =
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Portmap(portmapper)

- RPC Network 9140 2+0{5= DaemonO|L}.

- Server2} ClientAl0|E GIZESHZLL(YEY I 2Rl 2152 20t X 2|6H=Lt)

- ServerQ| 1119 ZEQIAM CH7|=(?)Q] =2 1=HO|CT

- DFOF (ClientOfA ServerQ| 11181 ZE2 MH|AZ Q61HH, QA0 T2 T240)
U= LHE ZEZ HEAAZLL(ZE )

- 2XoHs TR IM0| L2} [[2 ZES it

- (Clients 2% Server| 1111 ZEZ QA= HL|M EICL-> portmapperZt
YOI 20| S| portE mappingoflELt.

111-port: portmapper CH7|&

Program C
M AlCE

1. Program C 2%

3000-port: program A

| : Server

| 3001-port: program B
° —
L\ )
Client 3. D20 AW S Sk — 3002-port: program C A -

3003-port: program D

[
2. port map I



NFS A5& o17| QoAM= Server, Client 27§2] QIAEI A I} = Q GIL}.

Server Instance: aws-EC20§|A] ubuntu18.04 Image instance oL} 2r=C}

O]y, E'_?_*JEOHH'- SSH(LH IP)2t HTTP(SIX] £2hH)2F Lo =L

(22|11 o] HQt2F S nfs server EQt1F50|2f 0|2 ZI=CH)

O|JKE-|JKE AOHJSI |-_l'=_| E|-E=IJH |P0'|| O:|7=IA|9IE|-

22|11 Client Instance: aws-EC20j|A] ubuntu18.04 ImageZ instance ofL}S 2r=C}
O] L, E’_?_EEOHM'- SSH(LH IP)2 HTTP($I X|S2hH) 2F L0 =L

(22|22 o] ERIIZS nfs client 2Q11.50|2t 0|2 H=Ch)

O|J\E'|J\E Aoﬂg I _'_I E|-E=|I'| |P()-" O:|7=IA|9|EI-
Name A2AEHA D RS PRt I8 849 TIAE HER ofEll SAH - JH dH
nfs client i-00825748610c06230  t2_micro ap-northeast-2c @ running & 21278 BA =3

Ol

o
]
e

nfs server i-09ceadd10bbclbefd 12 micro ap-northeast-2c @ running & 2274 BM



F2l= RPCE 0|8 210[7] Wi20f|, M| ZojA{= 012 portS 015 Of PIL}.

ojtff, AF2E port= randomat?| B X|E| 7| UfZ20]|, 2'F Serverl| 25 ZEE HO|F X}

(AMY O ZEJL AREIEE X|HY = UKD HSS UTHS] 512] 2ol
D= ZEZE Ao} XIM|ITH LIS https://minidora.tistory.com/208)
Ofxl 0t 200 L2 s{=olj A 212 Cju|sl, client IPO]| CHEHA]DF 7ol =X}

Z, client instanc?| IPYj| CH5}0{ Server instanc?] 2= TCP & UDTPortg 013X}

nfs server 291188 C}31} 20| MYOHFXL.

A2 E 715

g4 z2g2 ZE ¥y ES
HTTP TCP 80 0.0.0.0/0

HTTP TCP 80 /0

[=R= /{3 TCP 0- 65535 nfs client2| EF&& |p
SSH TCP 22 24 AHZEEHO||p

SE UDP UDP 0 - 65535 nfs client2| EF&3& p



https://minidora.tistory.com/208

ServerZo|A =

HTTP

ZETCP

SSH

2= UDP

TEE 9y cllentZﬁOIIM_-_
0| EE3F Server IPOj| Clislf 25 ZEE Ao

TCP

TCP

TCP

TCP

upp

JHII I-l=|

0- 65535

22

0- 65535

EZS YO{F|Of TIC}
ofX}.
0.0.0.0/0
=/0
nfs server2| Bt X |p
ZZH AHAEHIp
nfs serverl| EFZ A |p




$ sudo apt update

$ sudo apt install nfs-common nfs-kernel-server portmap
/ /clientOf| A DJRE T 4 Q)= C|AEZ|Z OrS 11, Q1 M1 AIGHSE D

=2 T ML =02
$ mkdir nfs_test
$ chmod 777 nfs_test
#NFS 23S SHAL
$ vim /etc/exports # sudo HOH0| =Tk ~& QICtH
# [ CHED|] [28Y client IP](option)
# [S=Y client IP12F (option)AO[0f] E|0{A2 7|7} GiCt.
# UHoF 2= client IPO| Cls OFRE & 4~ Q| ot +E AW =ICH

—_ 1

>> (ex) /home/ubuntu/nfs_test *(rvv,sync,no_subtree_check)

List of Options
w: 7|, 27| 7k=
ro: {712 7k
secure : 22{0|IE O} E 8 3A| ZES 1024 0|5t= §LCE
noaccess : Yu|A HE
root_squach : 22I0|1HE 2] root?} M2 rootAEHE ESsh= 218 AEUC
no_root_squash : 22t0|1 E2| rootet Mt 2| rootE SYUsHA ELCh
sync : TfY A|AR0| HAL|H ZA| F2|SELLCL
all_squach : rootE H|2|5t Mt{et S2I0|REL| AHEALE SYS #Ste = JHELICL
no_all_squach : rootE M2/t D M2t S20|HES| AARAIEE sHLIL
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# NFS MH|A ARG .

$ sudo service nfs-kernel-server restart

$ sudo service portmap restart

# NFS Service 7t & AUL|=X| 21517 | f{sliM=
$ sudo rpcinfo -p

Client IPOf| Cfiol] 2= =

gl ol ol =i il

CCCcCCc

1
1
1
1
i
:-1
1
:-1

PortZt RandomdtH| AR
=



#NFS Cliente| MNZ Cr21t 20| 51X}

$ sudo apt update

# nfs client package download

$ sudo apt install nfs-common

#Server 2 OFREY =4 AN

$ mkdir mount_folder

#Server2t OFRESH|

$ sudo mount —t nfs [server IP]:/home /ubuntu/nfs_test /home /ubuntu/mount_folder

e =] e e -3 ls -1 mount_folder/
total O total O
—rw—rw-r— 1 ubuntu obunto O Jul 17 10004 a8, txt —rw—rw—r— 1 ubuntu ubuntu O Jul 17 10004 a, txt
—rw—rw-r— 1 ubuntu ubuntu O Jul 17 10:04 t P-rw-rw-r— 1 ubuntu ubunto O Jul 17 10004 b txt
—rw-rw—r— 1 ubuntu ubuntu O Jul 17 10:04 c. —rw-rw-r—— 1 ubuntu ubunto O Jul 17 10004 <. log
T e T fclient
L~ 3




#ClientO|AM mount SiX|5H |
# sudo umount [mount point]
$ sudo umount nfs

=% sudo umount L Amount_folder

~F s

=% 1z —| mount_folder/
Fotal ([

#ServerOf|A exportétl Q= CRIEZ| Z& 201617
$ sudo showmount —e [server IP]

- 07 _ :":___._._.._.Ei}l wmount —= 52,758,181 . 206
Export list for 52.78.181.206:

Jhomedubuntu/nfs_test = @

NFS Servero]| Q= ZC£ NFS Clientdj|M OIRE BiCH=

20| HO|E2 Shell2 HXsHZN|K!



L{7 22t2X0f] URLS Y=o1H, URLY sli'gol= AT|0|X|7F 20 TICt.
Ol E2f2X7F YT URL 2f AH{0]| 2H|0[X|E R7Yot, HTML S8 SE2E &0t EEf2X0f| AL

017 20| HIE/3E Solf MH=E WL, SEO| HEYIE EInl EERX2 HER= AL
-> TCP/IPE S0l 0|28 20| 7I5TILt.

] ]
e e

143.76.152.230 r 233.221.96.41



TCP/IP= I 2l &4l 2HEH El #2FO| Tt
IP: Internet Protocol (Zf 2 SA1 HAIO| QU T2 E )
- IP address= G|O|E{ & T &3}17| QI X[7{0F & <+
mj3lo] Mo &
-IfZl = 2 = Me = =AM TFCHE = UL
TCP: Transmission Control Protocol (& 2 E T2 EZ
- Network= &off IfZl = T Mff, X[7{0F & <
-IfZlE 2o, =4 E IfZl = 2o F, HES R85t Z2ES
-IP R0 A SotE ZREES

M
-T

o
0

|

] ]
L mm ) |
= =

143.76.152.230 go 233.221.96.41




What is TCP/IP?

Application Layer
- AFEXIRt HREQ QIE{L|o|A
- HTTP, DNS, FTP, SSH, LDAP, --

Transport Layer
- GIO|HE 271 TCP IjZl2=2 PH=CE

- TP Z2EZS AE00] Tj2lS HSYUTH

- TCP, UDP, SCTP, --

2
o
- IS0l AN YRS el

- IPv4, IPv6, ARP, -

Network Interface Layer
- HER3L} ZEE St=0
- o|Qy, E= &, FDDI, -




A= B2 www.sparcs.org?t 22 URLES = r %:,HﬂOIII% QYOI

QXS O E-|'—4| Al-o_g_ X1EH:|7| _<|>_|5H TCP j_|_|-|9|0| U:IEH E 17(||:r

O] TCP m{ZI2 QIE{S! AOf|M ServerZ ol X|7| floff, IP T{ZI2Z TE=0{FICY.

IPI{Z10]|= XIAIQ| IP address, Serverf| IP address ME 7 ZTL|0{Q/CF.

TCP/IP I{ZI2 0|4 7IEE ELHN Internet &L= LI7HA| EICY

Internet &0l T2 2 HMF=ZE Sl Server SLIXA| =L

WWW.Sparcs.org A2 0| Ft=0f| A0 D312 IPIHZIE 24456101, 0|0 2520,
AKX 7t SH=XE ATt

AKX 7t XLI0] SITHHE, TCP 22 EZE 0|80 HIA|X| 7t 2= U=X],
IHZ=2Fot0{ Datag 2t0iCt

DataZ Application Layer2 2L, 0| ZAASI0] 010 Bt= ¢I|0|X| DataE Client=
BL7| {8l - (1HEEQ| 1PHS BHEEDIC})

- =

M

i
|

HTTP

RIS » = Application Layer
| ¢ Top |t
TCP | »  TCP Transport Layer
[ | P [ |
[= - > P Internet Layer

Y

Etnernet L
Etnernet Etnernet _ Network Interface Layer

' '
TCPIIP Packet
INTERNET



http://www.sparcs.org/
http://www.sparcs.org/

FTP: File Transfer Protocol: OIfAS MASH| ot Z2ESR
- FTP= TCPE 0|238}k= application layer?| Z2EZ

FTPRF HTTP(HyperText Transfer Protocol)2| X0|H

- FTP= HTTPEL} MK BF=S0{AILCY.

- FTP= HTTPO|| HI5f H|Z(overload)Zt MLt (M| 2517t HMLY)
o MEokE =M 2 of7| Z0f, AES0| B 4|0|E{7t MLt

= - 11— —

Qut-of-band
GIOJRHE MEY I, OfF &2 9 1 22 L 3|HZ H|O|KE H&TITY.
- FTPL| 0]01247| 7|5 M& =5, QIHY! (20| FAL, MEETH SR OIAMESS

O|0{ A ARSI}
- FTP Client2f FTP ServerOj|A Qfhefo = Il
ClientZ 2F 4|0 X|(It) S &Y 4 QULE

=2 Lo =2

o

MET 4 QICE HBHH, HTTPE= ServerOf|A]



What is out-of-band?

Out of band

- IOfIZ MLSH= data channel b M4 X|O{E &/t control channelO| CHEE A

- HIOIHZE T&o| 2o ALl Y/ AE/Z2E/HE L MOE ol ArZEl=
CH /R / =& /1Z0| =Lt

- In-band0j|A|= data channell} control channelO| =Y3SIC}.

OQut-of-band signaling In-band signaling

=
..“.

.,
/g

\ Digital line
termination device
Control

Data \
\‘"n Channe!
“

"

%d



Control Channel

Client, Server AfO|0f] MH|A @A 8l A0 EHE Q2|7| 0F YHS0| 271= channel
AMEXLAIY, 20| HE, OiUME HY, TIUME0| At 55
FTP G1Z2| A|MEH OtY M&S0| Z U7X AAZE|0] ULCT

ServerQ| 2181 ZEJ A2 EICT

Data Channel

AN IFAQO| HIO|HE NMATH I AFZ3SH= channel

=2 Lo =2

HOIHE TS WO Mz AZE L) (BF Il M&50| L3, Data channel0] EPICE

= Lo =2 —_— =2
2| CfE TP e TE0| AIRE|H, THA| HAZEILE)

ServerQ| 2081 ZEJ} A2 EICT
Data ChannelQ| Y14 drAl© == Active mode 2 Passive modeZ} QILC}.



FTP connection: Active mode@}t Passive mode 2| X}0|A
-> data channel connection 24 20| X}0|
-> CIA|Z3Y, “data channel2 PZYAILY 2= ™S 571 EUW=7t 2| XtO|O|Ct.

1. Active Mode

data
|

I Server Client

| |
. o ) command , o )

2. Passive Mode

data

I Server

l o ) command l o )

: Client




B wWwN =

I Server I Client

o o
7 \ J \
20 port 21 port  Control Channel Access Request 3000 port 3001 port
+"Client DATA PORT is 3001

Respond "OK”

Data channel Access request

Respond “OK”

FTP Client2| 30008 ZEEOO|A Server®| 2181 ZLEZ Control channel ¢1& A&
Serverd|A dientZ 0K &6, Control channel 934 2=

ServerQ| 2091 ZLEOf|A ClientQ] 300181 LEZ Data channel ¢4 2X
ClientZ} Serverqj| “OK” &= EL{11, Data channel 914 &=



1. Data channel 918 %X: Server -> Client

2. ClientQ| &R0 208 ZEJF XHEHE|0f QICHH, T|0|B] A'E2| HA0| SISOt

3. ClientQ| Ef2HHN|IA 2081 ZEJTINPUTLZ AN E|0] Q/11, ServerQ| 2ratEi0]| A
2081 ZEJQUTPUTLE MM E|0{ Q/0{0F OHCF.

SHX|2F, NAT(SR7DOIM 2o EX2 MESEX| ¢ 5= QUCt

]
| 10.0.0.3
o
L
N ]
~-N
- | 10.0.0.2
o
L
o S
z S WAN address: 138.76.29.7:12345 | 10.0.0.4
223.1.2.5 LAN address: 10.0.0.2:5050 =
L
]
| 10.0.0.5
o
L



" .
Control Channel ¢1Z22X+"Client DATA PORT 5051” |
o

—

S w——

o

223.1.2.5

IN WAN

WAN address: 138.76.29.7:12345
LAN address: 10.0.0.2:5050

"

L o
L)

—
—

IN LAN Z

Src IP: 138.76.29.7
Dst IP: 223.1.2.5
Src PORT: 12345
Dst PORT: 21
DATA: “data channel PORT is 5051”

10.0.0.3

10.0.0.5

Src IP:10.0.0.2

Dst IP: 223.1.2.5

Src PORT: 5050
Dst PORT: 21

DATA: “data channel PORT is 5051”

1. Client0j|A] Server2 Control channel 912 XS BUHC|.



10.0.0.3
Control Channel ¢1&+“0K” % | o
/\A
I -~
I =«
o
r WAN address: 138.76.29.7:12345
223.1.2.5 LAN address: 10.0.0.2:5050
—
| 10.0.0.5
IN WAN IN LAN -
SrcIP: 223.1.2.5 SrcIP: 223.1.2.5
Dst IP: 138.76.29.7 Dst IP: 10.0.0.2
Src PORT: 21 Src PORT: 21
Dst PORT: 12345 Dst PORT: 5050
DATA: “OK” DATA: “OK”

2. Control channel 914. ServerO0j|A{ Client0j|A| “OK"S ¢S BUHLC}



Data channel ¢1Z 2F

-~

| 10.0.0.3

o
r WAN address: 138.76.29.7:12345
223.1.2.5 LAN address: 10.0.0.2:5050 5
-\
—
| 10.0.0.5
IN WAN IN LAN =
SrcIP;: 223.1.2.5
Dst IP: 138.76.29.7
Src PORT: 21 ?7?
Dst PORT: 5051
DATA: “OK”
3. ServerQj|A| Client2 Data channel 914 QNS HUIC}. -> X2l



N =

| Server I Client

o o
7 \ 7 \

1025 port 21 port Control Channel Access Request

Respond "OK"+
"Server Data PORT is 1025”

Data channel Access request

Respond “OK”

FTP Client2| 30008 ZEEOO|A Server®| 2181 ZLEZ Control channel ¢1& A&
Serverd|A dientZ 0K &6, Control channel 934 2=

Client2] 300181 ZLEOf|A| Server?| 10258 EEZ Data channel ¢1& 23
ServerZf ClientOl|A| “OK"S&= EL{12, Data channel 914 &=

3000 port 3001 port



1. Data channel 93& 2X: Client -> Server

2. Active mode2k= CIZ2H|, NATY| o|oF 2X|E 9= £~ QLT

3. Server9| €90y ClientQ| Data channel PORTZ} Xf=t
AZY &~ giCt

-> k|tl-|0| Ell: IE I:il-Ul-I:HO O"O-|k| 5”7# (I:IO|- Elx1

M—

|--)
-> FTP Daemon Client2| Data channel PORTE X|Pt5HH ServerOfA=

YA EH FLf (22 ZHE 0{=F= ofl ZofLh)

-~

o

= —_— WAN address 138.76.29.7:12345

223.1.2.5 LAN address: 10.0.0.2:5050

X|&or ZE

.

i L i

£[0] 2T, HIOH XS

°|

10.0.0.2

10.0.0.3

10.0.0.4

10.0.0.5



FTP= HTTPL} Ct=2|, Q&2 8lj0F PICr(Control channelE Q1Z%t= 1PY0l|A] QIS TIC.)

LIS = ClientOj|A ServerZ UsernameZt 274 PasswordES EL[OF DFC}
2 QNS HU I, Datad]| PasswordE 'F Plain Text= ELHE E|L[??
A & > BOIEX| WZ0f| FTPS, SFTPE 0|2

O
il
=

ord”

| server < : Client

Data: password is “thisis

o o
7\ 7\

Anonymous FTP
- UsernameO| = Q10| Access¥ £ &E FTP
- SAIMO =2 Username, Password 7| L 9= FTP Server
- ‘Anonymous’ete 32 |P2E 257t Access



FTPs: FTP Secure &= FTP on SSL

- SSLRIOf| SOt7}= FTPE FTPSELL i

- Authentication: ?H0| U= AFRTH 2 7tSOtCt

- Encryption : ¥23} £|0{Q/LC}.

- Integrity: G|O[E{7} HE YO M HEE|X| =Lt HTHO| Gz AFRO|| 2[5 TIO|E{ 7t
HYE|X| S4=Lt

- OFX|BFFTPS= 8f9HH0j|M BFSICE FTP2| control connectionO] Y2 SH=ICHH,
RIHO| U™ = data channel= 00 ZEE H0{0F &X| AYS5H7| OFLY.

O|Z Qloll, FTPS= Yot ZX|2 2Lfisk= Z27f LiTO|Cf.



What is SSL?

SSL: Secure Socket Layer
HTTPS, FTPS 52| E4I Layer0j|= SSLO| Z=2E|0f Q/LC}
KM[RH LHE-2 Security M|O|LtOl|IM BlES dLICL

Application Application
e
SSL
d | o
TCP
IP
IP

normal application application with SSL



SFTP

SFTP: SSH FTP, Secure FTP

- SSH(Secure Shel)Z FTPO| 7|s& FHSIYILE.

- O0|E0|= FTPZt =07}, AlAE SSHO|CL(SFTP= In-band signalings ArE)
- SSHE Eof| 194611 7| =20]|, data channel?| porte 22810|Ct

- Q2% 10| SFTPS 01292 W] S4 LayerO|Ct

/' SSH AFR X SSH
ol m2ES HE D2ES
Sojo|QlE & AIRKIE | YSHE EIS o i
MH{olA| 91z of =a|X X2 CiEst

SSH X458 D2ES
MY QIF 7|UY fZHEE M3 SHo=R YRS

HB5t7|= &

TCP
TCPE M £ U= HEXIF FT-U-BH e
S ik

IP

IP= O3 i YEHIE A dojgads ML
Btct.




FTP Server Daemon

- Wu-ftpd: HQFRH| Fof

- ProFTPD: &2| AR E|L Q= FTP AMb{ =214,
- vsftpd: Very Secure FTP Daemon. IPv6, FTPS X|&.

-> 2GUME vsftpdE AREE ZO|LF.

_I.

P, FMNFS A5S M THEJAT aws
sshZ nfs-server QIAEIAQ]| ™MaTE 5

$ sudo apt update

$ sudo apt install vsftpd

#OMOF, sftp O FMS 1St ACHH,
$ sudo vim /etc/vsftpd.config

QIAEA nfs-serveE MEES

K.



1. listen

- YES: standalone

- NO: xinetd
2. anonymous_enable

- YES: allow anonymous FTP

- NO: Full service ftp: AccessA|, Username, Password 2
3. local_enable

- YES: local user8| ™<£ 6|2

- NO: local user?| = 51X
4. write_enable

- YES: UserOj|A| write permission £04

- NO: User0j|A| write permission £0{ X
5. pasv_enable

- YES: Passive mode AtZ



Xinetd
022 28

/etc/exinetd.d

/etc/init.d

Q
c
o
1Y)
O
c
Q
i)
(Vp)

A
—

1

D

N
OH

_I

E

]

TELNET(

Sendmail, apache, mysdl,




FTP Server — vsftpd commands
$ sudo service vsftpd start

$ sudo service vsftpd stop

$ sudo service vsftpd restart

$ sudo service vsftpd status

ed)
N ) I _ _
ta ['tF:' re=/binsmkdic —p Avardrun L cocle ited, status=0/SUCCERS)
)

fvsTted. conf

i ip—172-31-44-89 =

5 ip=172-31-44-83 systemd[1]: Starting vsftpd FIF server. ..



FTP Client
# ftp server 2EHS Ol YYO!, 0|U key 7t BRSICIT
$ sftp [ftp_server_IP]

~F =ftp —help
unknown option — —
usage sfte [-46aCfpary] [-B buffer_size]l [-b batchfi
[-D sftp_server_path] [-F ssh_configll{=i i
[-J destination] [-I| limit] [-o ssh_option
[-R num_reauests] [-5S program] [-s subswystem
destination

% sftp -1 "wheesl|_aws_kev pem"
. :ﬂ to B2.78. 206

ubuntuds:? | 78

Al

20k




FTP ClientOf|M ftp server 282 LUCHH,
#7182 PHO{(s, cd, pwd, mkdir, chmod)= 2|54t SUSICL

$ get [file] # It 7127
$ delete [flle] # I X|7|
$ put [file] # Ot =2|7|
$quit # 2& E=

% sfte -1 "wheel_aws_kev.pem" ubuntu@3Z . 78,181,208
78,1871 . 206,

Jun+u nT tc_t to nfs_test
file: fhomes/ubuntu/nfs_tests

=% ls —| a.txt

—rw—rw—r— 1 Jinhochoi jiﬁhﬂchui 0 Jul 20 01:05 a.txt




FTP Server(Container)0j|A] /home /sparcs/testftp/test.txt LY S FTPE E6f| CIREE0FAL

Container2| SSH PORT: -P 45305 sparcs@ssal.sparcs.orqg
++ sftp —helpE AtN|S| £H, SSH portE 822 BAHE M, ThEX} PE AR PICH
** Sparcs Whale Containerdj| M26}7| YsliA=, ubuntu_sparcs_privkey 7t HRBL|CH

M
2t HO

ZL OFE, 2ZOM(Z2 aws QAHA0M) CHRZE OF DY S cat YP0IE Solf == F, ZUE
oiC

—

FH
H

o1

£ Container details

Image sha256:bb30a76478c37e29%9addace1972b76785317912aace364d98b889c757e9b5adB3
Port configuration 20/tcp — 0.0.0.0:45303

21/tcp = 0.0.0.0:45304

22/tcp —+ 0.0.0.0:45305

3000/tcp = 0.0.0.0:45307

80/tcp — 0.0.0.0:45306

CcMD fusr/sbin/sshd -D

ENV PATH Jusr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

conatiner®| XtM|BF LI L https://whale.sparcs.org/#/containers/ Of A
Container Name: ball_wheel_seminar_ftp & 2 QISHT M| 21!



mailto:sparcs@ssal.sparcs.org
https://whale.sparcs.org/#/containers/

-k cat ftest.txt



Reference

1 2015~2019 Wheel Seminar- NFS&FTP

] About SSL: https://oaksong.github.io/2018/05/04 /ats-https/

] About SSL: https:/ /opentutorials.org/course /228 /4894

] About TCP/IP: https:/ /www.joinc.co.kr/w /Site /Network _Programing/Documents /IntroTCPIP
:
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About Active /Passive mode:
ttps:/ /m.blog.naver.com/PostView.nhn?blogld=leekh84 128 0gNo=1001528420348proxyReferer=https:%2F%2Fwww.google.com%2F

6] About FTP: https:/ /en.wikipedia.org/wiki/File_Transfer _Protocol#Communication_and_data_transfer
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