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1. SSO - Data structure

class User // SSO0l| S== At Xt
string uid [ SSOMMIOIA 2=otAH &2 ID. 30AF =10t X
string first_name // AtE At2] 0| S. 30At =t X
string last_name // AtEAt2] &. 30At =4 X
string sparcs_id // A2 At2] SPARCS ID. SPARCS 3/ & 0] Ot 22 8l

Z XHE



1. SSO - Data structure

class Service // SSO0| sE= AEIA

string client_id I MBI ADJFSSO MMM L=otH &2 1D
string alias I MBI A AFE XS0 H EAIE SAE
enum scope [l ABIAC] AHE 8 2] ex) TEST, ...

url main_url /I A1 A 2] CHE WOl Xl url

url login_callback_url // A8l A J} login callback = 2= url
url unregister_url [ MBI K & & & Af url



1. SSO - Data structure

class ServiceMap // At& Xt2H A H|I A AFO[2] A2t |

User user /| SSO AlEZ Xt
Service service // SSO Al A
string sid I A X MBIA0 CHoH 2R 6HH 202 ID
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1. SSO - API

GET token/require/
client_id (=222 SSO_CLIENT _ID), state (hijacking £ X| &

=> code (AtE A} A8 &), state (& S = state g))



1. SSO - API

GET token/info/
client_id (22 &2 SSO_CLIENT _ID), code (AtE X+ AlE &), ...

=> USER class
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3.SSO = &5

SPARCS SSO Developer Center > bocs <

You can enable or disable test features, view your sparcs id and view/modify your test points. All contents in
this page will not be affect for any live services.

Test Feature - TAKE EXTRA CAUTION

To use test services, you need to enable test features. However, it may leads to leak your personal information.

@ Enable O Disable

SPARCS ID
hyuk
Test Point
0
ﬂ
Test Services
You can register / modify / remove test services.
Client ID Alias Main URL Action

No Test Services are Registered

Test Accounts

You can register / modify / remove test accounts.

Warning! Test accounts are shared among ALL developers.

Name

Alias

SSO_seminar

Main URL

http://moby.sparcs.org:44430/

Login Callback URL

http://moby.sparcs.org:44430/login/callback

Unregister URL
http://moby.sparcs.org:44430/unregister
If unregister url is empty, the service is immediately unregistered without any check.

Secret Key

Cooltime

(o]
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SSO_CLIENT_ID="
SSO_SECRET="
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3.SSO = &5

Click “SSO Login”

Redirect /login/redirect

Post /api/login

Redirect
https://sparcssso.kaist.ac.kr/api/v2/token/require
Redirect /login/callback

Get /api/login/callback

LN =

o O

*frontend, backend

Git: https://github.com/se03650/sso_seminar


https://sparcssso.kaist.ac.kr/api/v2/token/require
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frontend
Findex.js
~app.js
Fbutton.js
~pages

| “LoginCallback.js
| “LoginRedirect.js

Lutils
Fauth.js
Laxios.js

backend
~index.js
~app.js
~controllers
| Lauth.js
~routes
| Lindex.js
Lutils
Hjwt.js
sparcssov2-node.js
Lsso.js

Login: button.js -> LoginRedirect.js -> auth.js -> SPARCS SSO -> LoginCallback.js -> auth.js



frontend

~index.js

3. SSO Ot_ZI% - Cl|ent ~app.js

import './App.css'; }—button.js
import React from 'react'; H

<-
import {BrowserRouter as Router, Route} from 'react-router-dom'; app'JS }_pages

' /button' ; | LLoginCallback.js

. s , | “LoginRedirect.js
import LoginRedirect from './pages/LoginRedirect'; Ly i
import LoginCallback from './pages/LoginCallback'; LJUIS
Fauth.js
Laxios.js

import button from

App() {

return (
Router>
Route path = "/" exact component = { button
Route path = "/login/redirect" component = { LoginRedirect ]
Route path = "/login/callback" component = { LoginCallback }

Router
import React from 'react';

import { Link } from 'react-router-dom';
button = () =>{

return(
className="Coantainer"
Link to = {'/login/redirect'}
n className = "ssobutton" type = 'submit' >S50 login</butto
button.js -> Link
)

}

export default button;



3. SSO A= - client - LoginRedirect

v import { useEffect } from 'react';

frontend import axios from '../utils/axios';
~index.js
~app.js v const LoginRedirect = () => {
~button.js useEffect(() => {
pages axios.post('/login').then(({ data: { url } }) =>
| FLoginCallback.js window. location.href = url;
| LoginRedirect.js };
Lutils }, [);
Fauth.js .
Laxios.js return nu

}

export default LoginRedirect;



3. SSO A= - client - LoginCallback

import React, { useState, useEffect } from 'react';
import { uselLocation, Redirect } from 'react-router-dom';
import querystring from ‘querystring’;

frontend import zxios from '../util .

. . import logout, saveToken from '../utils/auth';
|_Inde)_('JS import { useHistory } from 'react-router-dom’;
Fapp.js
~button.js const LoginCallback = () = {

const location = uselLocation();
Fpages . . nst query = location.search;
I |‘|—09|nca”baCk-J3 const { code, state } = querystring.parse(
| “LoginRedirect.js query[8] == '?' ? query.slice(1) : query
Lutils i
! const [valid, setValid] = useState(null);
Fauth.js st [id, setId] = useState(null);
Laxios.js

st history = useHistory();
handleLogout = () => {

logout();

history.replace('/"')




3. SSO A= - client - LoginCallback

frontend
~index.js
Fapp.js
~button.js
pages
| LoginCallback.js
| “LoginRedirect.js
Lutils
Fauth.js
Laxios.js

}

useEffect(() == {
axios

.get('/login/callback?code=${code}&state=$

.then(({ data }) => {

if (data.token) {
saveToken(data.token);
setId(data.sparcs_id);
setValid(true);

} else {
setValid(false);

}

if (valid === null) return <div> Loading
else if (valid) return(

HI, {id}!
n onClick = {handlelLogout}>Logout

liv>);

else return <Redirect to="/"

export default LoginCallback;

state

)
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backend
~index.js
~app.js
controllers
| Lauth.js
Froutes
| Lindex.js
Lutils
Hjwt.js
|—sparcssov2-node.js
Lsso.js

- server - routes - index.js

;t express = require('express')
5t auth = require('../controllers/auth.js')
5t router = express.Router()

router.post('/login', auth.login)

router.get('/login/callback', auth.loginCallback)
router.get('/',(req,res) => {
res.send ('server is up and running');

});

module.exports = router




3. SS0O "= &l & - server - sparcsssov2node.js

getLoginParams() {

backend
~index.js
~app.js
const state = crypto.randomBytes(10).toString('hex');
Fcont[o”ers onst { clientId, URLS } = this;
I auth.JS const params = {
client_id: clientId,
Froute§ | b
| Lindex.js ¥ | |
LLJt”ES t url = [URLS.token_require, Object.entries(params).map(e => e.join('="')).join('&"')}].join('?"');
. . return { url, state };
Hjwt.js }
-sparcssov2-node.js
Lsso.js

https://github.com/sparcs-kaist/sparcssso/blob/master/client/sparcsssov2-node.js



3. SS0O "= &l & - server - sparcsssov2node.js

c getUserInfo(code)

backend
rindex.js { } ignPayload( [code] )
. const sign, timestamp } = this._signPayload( [code]);
}_app'JS const params = {
controllers client_id: this.clientld,
| Lauth.js code,
timestamp,
Froutes o
| Lindex.js ;
Lutils R , ) _
. . nst res = await Client._postData(this.URLS.token_info, params);
FjVVtJS return res;
[-sparcssov2-node.js } catch (err) {
LSSO.jS X return err;

Il

https://github.com/sparcs-kaist/sparcssso/blob/master/client/sparcsssov2-node.js



3. 53S0 3= &% - server - ss0.js

backend
~index.js
)-app'JS const Client = require('./sparcsssov2-node.js"')
controllers
| Lauth.js const client = new Client (process.env.SSO_CLIENT_ID, process.env.SSO_SECRET,
Froutes
| Lindex.js
Lutils
Hjwt.js
sparcssov2-node.js
Lsso.js

module.exports = client




3. SSO H= &5 - server - controllers- auth.js

st jwt = require('jsonwebtoken');
t { jwtSign } = require(
t client = require('../uti

- const authCheck = (req, res) => {
baCkend const jwtSecret = req.app.get('jwt-secret')

}_index jS t token = req.headers['x-access-token'] || '’
~app.js if (ttoken)
)‘CO”trO”erS return res.json({ success: false })
I LaUJ[h.jS jwt.verify(token.split(' ')[1], jwtSecret, (err, decode) => {
Froutes | HR(erricd
L: . return res.json({ success: false });
| index.js }
LUtiIS res.json({ success: true })

Hiwt.js .
|—sparcssov2-node.js

L . login = (req, res) = {
SS0.JS const {url, state} = client.getLoginParams()

req.session.state = state
res.json({
url: url

1)




3. SSO H= &5 - server - controllers- auth.js

t loginCallback = async (req, res) => {
t {code, state} = req.query
t stateBefore = reg.session.state

if (stateBefore != state){
, res.status(401).json(
backend
}_index jS error: 'TOKEN MISMATCH: session might be hijacked!',
! status: 401,
~app.js )
~controllers bakien
| Lauth.js
t user = await client.getUserInfo(code)
‘_rOUtE_S d . t token = jwtSign(user, req.app.get('jwt-secret'))
index.js
Lyt .status(200).json({
utils
token: token,
l‘thJS sparcs_id: user.sparcs_id,
sparcssov2-node.js g
Lsso.js }

r module.exports = {
authCheck: authCheck,
login: login,
loginCallback: loginCallback




