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Backup?| &%

e Full backup
e Incremental backup
 Differential backup

e Mirror backup



Full Backup
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Backupl| &%: Full Backup
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Backup?| &=: Incremental Backup
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Incremental Backup
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Backupl| S5: Differential Backup
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Backup?| &% : Differential Backup
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Backup2| &%: Mirror Backup
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Y o710l 5 (with tar)
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o} O710|H (with tar, gz)

1. s ClHEZ| RS
e $cd/

e $sudo mkdir backups
e $cd backups

2. Tarflo2= o= 517l U2l &A=S 512 gzLt bz2E 0| &sHC}
o $tar [-option] [tarZ}(or gz)] —-directory=<8i@i5I10 A2 C[AHEZ|> —-exclude=<H|2|&} &=> .

or
e $tar -cvpf /backups/<BHALIAO|Z> tar --directory=/ --exclude=proc -exclude=sys -exclude=dev/pts --
exclude=backups .

o ZO|: E0]| .2 MEF5HH el IIZ:Z!I:::n'fn';a.r'n::iI'g refus |r| g to C r an emg + archive
Try 'tar —help’ or 'tar _i for more information,

« Option: -c IlAS tar2 £, -v IHS Moz &4 -p of HstS HE -f 2 0|2 XA
-z gzipL = Axol7L} Sl{A|, -j bzip2= =5t HLE ofj Al



o} O710|H (with tar, gz)

3. 54517|
e Tar xvpf <HIAU}AUO|S>
 Option: -x tarut¥ = ZC}

Aar

II]I

4. bz2, gz > EUS HIAOZ = 4= Lt

e -z(gzip2 2 2At=3}7L SHA|) optionS AIE.

o Ex: $tar -zcvpf /backups/full-backup.tar.gz(or .bz2) --directory=/ --
exclude=proc.
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dd(Data Duplicator)Zlt?
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« =2 Option

o if={RUHCHA}

 of={==HCH2l}

e bs={gt H10]| 2111 & Z|C{ HIO|E 37| X|H}
« count={X|d¢ct == 4 OtZ EA}l}



dd

« $dd if={=H| CHAO| E|= O]} of={FH[2= H& 22| 0|=} bs={H}O]
E} count={zl

« 0f]: /home/gony/a/hello.txtE /home/gony/b/hi0f| 1024HI0|E 372 M=
A2 10H X

$dd if=/home/gony/a/hello.txt of=/home/gony/b/hi bs=1024 count=10




dd - C|A3 0|0O|X] E£7|

e $ fdisk -I : C|AT HEH 71 27|

$sudo fdisk -1

Disk /dev/sda: 28 GiB, 21474836488 bytes, 41943840 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes f 512 bytes

I/0 size (minimum/optimal}: 512 bytes / 512 bytes

Disklabel type: gpt
Disk identifier: ADBBB6DA-BE1D-43DF-B6BA-55A6D3142FD5

Device Start End Sectors 5ize Type
fdev/sdal 2848 4895 28438 1M BIOS boot
fdev/=sda2 4896 41948991 41936896 208G Linux filesystem

$ dd if=backup.img of=/dev/sda2 bs=512 count=41936896 status=progress



Backup in remote server

o Z2 MH{0f| BHAZ eF A MB{0f| EX|7I M7 |™ SO0z
(ex: rm -rf /* -r: O} 2l 59| C|RE2|7HX| AFH| -f: Z4H|2 AFA|)

. D2 C}2 MB{2 WS st A| ECh



 Remote Sync. 0] /= L} CIEER|S SASH 37|38t 57| /5] AHEsh= 0|0 =
Aol HERZ = EE%
« Z|SA0ME MY BEE AESILY.

e $sudo apt install rsync

e $rsync <options> <source> <destination>
e 2M

» -v (--verbose) XIM|st HH &

= -q (--quiet) O{I{ St H|A|X| = =<L=_4opq| oo (of2] Zah

= -a (--archive) |= XA E XMZ 22|(0F710]]). |IX|, Het, AR Eelolt] 71N =3
» -1 (--recursive) X|Xst C|HEE|Q| 5| C|EE2|7}X| AF|A 4 AlH

= -z (--compress) &F5lA TS

= ——progress: X3l AE| HE A



U= SHEXH (with rsync and pem file)

EC2 QIAEIAQ| BHH 57
1. public key AiM
e $ssh-keygen -t rsa
e EnterE +2L}.
2. public keyZ instanced]| E7|

e $scp -1 ~/.ssh/<pem file O|S>.pem ~/.ssh/id_rsa.pub <AtEX>@<F
2>:~[ ssh/authorized_keys

3. O] 2} EZ E5l local?| private key2} instance?| public keyZ} gt 40| =IC}.
4. 0| keyZ 0|23} BI0|E{= Z=1 wr=C}
e rsync -avz hello.txt <AFEXP>@<FTA > <HiQder 2>

or

$rsync -e ‘ssh -l ~/.ssh/sparcs_seminar.pem’ -avz hello.txt ubuntu@<3
2 >:/home/ubuntu/



77|50l o

« 13Xt If HY2 shell script@t cron= 0|&310] F7[H o= Hiieh o~ QUCH
« 0f)

Backup.sh

#!/usr/bin/env bash

Date="date+%Y-%m-%d %H:%M:%S"

filename=backup_${DATE}.tar

tar -cvpf /backups/${filename} --directory=/

rsync -avz /backups/${filename} ubuntu@52.79.135.17:/home/ubuntu/

#OH 23A] 5920]| HHA
$crontab -e
59 23 * * * [home/gony/cron/Backup.sh


mailto:ubuntu@52.79.135.17:/home/ubuntu/

Emergency



- Emergency’/t EdE = U= 20
« Software Failure
e Hardware Failure
By Human



Software Failure
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Hardware Failure
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By Human
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mountx|Of 0,!9'3._" C|A
- umount {&X| %}
o fsck {option} {ZHX|24}
-v: XtM|EH &=
-f: If A|AE] O RF2F &2810| ZH| X2

root@server: g df

Filesystem 1k-blocks Used Available Use® HHHHTHd an
978048 ] C.HH4H ey

2 '8 1188 2

0 44646249

lHHuh4H
120

1008640

lnnpn L U 916485 ]

fAloopl 89088 590885 0 10 300, 1,
Tmpf' 201728 i 201728 0% Aruns uzer /1)
root@server: “# fsck HEUJE
; from util-1linux 3

1.44.1 (24-Mar

dbl: clean, 11/ > fi g 24032 hlocks




2z 02 x od

|
M A SHESHR] 947
H A= UPS(REFMAEKAZZEX)7F YHAM] = FE A|ZHe] MB{E0|
=X & =& 4 QICH
HE =25}7| 0| SPARCSE MH|A =CF 27 (sns, email )2 5110,
HEE XIBCH2 S =52 SHCt
sparcseasT o
;L;AI_S;;:!:‘?:%HC}E Hotg| ITED A= S0t2] SPARCS 24! AHE JKAISTEE 2223t
/4 20154 11 g Q@ B 7hel 2 20154 g2

172225 3124

KAIST AHFE S 2 QIal| Ara, OTL Zabo S SPARCSS| B = MH|AZE YA ZSEHEIL|CH HEHO| 2315
™ CHA| 2l 2!



. 2 E hotH CHEE WO E EXH| S{7Lf =2 Tt Atx| HXE do7IC
- 0|2 BiASHE A|AE T2 CHA|SH0{ sHZSHKH
7]

Zl At 2012 KAIST/SPARCS 3i{Z AtA

https://s3.ap-northeast-2.amazonaws.com/sparcs.home/seminars/chocho-20140806_1-0.pdf 35~47page

. Ofl st

- QM= port B7| > ec2 instanceOi| A ‘QX[FE REH ALE X

- 9|&17}= process F0|7|

- =7|xoz T2 ypdate

- 29| 57 o= Kot M

- Root2 2°QI51 1 Xj2| H[RX| 27|

- HO|BA Z AL X| A E 9|

- NHE S/ 2ot

°
ol



https://s3.ap-northeast-2.amazonaws.com/sparcs.home/seminars/chocho-20140806_1-0.pdf
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AWSO| A QFFIEA| ArESE7] (withS3)
« S3(Simple Storage Service): 2| AEZ|X| MH|A
« S3 HZIZ A 43510 K30 St TS F=Eotr.

Create bucket X
Laarn how to store and retrisve a file with 83. Try the 10-Minuts Tubora

@ ruwmingon @ Swoopetes @ Setowmmsions (1) Review

Name and region

Bucket name sperApr-megeDuoe- 12345 Reglon LS West [Omgon)

Server access logging

Set up access log records that provide
Ostails 3bout access raguests




AWSO|IM otXEHA| AFR3}E7| (with S3)

Amaron 53 » super-duper-meaga-bucket-12345 M Aronss » sample bucket-name 012345
Owverview
Q, Type a prafix and prass Enter 1o search. Press ESC 1o clear sample-file.png
Mnm )
«|  Name Last modified 1
semple-file.png Jul 25, 2017 1:56:06 PM - s

ETag ba7Sabld4caliBB0277440806b0 15041
4

Last modified  Jul 25, 2017 1:56:06 PM GMT-0700

S3E 0|Zst0] 2L} s TS £iefeh = UACH
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 S3 glacier: G|O|E HEF 2 A7 i =2 2|ot QtM st OFEAO0|0{ H[ 0| 0L A&
Amazon S3 AEZ2|X] ELEH&

I_
OII

O] ZS. WA= 20| &ohe T QICt 5HX|aH Hio] T

« O|2fet R0 REoICt 2HLfolH HIE2 =|AetetH BIEHH O 2 FHsHA MEst7| W=



AWSOj| A CHEISHA| AF=2517| (with S3 glacier)

« O|O|E{& &V |H 2= HaotitM? S3ELC} S3 glacierO| 7HAX QI SHO|M FE|(M=7|&
glacie= s3CHH| H|E 2F 1/3, s32} =&t L7144 99.999999999% HEY)

o S30|| Y= XIEE Glacier2 F7|Ho 2 HLYFX}

e S30{| Al Glacier2 If% Hid5H= B bucket>properties>Lifecycle>Add rule>Rule
targeX| A >Rule A& (Archive to the Glacier storage class)

« =X: https://bluese05.tistory.com/39 - Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable
you to automatically transition objects to the Standard - Infrequent Access Storage
Class, and/or archive objects to the Glacier Storage Class, and/or remove objects after
a specified time period. Rules are applied to all the objects that share the specified
prefix.

Versioning is not currently enabled on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both
the Current version and Previous versions.

Enabled | Name Rule Target
[mES
RuIeOI —7F—7|'E| = > auto_glacier_backup Whole Bucket (2 XX

& Add rule
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[ESHA| AF251H7| (with S3 glacier)

Saelys
- OFSCHE AM XS
« MOl A D (o 22F2| 5%0|Tt R2 2 518 > TIHA| Q2 Bt
. OFSCHE AHH| R|5H
« 7|2 AMH| =72 37H°J Of&f MZAl > Z=7| ARA| @3 Fat
- O}7}0|= H|O|E| S715t= O] @3 A2 Ee

-> EEtEW GlacierZt AFE5t= A HCH= %2 Y O|O|E = S30f| TN XNE S|
1 Q2fEl B H|O|E = AHS 2 2 Glacier2 &7|=H £LCH



AWSO|| Al CFEISHA| AH23517| (with RDS)

« RDS(Relational Database Service): AWS S22 E0f| A 24| H|0|E

#0122 O 217 M|, 2% 2 e 4 ol 2 MH|A

« Amazon Aurora, MySQL, MariaDB, PostgreSQL, Oracle &
Microsoft SQL Server DB ¢IZl X|&l

. ZHEtSt ALgH:
- ZHBISH HR] - AtHAL 7|5 O Hiel Jhs
+ AE2IX| Y iops(EHI AIZHE 171/247] 514 80] 20|

i *Cljé;l E‘:I Ol%t”:-l https://hiroki-yim.github.io/study/aws/rds/running-aws-rds-post/#rds%EB%9E %80



« RDS AF2 vs EC20{| DBE X M X
« AWSO|| X|Z35t= H|E: Xt > =X}

« 7|=X ¢l &E|, DBE[Xet: ZOtA oflF > Zte|H 2l SHO[A 0F

- 22| EHO| 0|5 > AWSO| X|=5}= H|E -> RDSHEY0| ZLH



+ K} HiQY: RDSL= DB QIAEIA Q] 7|7H SOk FR| DB QIAEIAQ]
KIS dd5t0 DB QIARAS| AEE|X| 2§ AHME MY

e https://docs.aws.amazon.com/ko_kr/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html



AWSO| A QHEISHA| AFRSH7| (with RDS)

e 25 HHOI: A= OF DB ALHAFS MAMFH0] DB QIAEIAZ HHO

DB A 'HAFS M/d5ie{H

1. AWS Management =<0 21215 F https://console.aws.amazon.com/rds/ B0 A
Amazon RDS &£ ZLLCH

2. M Z0|M HIO|EH|0| &A= =L,

b
=]

B OIAEA BEOIA AHALS 44512 S DB AIAHAS HMeHSILIT
4. YUY AAL GHET| B ML T

DB A 'H A0 A DB QI A AS 2352 H
[Take DB Snapshot] £ 0| LIEFFL|CE HAO'II 1 i == P I' :I il

C = |_H «;: =< Olaist — I .
5. 2 OIS YA ~9400] 0|2 == HL 1. AWS Management =20 21218t = https://console.aws.amazon.com/rds/ B3| A
Amazon RDS &8 HL|C}.
Take DB Snapshot X 2. EHAH 0§ A [Snapshots] S 41EHEEL|C}.
To take a snapshot of this DB instance you must provide a name for the snapshot 2. é% % o=z )\I‘E (=13 DB e LI:IH f}f% A E_lHE';!' |_| |:|'
DB Instance: west2-oraclel -
Snapshot Name: 4. ;El-ﬂ D'”’J\ S ’:ﬂ: g 'I% ﬂ E—|I-I :=:~||' I_l EI--
5. DB QIAHA 52 HO|X|2] DB YAHA MEX0| S E DB ALHAL O|EE L
| Cancel || Yes, Take Snapshot -
&L O}
6. [Restore DB Instance]= 1 Ei3tL|C}

6. Take Snapshot(A'g4F H/d)E {deksrL|Ct



Convenience



|aC (Infrastructure as code)
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|aC (Infrastructure as code) - .iiTerraform

e $ brew install terraform

0f0
o
0z
Pal
5

« HCL(Hashicorp Configuration Language) 2™ 10{ A}

e AE XM = § terraform apply

—

2 LHZ EC2 QIAEIA MA|

e https://www.44bits.io/ko/post/terraform_introduction_infrastrucute_as_code
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