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Jintroduction/ > Antiforensic?
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Jintroduction/ > HDD forensic
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Fig. 5. This example displays the experimentally derived magnetic field density functions for
hard drive rewrites where “A” displays the measured distribution of binary “1” values on initial
copy. “B” displays the distribution of values associated with a binary “1” value following an

uln

overwrite with another binary

[1] Wright, C., Kleiman, D., & Sundhar R.S., S. (2008). Overwriting Hard Drive Data: The Great Wiping Controversy. Lecture Notes
in Computer Science, 243-257. doi:10.1007/978-3-540-89862-7_21
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e Data elimination
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~Methods/ > Wiping standards

* Wiping standards
 US DoD 5220.22-M
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* Peter Gutmann’s Algorithm
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* US DoD 5220.22-M
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 3-pass. H|0|EE M| H E0{&5. 'DoD short’
« LHIHOI J194: zero-fill, one-fill, random-fill, verify
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* Linux commands
« OO|E AHO| AFESE 5= U=
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dd, shred, blkdiscard,
diskpart,

« Ubuntu Live USBE E& &
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£ Install (as superuser)

Welcome
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Linux commands

Install Ubuntu

Try Ubuntu

You can try Ubuntu without making any changes to your computer, directly from this CD.

n install Ubuntu alongside (or instead of) y rent operating system. This
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« DBAN
e Darik’'s Boot And Nuke
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/Methods/ > Encryption

* Encryption
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* SSD
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e rm -rf
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* dd

« I} AL S #H2 FFHO
- HllE M2 CHE QIR AfO[o| HiRtS 9|0t REE|EZ S

e dd if=/dev/urandom of=/dev/sdb3 bs=4096 status=progress
* SAte AEE(/dev/urandom)Oi| A 4KIBA 51014 A CHed S0 A= HF0
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dd
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* shred
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* shred -uvz -n 2 ~/the file.txt
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* hdparm
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https://ata.wiki.kernel.org/index.php/ATA_Secure_Erase

/Applications/ > Hand over a laptop

- HEE Y&
« 20204 8& -
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« Ubuntu Live USBE &H|(Rufus), Try ubuntu'z2 £&
« OfLt= %l OHE|440] /dev/sdb32 2 Q14|
« dd if=/dev/urandom of=/dev/sdb3 bs=4096
« random fill, zero fill HZO[PTHA 2t 23|l =5l 2F2F 8OMiB/s, 130MiB/s A&
* mkfs.ntfs -f /dev/sdb3
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* Antiforensic
« DI HEE QS| ARSHE 2
« SICH HDD2| AHE Q[8iAl= 2-pass M =2
« EY MA9| 2HE shred, THE[M/C|ATO| AHE dd
« random-fill2 /dev/urandom, zero-fill2 /dev/zero
« SSDO| AHE= X|Z=AL E 0|8
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