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UNIX
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« POSIX (Portable Operating System Interface) — syscall, hierarchical file system &

« TCP/IP - HESRIA 7|7|50| &4 Wi 2= communication protocol
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LInux

O Search or jump to...

 torvalds / linux

<> Code 1 Pull requests 322

¥ Branch: master ~

@ torvalds committed 11ba468 17 hours ago

Documentation
LICENSES
arch
block
certs
crypto
drivers

fs

include
init

ipc

kernel

lib
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« Ubuntu, Debian, Mint, Fedora, RHEL, CentQOS, ..

/ Pull requests Issues Marketplace Explore

["1] Projects

() Security [~ Insights

g+ @

(& Watch 7.2k ﬁr Star 93.8k "-5" Fork 32.5k

Go to file Add file ~ About

Merge tag 'inclusive-terminology' of git://git.kernel.org/pub/scm/lin...

LICENSES: Rename other to deprecated

Merge tag 'xtensa-20200712' of git://github.com/jcmvbkbc/linux-xten...

Merge tag 'block-5.8-2020-07-10" of git://git.kernel.dk/linux-block
.gitignore: add SPDX License Identifier

crypto: af_alg - fix use-after-free in af_alg_accept() due to bh_lock...
Merge tag 'scsi-fixes' of git://git.kernel.org/pub/scm/linux/kernel/g...
Merge tag 'io_uring-5.8-2020-07-12' of git://git.kernel.dk/linux-block

Merge tag 'riscv-for-linus-5.8-rc5' of git://git.kernel.org/pub/scm/I...

kbuild: fix CONFIG_CC_CAN_LINK(_STATIC) for cross-compilation wit...

mmap locking API: use coccinelle to convert mmap_sem rwsem call si...

Merge tag 'riscv-for-linus-5.8-rc5' of git://git.kernel.org/pub/scm/I...

Merge tag 'riscv-for-linus-5.8-rc5' of git://git.kernel.org/pub/scm/I...

{934,327 commits ¥ 1branch > 658 tags
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25 days ago
2 days ago

21 hours ago
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12 days ago
last month

2 days ago

2 days ago

Linux kernel source tree
0 Readme

&8 View license

Releases

© 658 tags

Contributors 5,000+

0. 0¢$
@ 6@

+ 10,784 contributors

Languages

. |I]ii
® C96.6% ® C++1.3%
® Assembly 1.1% ® Objective-C 0.3%



OS Structure
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shell utility
programs

other application

OS Structure — Shell
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OS Structure - Application
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Linux Directory Structure - FHS

- 2. Filesystem Hierarchy Standard (FHS)E &=

|m

- XA CIAEZ[Ql / (root directory) 252 H A|Zsl= Eg
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The Filesystem Hierarchy Standard (FHS)

1
| /- Root Directory

l JTL |

L Essential Programs Non-Essential Programs User Directories ‘ Kernel File Systems Mount Points J
Ibin Isbin [ 1lib(64) System-Specific Portable /home Iroot Iproc Isys Irun 1 Imedia [ Imnt [ i
User Binaries Root Binaries Essential Libraries 1 Normal Users Root Home Process System + Kernel Runtime Removable Media Temporary o Orap Fo
(cd, cp, Is...) (lvm, mkfs...) for /(s)bin binaries letc Jopt : Jusr (/home/username) Directory Information Information Information (cdrom, floppy...) Filesystems DO
Configuration Files - Read-Only
(xorg.conf, fstab...) iAdditional Software Program Files
/oot Idev Istv Ivar
Boot-Related Files Device Files Service Data Variable Data
(grub.cfg, initrd...) (sda, ty..) (www, rsync...) (log, mail...)
Essential Programs: Non-Essential Programs (Secondary Hierarchy): Mount Points:
Directories containing files needed to run essential programs Directories containing files needed to run non-essential programs Directories used for mounting devices and file systems
- Ibin - Essential binaries such as 'cp’ or 'ls' that all uses have access to - letc - System-specific configuration files for programs in /usr and /opt - Imedia - Removable media such as CD-ROMs and floppy drives
- Isbin - Essential binaries only available the root user - lopt - Additional programs not found in distribution repositories - Imnt - Temporary file systems such as USB drives
- /lib(64) - Libraries needed for essential binaries in /(s)bin - lusr - Portable, read-only, non-essential programs and program files - Itmp - Pseudo-filesystem for temporary files. Cleared by the kernel on boot
T e Kernel File Systems: Other directories:
T e e Sttt s ocific files Directories populated by the kernel to provide information to programs and the user
9 P - Iboot - Files essential for booting the system such as initrd, kernel, and bootloader configuration
/homel(username) - User files, configuration, and programs - Iproc - Information about processes, the kernel and system hardware - Idev - Device files for physical devices such as HDDs as well as data streams (stdin, stdout...)
B gy directt; . rbot usgr ' prog - Isys - Information about system hardware and the kernel - Isrv- Files used for services offered by the system such as www, rsync, and ftp
b - Irun - Information about the system since the last boot - Ivar - Variable (changing) files such as lock files, logs, and mail

Created by Max Hosel and licensed under the
Creative Commons CC-BY 4.0 license. Last edit: 2018-05-20



/ - Root Directory

FHS: / (root) |

‘ User Directories
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- pwd : SIXf 2N CIAEZ|NIX|Q HIj HEE YT = HUE

Jesss-MacBook-Pro:~ jessyoon$ pwd
/Users/jessyoon

Jesss-MacBook-Pro:~ jessyoon$ cd /
\Jesss-MacBook-Pro:/ jessyoon$ 1ls -al
total 9

drwxr-xr-x 23 root admin 736 Jun 11 20:46 .

drwxr-xr-x 23 root admin 736 Jun 11 20:46 ..

-rw-rw-r-- 1 root admin @ Feb 29 15:10 .DS_Store

lrwxr-xr-x 1 root admin 36 May 8 22:26 .VolumeIcon.icns -> System/Volumes/Data/.VolumeIcon.icns




FHS: /boot (boot)

S &l0f| &=A 9l pootloader, 71 € 0| & K|
. A 2)%] L

I - Root Directory
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Nlib(64) System-Specific Portable /home I Iroot

Essential Libraries L - - Normal Users Root Home
for /(s)bin binaries Jetc Jopt ] Jusr (/homefusername) Directory

Configuration Files - Read-Only

xorg.conf, fstab...) [Additional Sotware Program Files

\ 4

Moot Idev
Booi-Related Files Device Files
(grub.cfq, initrd...) (sda, fy..)




FHS: /bin (user binaries), /sbin (system binaries)

« /bin: 2= A& XS 0| AFEot= 7|28 @l Linux
HE0| =, 2=0| {K]
e sh, bash, zsh, mv, cp, rm, cat, echo, Is, ...

o /sbhin: A|AH 22| BHO S0 =2 f[X]

e root user@t A8 4= Q!

0

* iptables, shutdown, reboot, ...

l

Essential Programs J
/bin | /sbin | Nlib(64)
User Binaries Root Binaries Essential Libraries

(cd, cp, Is...) (lvm, mkfs...) for /(s)bin binaries




FHS: /lib (system libraries)
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« /lib/modules: 74 2= utg
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Essential Programs J
/bin | /sbin | Nlib(64)
User Binaries Root Binaries Essential Libraries
(cd, cp, Is...) (lvm, mkfs...) for /(s)bin binaries




FHS: /etc (config files)

AXE BE AL A T (host-specific system-wide
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/etc/passwd: 2|=2 A SEE MY, HEHZ S XS
/etc/group: Bl 15 S2E MY
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FHS: /opt (optional add-ons)

« 7|2 AX| Z2OUS K st AT EYO] 8l add-on 2T E YO
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Non-Essential Programs

System-Specific Portable

letc opt o lusr
Configuration Files - Read-Only
(xorg.conf, fstab...) Additional Software Program Files
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Non-Essential Programs

FHS: /usr (user programs)

letc lusr

S lopt
Configuration Files - . Read-Only
(xorg.conf, fstab...) Additional Software Program Files

e
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e /Jusr/share: Ol 2| XI=

« /Jusr/local: OfZ2[AO|MH S AAE ALY HX|S [ ALE

/bin, /usr/bin, /usr/local/bin2| X} 0|
- /bin: E|52F =2|7] et 24| A= (712 HEN)
« /usr/bin: “distribution managed”, Zt 2|52 HiZ O] THF|X| 22| X0y 2| 2tz

« /usr/local/bin: “not distribution managed”, 2 Z 0| A Zut =l 47| X|=



FHS: /home (home), /root (root home)

- ZElsA FNOA 7|2 ddE= = CIHER Q] #X
* [uid] home directory: home/[uid]/

e adduser HHO|Z M AIEAIE M HSHH user IDR &€ ot 0|52
ClAE2| 7t MMET, O LIE 2 Jetc/skel 1f 242

[fif

« /root: root SME It 8 CIHEZ2|, / (root) 2t= Ct
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L User Directories
/home /root
Normal Users Root Home

(/hnome/username) Directory




FHS: /proc (process), /sys (system), /run (runtime)

« /proc/cpuinfo: CPU AE 1%

» /proc/meminfo: M| 22| AHE o1& KSR
/proc Isys /run
* /proc/stat: A| 2 EAFER Process System + Kemel Runtime
Information Information Information

s 52 A7t

L

/proc/uptime: £ &

_CID_
/proc/version: 742 H ™

» /sys: L|HIO| A, ECIO|H, &5 7HE G2 5 7hE IE=0[ K
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« /run: HEIY SE S 7H8 O

=
=
« X 201E FX 3|, 2H S daemon £2| 55



FHS: /media, /mnt (mount), /tmp (temporary)

» /media, /mnt: O| 54! O|C|07} O E &
 Or2E (mount): DVD, CD-ROM, USB & EE A 7Isot MHOINF At&5H7| {5
MMl Y A|AEIO AEsF== A
- X0 H
o /mnt= AFEAZLOFZE Al AFE
/medias A|AEIO| EE2EF 750t MEOIX (DVD, CD-ROM, USB) OF2E Al AFE E

« /mnt LHEZ|= 80 T2 HEE = US (HE 20 B2 E 7hs)

- /tmp: YAl DY = KN & y
.« AAH B2 Al 2E DHAO| AH|E L J
/media i /mnt |

. tmp
Removable Media Temporary :
— — 11
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FHS: /var (variable files)

-+ LIEO0| At RE L= Lt

. var/log: A|A" 27 mf

== MY

« /var/spool: EL{= O|H| ¥, =EIE Queue & 4T £E L}
« /var/lib: & Elf (state) E. SO0t7t= Z21H# =0 2| =T =

persistent data S 0| 22t HE (e.g. database)

» /var/tmp: BA| C[HEZ|, /tmpl| TtRELE & O 22 7X| &/ 0f
ol WE (78 Al =7[=E[X| &
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» Nvar/run: 78 2 MK A LR SEE NG, FE Al =7|=t
v

fvar
Variable Data
(log, mail...)




FHS: /dev (device)

 StEL|AH, CD-ROM 52| A|AH] L|HO|A L& O] 2K

« A AE CIHFO|ALE KRG H20k= O AHE

e /dev/null;
Sz Z2 o - 0|2 E MEX HO|HE HEH
o= XX (0 LHEE X2 I AFE (e.g. 20 WS X[= M)

« see also: $ echo "hi" > /dev/null
« /dev/zero: F0| B2 022 O|F 0|7 ot
« /dev/urandom: SHE H|EE A/HS= Ot
v

/dev
Device Files
(sda, tty..)




FHS: /srv (site-specific data served by this system)

« M| LH-OAM HESE= AOIE S8 HIO|E

. 2 MHIZ I3t H0|E/ATTE

« FTP MH| & {5l H& L= H0| g

« VCS(version control system)E ¢/t repository=

v

/sry
Service Data
(www, rsync...)
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* https://en.wikipedia.org/wiki/Filesystem Hierarchy Standard
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