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What is LDAP?

Lightweight Directory Access Protocol
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What is directory service?
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What is directory service?
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Directory service structure
: Directory Information Tree

dc = org
dc = sparcs
/ \
ou = wheel ou = normal
uid = leesia ou = guest ou = member
uid = sonnom uid = tink
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Directory service structure
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Directory service structure

e DNS hierarchy2t 7{2| H|==5IC}
1. cn (common name) : leaf entries (end objects)

eX) users, groups
2. dc (domain component) : LDAP hierarchy 2| container

entries



Practice: Install slapd

e | et’'s make an EC2 instance
e $ sudo apt update

e $ sudo apt -y install slapd Idap-utils

https://help.ubuntu.com/Its/serverguide/openldap-server.html



https://help.ubuntu.com/lts/serverguide/openldap-server.html

Practice: Install slapd

e $ sudo slapcat

ubuntu@ip-172-31-37-140:-$ sudo slapcat

dn: dc=ap-northeast-2,dc=compute,dc=internal

objectClass: top

object(lass: dcObject

object(lass: organization

0: ap-northeast-Z.compute. internal

dc: ap-northeast-2

structuralObject(lass: organization

entryUUID: 9af32996-bbc6-1039-95b3-67314b7d5f2d

creatorsName: cn=admin,dc=ap-northeast-2Z,dc=compute,dc=internal
createTimestaomp: 201912260058427

entryCSN: 2019122600584 2 . 50528 7Z#022200#200#200000
modifiersName: cn=admin,dc=ap-northeast-2,dc=compute,dc=internal
modifyTimestamp: 201912260058427

dn: cn=admin,dc=ap-northeast-2,dc=compute,dc=internal
objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: admin

description: LDAP administrator

userPassword:: eINTSEF90GQxV3RCMLd4NURTL1FzL30yd@SCcTRDUZhXROFTaVM=
structuralObjectClass: organizationalRole

entryUUID: 9af4cdbe-bbc6-1039-95b4-67314b7d5f2d

creatorsName: cn=admin,dc=ap-northeast-2,dc=compute,dc=internal
createTimestamp: 201912260058427

entryCSN: 2019122600584 2 . 516069Z#020000#008#000000
modifiersName: cn=admin,dc=ap-northeast-2,dc=compute,dc=internal
modifyTimestamp: 20191226005842Z

https://help.ubuntu.com/Its/serverguide/openldap-server.html



Practice: Add population

o [IS= F7IONEA;
1. A node called People (store users)
2. A user called ‘|daptest’

https://help.ubuntu.com/Its/serverguide/openldap-server.html



Practice: Add population

dn: ou=people, dc=ap-northeast-2,dc=compute,dc=internal
ou: people

objectclass: organizationalUnit

objectclass: domainRelatedObject

associatedDomain: ap-northeast-2.compute.internal

dn: ou=contacts,ou=people, dc=ap-northeast-2,dc=compute,dc=internal
ou: contacts
° $ : : ou: people
SUdO vim top - Id If objectclass: organizationalUnit
objectclass: domainRelatedObject
associatedDomain: ap-northeast-2.compute.internal

dn: ou=group, dc=ap-northeast-2,dc=compute,dc=internal
ou: group

objectclass: organizationalUnit

objectclass: domainRelatedObject

associatedDomain: ap-northeast-2.compute.internal

https://help.ubuntu.com/Its/serverguide/openldap-server.html



Practice: Add population

ldapadd -x -D 'cn=admin,dc=ap-northeast-2,dc=compute,dc=internal' -W -f top.ldif

Enter LDAP Password:

adding new entry "ou=people, dc=ap-northeast-2,dc=compute,dc=internal"”

adding new entry "ou=contacts,ou=people, dc=ap-northeast-2,dc=compute,dc=internal”
adding new entry "ou=group, dc=ap-northeast-2,dc=compute,dc=internal”

ldapsearch -x -b 'dc=ap-northeast-2,dc=compute,dc=internal’

-X: simple authentication
-b: base dn for search

https://help.ubuntu.com/Its/serverguide/openldap-server.html



Practice: Add population

dn: uid=Ildaptest,ou=people,dc=ap-northeast-2,dc=compute,dc=internal
cn: ldaptest
objectClass: account
objectClass: posixAccount
objectClass: shadowAccount
objectClass: top
uidNumber: 1000
gidNumber: 1000
. . homeDirectory: /home

® $ SudO Vim people_ |d |f loginShell: /bin/bash
shadowlLastChange: 11192
shadowMin: -1
shadowMax: 99999
shadowWarning: 7
shadowlnactive: -1
shadowExpire: -1
shadowFlag: 134538308
uid: Idaptest
userPassword: haha

https://help.ubuntu.com/Its/serverguide/openldap-server.html



Practice: Add population

ldapadd -x -D 'cn=admin,dc=ap-northeast-2,dc=compute,dc=internal' -W -f people.ldif

Enter LDAP Password:
adding new entry "uid=ldaptest,ou=people,dc=ap-northeast-2,dc=compute,dc=internal"”

ldapsearch -x -b "dc=ap-northeast-2,dc=compute,dc=internal” "(objectclass=*)"

https://help.ubuntu.com/Its/serverguide/openldap-server.html



Practice: Authentication

When we enter the right password in “@secret”

ldapwhoami -x -w @secret" -D uid=ldaptest.ou=people.dc=ap-northeast-2.dc=compute.dc=internal

dn:uid=ldaptestl, ou=people,dc=ap-northeast-2,dc=compute,dc=internal

When we enter the invalid password
ldapwhoami -x -w @secret" -D uid=ldaptest,ou=people,dc=ap-northeast-2,dc=compute,dc=internal

ldap_bind: Invalid credentials (49)

Authentication in client
ldapwhoami -x -w haha -D uid=ldaptestl,ou=people,dc=ap-northeast-2,dc=compute,dc=internal -H ldap://
13.125.206.157:389




Practice: Authentication in
client

ldapwhoami -x -w haha -D uid=ldaptestl,ou=people,dc=ap-northeast-2,dc=compute,dc=internal -H ldap://
13.125.206.157:389

dn:uid=1ldaptestl, ou=people,dc=ap-northeast-2,dc=compute,dc=internal



What is pGina?




What is pGina?
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pGina Version: 3.1.8.0



What is pGina?
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http://pgina.org/

How pGina works?

L

e pGina= 5 7tX| componentE 7&ICt
- the Credential Provider (or GINA)
- the pGina service

e pGina CP= th&s| X HEHZ 20tM O|F pGina service=
= A=7 (3t St}

e pGina service 2| pluginE0| authenticationt
authorization= XIS}



How we can use pGina?

e Connect pGina with LDAP server!!

e LDAP pluginO| ZXMSICt. (http://pgina.org/docs/v3.1/
ldap.html)



http://pgina.org/docs/v3.1/ldap.html
http://pgina.org/docs/v3.1/ldap.html

How we can use pGina?
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