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ENCRYPTION

https://www.youtube.com/watch?v=612cu6h7Y cs&t=3m40s
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ENCRYPTION IS THE PROCESS OF ENCODING A
MESSAGE OR INFORMATION IN SUCH A WAY THAT
ONLY AUTHORIZED PARTIES CAN ACCESS IT AND
THOSE WHO ARE NOT AUTHORIZED CANNOT.

s ALENEE O™H LHES ®Z2 /X8| & U4 st= 28

— Wikipedia —
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28 oS (Block Cipher)
== (ex> 128 bit, 256 bit..) tH? = ESstE
* DES, 3DES, AES, Blowfish

AEZ] oIS (Stream Cipher)

* 1 bit / byte TH¢IE A=3slE o
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Difference

Stream Cipher

Block Cipher

Stream cipher operates on smaller Units
of Plaintext

Block cipher operates on larger block of
data

Faster than block cipher

Slower than Stream Cipher

Stream cipher processes the input
element continuously producing output
one element at a time

Block cipher processes the input one
block of element at a time, producing an
output block for each input block

Require less code

Requires more code

Only one time of key used.

Reuse of key is possible

Ex: One time pad

Ex: DES (Data Encryption Standard)

Application: SSL (secure connection on
the web)

Application: Database, file encryption.

Stream cipher is more suitable for
hardware implementation

Easierto implementin software.

Aforajayshahnirma.wordpress.com
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DES3 Z112|5L = 253}

$ echo "this is wheel seminar" > plaintext
$ openssl des3 —-in plaintext —-out ciphertext

=23}

$ openssl des3 —-d —-in ciphertext -out decrypted
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ECC - Elliptic-Curve Cryptography
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02

3|9| Private Key 4
$ openssl genrsa -out private.pem 2048

Y35]2| Private KeyZ5E H23|2| Public Key &O0}H7|
(32|31 H0AH F7])

$ openssl rsa -pubout -in private.pem -out public.pem

H7HAXIE g=etel 7, @2ES Ge|oA T

$ echo "younghee. do you know wheel seminar?" > plaintext
$ openssl rsautl -encrypt -in plaintext -out ciphertext -inkey public.pem -pubin

P57t Ho| YRS 528

o

$ openssl rsautl —-decrypt -in ciphertext -inkey private.pem

$ echo -n "somemessage" | openssl sha256
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Hash SHAl
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o Hash Value h
- SHA-family (e JangpEh)
- SHA-1
- etHs| Zakes
- SHA-2
- SHA-256

- SHA-512



Hash i Al
- O{™ 40| E Y™t Z0|e] EXtE = tHelst= 2
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SHA1 Data & Hashes

o . :  Hello
f7ff9e8b7bb2e09b70935a5d785e0cc5d9d0abf0

iH% : The quick brown fox jumps over the lazy dog.
: : 408d94384216f890ff7a0c3528e8bed1e0b01621

1,2,3,4,5,6,7,8,9, 10.
99ed7eabae030ec036f35b16858af10fff840e53




Hash SiA|

Ao 20ILt Fof Aele| =XrE e saltE =2

Salt
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el1c594e6a2f4eb499cceadfca988595:
dcca2edl1630582435afta9d42ce36lebs:
d620cb449339aada319d5905e66d7924 :
0426b809cPee71d48407bc86461688d9:
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118e57bleecd61e54b502055d82aa57f:
b3a8d3286f6d531d852659d45e2385af:
4812064899478c034136846eel1262dbT:
745c85844341eff2fe5aec3102dfd2ab:
c9944c427745e47c3d53ed63a70658d1 :
8ffdb28c4deeac3e21fa786d2b252916:
8cOd31cadefef386ed4ebb2daflb80be:
db66faf569e2fbef4d098dbdb32¢c937b:
:quickshot4
10a88fb6avabact23526d568d8e544d0:
7becb9424138abff581f6f2a82ff436a:
bc6f41d98e904019f961dbaf2420ed4l :

cee3455a9e71ab468e3386661eec8ech
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Hash SHA| - Salt

id

10

11

12

H=2| O0|Lt 7ol ele] EXIEQ saltS

password_hash
5¢cb40216084169303a402e9d0df7fc427dd19¢c1fc39b77bbdc27¢f803886250¢
f577501e8c8e33f023b516ab93d3f4543e9da21b825dc0066538758e4189258b
0c955b166d1bdbfac41d03107efb3acf68bc6417e54f67101130bc8ee0e3f0d5
2626d6efecffcofb7877df8c61ed0e89246dc80beeecfc6602e5f2cf4ed47e1e3
9acc6b180bd34493a9e297b2c35e0a9f9dbc99bb07f6e812601820aa5954cdad
e68507c0bf94c602cfb97e5163261752dd48eada4333cd9b2a4def30fe1ff785
1f8fd95773afea93c86382a6a6a474c26a696a0c877a8a57dd98fea2e97c9640
72228d19¢c34f13989098bee833c31a579aad14775a5e8983fe67282b6a559312

63d07e16e2bbc67ad14a78256053953868fb49b1cd098e0b4b61275394b88551

= 2! 5l SiAIS efCh

salt

e8ed4fddeda3c9c4ab28b648755eb9774

374a28b338883a99ccdb3f6a279bdb0b

17364 7e2394abcd546e6b143873f56¢6

6876851d532484e0ddbee8e4a06cbc82

9dbadf08059e6d89bb9753d7¢c8be6015

d2e5660651ea519155ba0639a139612a

5fdc198e267687fb57a9f46d66373faa

64f3b4975447ba052389dd41c58a1cdf

e497ccacce6f3851ddoff65¢c39bd 7990

10a88fb6ada6acf23526d568d8e544d0 : rowenadl
7becb9424f38abff581f6f2a82ff436a:sail00
bc6f41d98e904019f961dbaf2420ed41:sarmadl2



echo —n "somemessage" | openssl sha256
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TLS - Transport Layer Security

o =7

GET /hello.txt HTTP/1.1

User-Agent: curl/7.63.0 libcurl/7.63.0 OpenSSL/1.1.1 zlib/1.2.11
Host: www.example.com

Accept-Language: en

—_—
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TLS - Transport Layer Security
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TLS - Transport Layer Security
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TLS - Transport Layer Security
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TLS - Transport Layer Security

=
£3

- SSL (Secure Socket Layer)2 HIZHCE OIE HOt T2 EE

- TCP/IP 422 Application Layer0f| 3

- xHETLS v1.3 0|2

- Google2 TLSE & &%t ¢l AO|ES0|A O =2 IS 704
St}

SSLO|Z2 & AL0]?
- SSL 1.02 1995 NetscapeOilA| 7iEer. A B{EO0| oy B{ 17} B0t 0|= 2.0, 3.07t
Xl 7H&0] &

IETF (Internet Engineering Task Force)’t SSL 3.02 7|82 ZE2EEZZS Jl|&st7
AlZF 3740 TLS 1.0 — SSL 3.0 TLS 1.0!
- x| HE2| AFRE|lE Z2EEZ0| AX|2 = TLSO|X|2F OFEI7EX] SSLO|2t B 2L,

https://www.ssI2buy.com/wiki/ssl-vs-tls
https://www.networkworld.com/article/2303073/lan-wan-what-is-transport-layer-security-protocol.html



https://www.ssl2buy.com/wiki/ssl-vs-tls
https://www.networkworld.com/article/2303073/lan-wan-what-is-transport-layer-security-protocol.html

TLS Handshake

: Mi{e}l 20| EI} 2o 2 AES5|7| AlEHE uj TLS
Handshake& §iC}.

TLS HandshakeZ} £ -3- O O|FO{ME W, AMu{e} Ecto|A
E= MEE ME|st 2&S elC}.

| -

(O} ch=3s}El) TS
Client hello
Server hello

Authentication & Send premaster secret
Generate session keys

asrODd=

Donel



TLS Handshake

1. Client Hello

Client Hello
—client rondom S

. Cliert Randowm

:_:_____—_—_-_-__\\ - obp b HH4]
( Capher Suite)
A~ As 9L

Bw | BG Q1
C v~ | co 92




TLS Handshake

2. Server Hello

— client random

/E

=N

Client Hello

,_)

Cerver Hello

e
. Seryer Rondom

. Az 7

. SSL (Certificte

_ Unr Q%3 Cozleak bgok2
M - M rubl.'c. l‘!‘("’a

Xxyx OF



TLS Handshake

3. Authentication & Send premaster secret

lient Hello ~ Client random
e gervzr Hello ” é71 - Serier o
- roandow B —_—
Server P —
W/——N R =
L— Bto)
o e key: He
| Certif wate & CAel Fu'ol - 2 oy'eet

4
g, premaster Seret (M2 ) ‘98



TLS Handshake

4. Generate session keys

andow
Client Hello = G
~client rondom — g — Server randow
—Gerver rondow é‘erver Helo —
Premoster Sevet | =1,

(=

() Sorver Privete Key%: Lrb
S = (et Premoster Secret




TLS Handshake

4. Generate session keys

H . - Premoster Sevet
=Cls m’\dl”‘ K ) »
-g@?; randew Cerver Hello — Server rond:

(f —
- Gerler Publc key _ P'B Secret —
f=\ Teerfet, 5]
L )

S&SSIOY\ l/(eq ‘

z o|B4H £%2
: OjAIE ZLolas Aot 9) oyl o\E £%.



TLS Handshake

5. Done!

- premeis 3E€ Client ftello A - cliet T
~client rondom - _ rondow
_gﬁ rondow Cerver Hello — e

é]’ moster decret =

)‘e —
/=N 7 =1
< 7 - SesSion k&Y
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Let’s Encrypt / Certbot

Let’s KB
Encrypt

66

WE GIVE PEOPLE THE DIGITAL CERTIFICATES THEY NEED IN
ORDER TO ENABLE HTTPS (SSL/TLS) FOR WEBSITES, FOR FREE, IN
THE MOST USER-FRIENDLY WAY WE CAN. WE DO THIS BECAUSE

WE WANT TO CREATE A MORE SECURE AND PRIVACY-
RESPECTING WEB.

— Let’s Encrypt —

23
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1.EC2 QIAEHAE K|

M0
0

f
e 22,80,443H ZEZ HO{FAR!

2. nginxE AX|§tC}

$ sudo apt-get update
$ sudo apt-get install nginx

3. sparcs-kaist Route530|A 2|2 = MEE 445t}
4. M2 index html It S M st}

5. M2 nginx configuration L} S OH=CH

# your_domain.sparcs.org

server {
root /var/www/html;
server_name your_domain.sparcs.org
index your_index.html

}

)]

A H A H A e

. certbot2 AX|5t10 ASMSHT}

Add Certbot PPA

sudo apt-get update

sudo apt-get install software-properties—common
sudo add-apt-repository universe

sudo add-apt-repository ppa:certbot/certbot
Install Certbot

sudo apt-get update

sudo apt-get install certbot python-certbot-nginx
Run Certbot

sudo certbot --nginx
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* Brute Force Attack
* Dictionary Attack
* Dos/DDos
* Web based attack
» SQL injection
* XSS
* CSRF



BRUTE FORCE ATTACK

— o
JHs8t IS HHS O M= 37 Y

ex> A=4| 0000 ~ 9999 25 CHe

@ 9 62% WD)

|
nt S2 WOt me| A7k 7tz ECt
I ARIEZ JVhset ZXe| =8 sTITt
Ao 40|E =20 Phone is disabled
try again in 23614974 minutes




DICTIONARY ATTACK

1|0

:012] EHolS= Zeot0] Cis Alst=s 34 98

ex> paco1234, ilovesparcs

240 £ M
02 ClEt 2AHE HAYSO| Y= S Faisict
ntl 52 motct me| AjZt 224g ot

1 = L

H|O|E O] A0 XM&et i saltS F71etCh




DOS/DDOS ATTACK

EFZ ME{O]| CHES| QE= &
X FXAS07= MH[AS X

- By g F4

- F20j cHt Chy

- HA 2 HIEY =3 oo
2451 by

https://aws.amazon.com/ko/shield/ddos-attack-protection/

N HEST X}

1S SHK| oA



https://aws.amazon.com/ko/shield/ddos-attack-protection/

SQL INJECTION

: SiLIZ =EH| SQL ZEE Q= sl C|O]E
H| 0| A0M SAX7} JstE HEE 71 27{Lt H|O|E{H[0] A0ff

L|51E &9l

SELECT * FROM Users WHERE UserId=[UserlId]

Userld: 105 or 1=1

SELECT * FROM Users WHERE UserId=105 or 1=1

HE /RMS 7S



XSS (CROSS SITE SCRIPTING) ATTACK

=CI0|E Z0||M Ysel AR ET MHO| X EE[0{ CHE
FXS0| Hl0|X|E ==2ld | HAE[A| st= 4. 71 EO0

Mol BHOZ UB{X QUCt

<script> alert("you are hacked!''") </script> e serdar 6zkaya 2 weeks ago
<script>alert(“Bosss")</script>
CANCEL COMMENT @ & REPLY
G Francesco Minetti 1 year ago
www.youtube.com says <i>asjdiajn</i>

you are hacked!!! s §' REPLY

shani amos 5 months ago
<script>alert("hacked")</script>

@ &  REPLY
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Invalidation

3.

Input element0]|

2 invalidateA|ZIC}
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fail2ban2 O]
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Wheel Seminar - Security

$ echo "this is wheel seminar" > plaintext
$ openssl des3 —-in plaintext -out ciphertext

$ openssl des3 —-d —-in ciphertext —out decrypted
45 - o7 =
2135|9| Private Key A4

$ openssl genrsa -out private.pem 2048

A5|9| Private Key252E{ ¥35|2| Public Key 047 |
(32|12 HLof|lAH F7))

$ openssl rsa —pubout —in private.pem —out public.pem
HE7LHAXE gEstst 7, =S GslofA XME

$ echo "younghee. do you know wheel seminar?" > plaintext
$ openssl rsautl —-encrypt —-in plaintext —-out ciphertext —-inkey public.pem -
pubin

02
Jou

d
N

Hol A EE 533t

fjo

$ openssl rsautl —-decrypt —-in ciphertext —-inkey private.pem

$ echo —n "somemessage" | openssl sha256

A= - Certbot2 0|25l QIS M EH7|



1. EC2 QIAEIAZ =2}
e 22,80, 443 TEZ WOITM| Q!

2. nginxE AX|SHCt

$ sudo apt—-get update
$ sudo apt-get install nginx

3. sparcs-kaist Route530{|A HZE MEE M dSiCt
4. M2 index htm! It S MM tCt

5. M2 nginx configuration It S FHECE

# your_domain.sparcs.org

server {
root /var/www/html;
server_name your_domain.sparcs.org
index your_index.html

02
o

6. certbotS MX|5t1 MG}

Add Certbot PPA

sudo apt-get update

sudo apt—get install software-properties—common
sudo add-apt-repository universe

sudo add-apt-repository ppa:certbot/certbot
Install Certbot

sudo apt—get update

sudo apt—get install certbot python-certbot—-nginx
Run Certbot

sudo certbot —--nginx

A H A HRAHA A A R



