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1. CONCEPT

NFS?
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1. CONCEPT
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1. CONCEPT
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1. CONCEPT

RPC? Remote Procedure Call (814 42} =)
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2. PRACTICE

O[A|l, =&oli=AlCt!




2. PRACTICE

NFS Mt} Client M & 2 Ct M&o| 2asgh

“NFS At : SRE ClER|9t 1 ClE2| S 0F2E
THs3HMHS 21

- Client MH= AFRSH Z0 2 0FRE 6F= 2H10| = Q st



2. PRACTICE
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2. PRACTICE

NFS x| (Packages)

uUsing usSername “CnerryT.

Amthenticating with public key
Last login: Sun Jul
To ran a command as
See "man sudo root™

"resa-key—-20160717™
17 14:51:24 2016 from 10.0.9.4
administrator {(user

"rooct™), u=e
for details.

"sudo <command>™.

cherry@quince:~5lsado apt—get in=stall nf=s-—common
Reading package li=st=s...

Building dependency Ttree
FEeading =state informatiomn. ..
HNote, =selecting 'rpcbind®'

nfs-kernel —-server portmapl
Done

Done

instead of "portmap'
The following additional packages will

Eeyutils libevent—2.0-5 libnfsidmap? libpython—-stdlib libpythonZ .. 7T-minimal
libpython? . T-stdlib libtirpcl python python-minimal pythonZ .7
pychonZ . 7T-minimal

Suggested packages:

be installed:

open—isc=si watchdog pyrthon—-doc python-tk pythonZ.7—doc binutils
bBinfmtc—-—supportc

The following HEW packages will be installed:
Eeyutils libevent—2.0-5 libnfsidmap? libpython—-stdlib libpythonZ .. 7T-minimal
libpycthon?2 . T-=stdlib libtirpc]l nfs-common nfs-kernel-server pychon

pychon—-minimal pythonZ. 7

0 upgraded, 14 newly
Heed to get 4,488 kKB

pychonZ. 7T-minimal rpchbind
installed, 0 to remowve and 0 not upgraded.
of archives.
After this operation, 18.8 MB of additional di=sk space will be used.
Do wvou want to continue? [Y¥/n] D




2. PRACTICE

NFS At A4




2. PRACTICE

1) ClEa| A

cherry@quince:~% mkdir nfstest
chmod - R777 CL|RHIEE| 0|

cherry@quince:~% chmod -BE 777 nfstestc



2. PRACTICE

2) B 4

sudo vi /etc/exports

cherry@quince:~% sudo vi Sfetc/exports

(/etc/exports= NFS ServerOj|A S8 C|HEZ|, CIHME

o[E &4 2dot= W)

6
/nfstest *(rw,sync) &=




2. PRACTICE

/etc/exports/

[share-directory] [client] (options)

[share-directory] : 2§ C[2E2[o| ALHAHZE
[client] : S7 o712 SAE =&

(host name, domain name, IP address)
(options) : S/ el 8=




2. PRACTICE

/etc/exports option

ro(Read Only) - 47|14
rw(Read Write) - 17| + 27|

no_root_squash - cliente| root7t NFSO|| A= root

root_squ

Sync

— O —

ash - clientQ| root= &= A (nfsnobody) Z&
secure - cliente] 2|4 LE At
insecure - RE ZE 5|7}
- clientZ7} It A| AN EHA Sh | SA| S|t




[ 2. PRACTICE

/etc/exports option

no_subtree_check
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2. PRACTICE

NFS At ZHA 4}

sudo service nfs—kemel-server restart
sudo service portmap restart

(/etc/exports= NFS ServerO|M S ClHEL|, CI”ME
c|E N ddol= o)

(=i — Ve




2. PRACTICE




2. PRACTICE

rpcinfo - p
nfs : NFS A{H|A 2t
portmap : RPC & £t
nlockmgr : I 23, SA| +4 W27 |5




2. PRACTICE

(Client)




2. PRACTICE

O0f2E
mount -t nfs [host]:[share dir] [mount dir]




2. PRACTICE

g ’I's

suid, nosuid EORA 14Tl A|ARIO| M nosuid 2 E H&

) nfs DFR.E7} 24 Q0] TS 2 8 1ar2.C AEHOl|A Al AlE 51| El= 202 YIZTAX|ARIO| 5{REI7|
2 S 79 HE AI7HS HZAJZICH

retry=n E7|g uf7tR|Q| OIRE A E3l4+2 7|22 1000000|C},

timeo=n EtROLR AlZHS HeITt.

retrans=n tH Q12 XM ETH= Ao 2 7|22 3HO|CY,

A= Bl=7t 20| S
soft,hard 7t 7ts PEEUF-?-E

S| TAE 2l 47[HEO2 02 EE Z2U soft7t, %171/47]
é—?—?ll hard7t 48lsiCt. soft2 02 EE DHUA| A2 T2 AV S0 = ZAIE
ojgt = ULt

ru+n ru|o

YA Z2MME F017| 2let AHEES S{ESHCt B0 20f| T CTRL-CE =21 #2t2E T2A|AQ HL

il INT(2) 22 QUIT(3) AIZE HLjE CHA| S 2t}
resize=n nfsA{EO]| Q= 17| HIH S| 27| (HIO|ELtR])
wsize=n  nfsAjH{0]| Y=

MI| HI{O| 37| (H}O|ELHL)

e



2. PRACTICE

sudo vi Jeto/network/interfaces

i

cherrvlquince:/

L}ato| 1= AMH IP address 2= HHH

sudo mount -t nfs [NFSA{H OfO|Z| =4 ]: [share dir] [mount dir]
sudo mount -t nfs 10.99.0.165:/nfstest /sample

mountsl=



2. PRACTICE

submount : NFS MHQ| OIREE HEE HHF
A : submount [option]

sudo showmount - e [A{H{ OfO|@| 4]
_e:QlAJTLEE_lAE%EO:l%

(SHHE Al Z23f)
Export list for [NFS At OF0|T| 4 ]: [OF2EEl AMH OFO|I| 4]



2. PRACTICE

mount sHA|

sudo umount [mount dir]
sudo umount /sample






1. CONCEPT

FTP? File Transfer Protocol!

TCP/IP Protocol= O|&95t0{ MHE 2}t 22t0|2E AtO|Q]

nIAMES ob7| ?let Z2EZF



1. CONCEPT

OSI A9 7H0| ¢ X|StCt.
oSl i TCPI/IP 3 TCPI/IP Protocol Suite
| Application | ‘ [(wrre | [Fre | [smre |
| Presentation | Application | rip | | snmp |
Session

Transport Transport TCP UDP

TOURRNIUTION - = .
Network Internet | ARP P IGMP ICMP ‘

Data-Link : Link

Ethernet‘

Token Frame ‘ ATM l

Physical Ring | Relay




1. CONCEPT
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1. CONCEPT

FTPol &7

1. Anonymous FTP
- Aol 2R 9. 220 M IDE anonymous2til M OFgt.

2. Full Service FTP

- Ago| 2% ID/PWe| Y=0| ERTILCt,



1. CONCEPT
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1. CONCEPT

FTP 22 3 &

HOole HE HE
24 Iy dE0] ey I =0{X|= HE.

Passive2} Active= LI&.
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1. CONCEPT

Active mode

FTP Server FTP Client

20 21
Data Command 5150 5151

. Client opens command
channel to server and tells
server second port number

Time

. Server acknowledges

. Server opens data channel
to client’s second port

. Client acknowledges




1. CONCEPT

Active Mode
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1. CONCEPT

Passive mode

FTP Server

A
[T




1. CONCEPT

Passive mode
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1. CONCEPT

Passive mode

1. Activel| =X|= S| Z2

2. C2F MH Q| B &= ZE(1024~ 65535)7r He{Q0lM HZEX
3.0| 2 8| &45}t7| Q8 FTP HI2 50| PassiveO| Al ZEE H3tst= 7|5
TA5t0 Ol Hk ol 20| 7h=0ofLt.



1. CONCEPT

FTP Package

1. wu-ftp
- Qi &| /ULt
- HOHOf| FfSHT}

2. ProFTPd
- BOott 7|50 S2& = FTP
- Anonymous FTP& Ctst 7|
- apache®| 278} Y} Hj=zgt
- Of2] GtO| A Q]

3. vsftpd

- Very Secure FTP Daemon
- A F e 20 L=




1. CONCEPT

Vsftpd S AME 8l 2 161,
M X|= sudo apt-get install vsftpd



— |
1. CONCEPT -

2 hou@boysenberry: /
hou@boysenberry:/$ vi /etc/vsftpd.conf
— §
MY Ot E0{7He HWEe :
listen=NO

sudo vi /etc/vsftpd.conf

ligten ipv6=YES

anonymous_enable=NO

local enable=YES




~
1. CONCEPT \

@ hou@boysenberry: / Bk

hou@boysenberry:/$ vi /etc/vsftpd.conf
- Anonymous enable :
Anonymous &% 5{& O & Lister=i0
- Local _enable :
local A2 X} 5|8 &
- pasv_enable

passive mode A& 0 & listen ipvé=YES
- Listen = yes
Standalone/xn’]e‘td(Xl-Ol l;'Ll El) anonymous_enable=N0

EfQ Z7 parameter

local enable=YES

,I—I




1. CONCEPT

- Standalone? xinetd?
- Daemon?| of gfAl
- Daemon?
A2 2 AS background A S20|= T2 17
- Standalone &4| : background| Al Et&t MAl & QUCHI}
S0P EZRH QF0| 2HHSIH 2 X
- Xinetd BfAl - @8 A| F{X|= &Al

SHLT 2
fetc/init.d/f fetc/xinetd.d

Sendmail , Apache, Mysql, name server, nfs Telnet, Pop3
e T I S e




1. CONCEPT

- Standalone? xinetd?
- Daemon?| of gfAl
- Daemon?
A2 2 AS background A S20|= T2 17
- Standalone &4| : background| Al Et&t MAl & QUCHI}
S0P EZRH QF0| 2HHSIH 2 X
- Xinetd BfAl - @8 A| F{X|= &Al

SHLT 2
fetc/init.d/f fetc/xinetd.d

Sendmail , Apache, Mysql, name server, nfs Telnet, Pop3
e T I S e




1. CONCEPT

- FTPS
- FTP Secure EE= FTP on SSLO| 2FX}.
- FTPO|| TLS, SSL= 7t0[3 E2tS =Lt

- Authentication : 77} 2Hl=X| & = US
- Encryption 22 2} &
Integrity : £2Z2d




1. CONCEPT

- SFTP
- SSH FTP EE= Secure FTPL| 2FX},
- SSHE &5i FTPQ} H| == FA—|I:I|A xﬂg
- HOY Y& ®0kofL2h ohY 2 XY ts
- FTP2} ProtocolXtAN| 7t &2t & C=>|O-| SAIE CHE
- SSHRIOIA TSSO 2 228 LES ALZ(FTP 21H)
. HOMNS HO|LILf FTPEL 2ROL0] S =T L2,

Mok

sparcs.org, bit. sparcs.org, newbie.sparcs.org =1t gdg M=

FTPZ} Ottl SFTPE M OFgt




2. Practice

VsftpdE 22| stxl el

- sudo /etc/init.d/vsftpd start : FTP A{H|A A%} - sudo
/etc/init.d/vsftpd stop : FTP A|H|A B2 - sudo
/etc/init.d/vsftpd restart : FTP A{H|A XHA[ZS




2. Practice

FTP H42 fip [F4] Y402 M4

7| 2290| HAHAO{ (Is, cd, pwd, mkdir, rmdir, chmod)= & &

hou@cantaloupe:/$ sudo sftp houlbit.sparcs.org
The authenticity of host 'bit.sparcs.org (143.248.234.158)"°

of known hosts.
~“[[A*[[houlbit.sparcs.org's password:
Connected to bit.sparcs.ordg.
sftp> I

-

can't be established

ECDSA key fingerprint is SHA256:qgtFr2iXV3N+BWNpAheTBExtZmmmP3cYps4Sms2Znniqgo.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'bit.sparcs.orqg,143.248.234.158' (ECDSA) to




2. Practice

size |file] : [ﬁle]A 7|5 T A (byte)

status : ftp session A S Ho]F)

led : local d1rectory*§ %ﬁ sk}

open [domain] : domain0|| &= AL

get / delete / put [file] : [f|Ie]§ =/ e8/=E




2. Practice

s hou@cantaloupe: / =S
@Connected to sparcs.org. A
sfcp> ?
#nvailable commands:
Wbve Quit sfcp
cd path Change remote directory to 'path'’
Bchgrp grp path Change group of file 'path' to 'grp'
chmod mode path Change permissions of file 'path' to 'mode'
chown own path Change owner of file 'path' to 'own'
@df [-hi] [path] Display statistics for current directory or
filesystem containing 'path'
exit Quit sfcp
: get [-afPpRr] remote [local] Download file
@reget [-fPpRr] remote [locall] Resume download file
I reput [-fPpRr] [local] remote Resume upload file
@help Display this help text
S@icd path Change local directory to 'path'
@l1ls [ls-options [path]] Display local directory listing
Imkdir path Create local directory
®#1n [-3] oldpath newpath Link remote file (-3 for symlink)
1pwd Print local working directory
W1s [-1afhlnrSt] [path] Display remote directory listing
lumask umask Set local umask to 'umask'
[@nkdir path Create remote directory

Sprogress Toggle display of progress meter
— -




2. Practice

hou@cantaloupe: ~

Using username "hou".
Authenticating with public key "rsa-key-201607086"
Last login: Mon Jul 18 09:15:29 2016 from 10.0.9.2
hou@cantaloupe:~$ sudo sftp bit.sparcs.org
root@bit.sparcs.org's password:

Permission denied, please try again.
root@bit.sparcs.org's password:

Permission denied, please try again.
root@bit.sparcs.org's password:
hou@cantaloupe:~$ sudo sftp houlbit.sparcs.org
hou@bit.sparcs.org's password:

Connected to bit.sparcs.org.

sftp> 1s

He | env env_pro fresh golbang

hou@bit: ~

sTunes seminar

task

Using username "hou".
hou@bit.sparcs.org's password:
fLinux bit 2.6.32-5-xen-amd64 #1 SMP Tue May 13 18:41:58 UTC 2014 x86_ 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Mon Jul 18 18:24:23 2016 from 143.248.234.157
hou@bit: 1s

golbang =Tu




2. Practice

sftp> get golbang
Fetching /home/hou/golbang to golbang
/home/hou/golbang 100% 41 0.0KB/s 00:00

te golbang
bang to remote

= 0

e
go
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