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« LDAP (Lightweight Directory Access Protocol)
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Directory service:
it 2180 Y= Lfs A|LE X ME[ A0 Ljst AR &2 HEL - IBM

/ + of & AFA0f LSt 2CL0[AHE U AH O/ M= K|S
HEHI AEXL, HRE, Z2IE, =HQl, MH, MOI S =>"8E&"
+ 0| 3255 N&ots ML, 8&ots SCH0|UE => "Zael”

s

I

ex) DNS AlH{( ara.sparcs.org -> 143.248.234.157 ), SPARCS SSO( ID, passwd -> £=1Ql/

N—r

- 4A&: Directory = UESRIA(TCP/IP Layenr)0f, CIE YHESIA 7iX =0 Cizt SE2& A%



LDAP A

SPARCS

Server

Directory Server

Directory Directory?2 HH
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LDAP
« Directory service 2| E& 114
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DB vs LDAP
+ LDAP = €352| DB
« LDAP 2 ‘collection of information that's used to describe something'’
. '947|'7F Bl O|FX| & A
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SSO vs LDAP
- SSO Tt= [ LDAP A8 &t
« ID/Passwd 7t Bt2 ™ Access, OtL|™ Denied
- LDAP = ID OfCr M= C}E @ Manager, Professor, Student, ...

S Active Directory(windows), OpenLDAP(linux, macOS, windows)
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* DIT (Directory Information Tree)
« dn: uid=HyoungJo Bhang, ou=member, dc=sparcs, dc=org
« dn — ‘distinguished name’
 uid - ‘user id’

* OuU — ‘organization unit’ ex) h.kwon@sparCS.org
* dc — ‘domain component’

dc: com
|
domain ## (Organisation)
/ \
ou: People servers ## (Organisational Units)
/ \

uid: .. H.Kwon ## (OU-specific data)
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o Attribute
« 2 fM|7E 7HX| = &8 ex) Ol &, Motz

objectclass ( 2.16.840.1.113730.3.2.2
. NAME 'inetOrgPerson'
® ObJeCtC|aSS DESC 'RF(C2798: Internet Organizational Person'
. o SUP organizationalPerson
e Attribute 2| & Tt SEIETL
2 = XX Ol aUd|O $ bUSIn E ;L audio $ businessCategory $ carlLicense $ departmentNumber $

displayName $ employeeNumber $ employeeType $ givenName $
homePhone $ homePostalAddress $ initials $ jpegPhoto $
labeledURI $ mail $ manager $ mobile $ o $ pager $

photo $ roomNumber $ secretary $ uid $ userCertificate $

PY Schema x500uniqueldentifier $ preferredLanguage $

userSMIMECertificate $ userPKCS12 )

LDAP A E{O]| ‘E2| -> old.sparcs.org
. /etc/Idap/schema 20 BH=C}.
« Attribute 2} ObjectClass € Holsl=2 A



hubo@®old:/etc/ldap/schena$ cat inetorgperson.schema
# inetorgperson.schema - InetOrgPerson (RFC2798)
# $0penLDAP$
This work is part of OpenLDAP Software <http://www.openldap.org/>.

Copyright 1998-2014 The OpenLDAP Foundation.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted only as authorized by the OpenLDAP
Public License.

A copy of this license is available in the file LICENSE in the
top-level directory of the distribution or, alternatively, at
<http://www.OpenLDAP.org/license.html>.

InetOrgPerson (RFC2798)

Depends upon
Definition of an X.500 Attribute Type and an Object Class to Hold
Uniform Resource Identifiers (URIs) [RFC2079]
(core.schema)

A Summary of the X.500(96) User Schema for use with LDAPv3 [RF(C2256]
(core.schema)

The COSINE and Internet X.500 Schema [RFC1274] (cosine.schema)

The version of this file as distributed by the OpenLDAP Foundation
contains text from an IETF RFC explaining the schema. Unfortunately,
that text is covered by a license that doesn't meet Debian's Free
Software Guidelines. This is a stripped version of the schema that
contains only the functional schema definition, not the text of the

16849 -%.113730.3.1.1
'carlLicense
R 98—vetticle license or registration plate’
EQUALITY caselgnoreMatch
SUBSTR caselIgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

attributetype

EQUALITY caselgnoreMatch
SUBSTR caselIgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

a department within an organization'

attributetype ( 2.16.840.1.113730.3.1.241
NAME 'displayName'
DESC 'RFC2798: preferred name to be used when displaying entries'
EQUALITY caselgnoreMatch
SUBSTR caselIgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 2.16.840.1.113730.3.1.3
NAME 'employeeNumber'
DESC 'RFC2798: numerically identifies an employee within an organization'
EQUALITY caselgnoreMatch
SUBSTR caseIgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 2.16.840.1.113730.3.1.4
NAME 'employeeType'
DESC 'RFC2798: type of employment for a person'




OpenlLDAP

 Server — Client
» old.sparcs.org — hubo or ssal.sparcs.org?

 Server Setup

« $ sudo apt-get install slapd Idap-utils

 slapd: Stand-alone LDAP Daemon
. Ldap M2 93 b LM Qe

« $ sudo dpkg-reconfigure slapd

* No, sparcs.org, sparcs, <0l 273t H|H, H#1=r9l HDB, No, No, No

« $ /etc/init.d/slapd [start, stop, restart]
« ex) $ /etc/init.d/slapd restart


BhangHyoungJo
스티커 노트
apt-get update!
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 Search
« $ ldapsearch —x —LLL —b dc=sparcs,dc=org

o -x: Q15 @AZ ZIELHT

« -W: HZHZE prompt 2 S0{&
-l =3 "@AZ UESHA 1, 2, 3 25 CHE (LDIF @A)
-b: ZH

hubo@hubo-VirtualBox: /etc/ldap/schema$ ldapsearch -x -LLL -b dc=sparcs,dc=org
dn: dc=sparcs,dc=org
objectClass: top
dC A|_O| IIl Ol_E:lII objectClass: dcObject
. o|-L|-O| O|%O| |_ objectClass: organization
0: sparcs
dc: sparcs

dn: cn=admin,dc=sparcs,dc=org
objectClass: simpleSecurityObject
objectClass: organizationalRole
cn: admin

description: LDAP administrator

hubo@hubo-VirtualBox: /etc/ldap/schemas [}



OpenLDAP

- Add
- LDIF (LDAP Data Exchange Format): LDAP 2| data € plain text & Tr=CF.

dn: cn=wheels, dc=sparcs, dc=org

objectClass: posixGroup

cn: wheels

gidNumber: 100
¢ ~
BE0A]

dn: cn=hubo, dc=sparcs, dc=org vi add.Idif & HAAM M

objectClass: inetOrgPerson

objectClass: posixAccount

cn: hubo

sn: Bhang

uid: hubo

uidNumber: 2000

gidNumber: 100

homeDirectory: /home/hubo



OpenLDAP

« Add
« $ ldapadd —x =D cn=admin,dc=sparcs,dc=org -W —f add.Idif

* -X: OI_I% ECIDI-A—I % |7_|- I:I_l-ol hubo@hubo-VirtualBox:~$ ldapsearch -x -LLL -b dc=sparcs,dc=org
dn: dc=sparcs,dc=org
. m]| o = = = objectClass: top
¢ _W Hl = I:ll_-Ig = prompt E EO-I = objectClass: dcObject

objectClass: organization

« -D:  F[O =7tot= ArEel dnll (admin AFEAL  HIEEE

dc: sparcs

¢ _f —?—lO‘” |d|f JTl-l-ol dn: cn=admin,dc=sparcs,dc=org
bj 1 : simpl i bj
. - 20| HEX U2 objectClase: organizationaiRole
: admi
$ Idapadd 2 O $ Idamed Ify _a = I:|_ 7|_ = SZSC?iBtgon: LDAP administrator

dn: cn=wheels,dc=sparcs,dc=org
objectClass: posixGroup

cn: wheels

gidNumber: 100

dn: cn=hubo,dc=sparcs,dc=org

e CFA
|- | objectClass: inetOrgPerson
$ |dapsearch —x —LLL —b dc=sparcs,dc=org e

: 100
homeDirectory: /home/hubo

hubo@hubo-VvirtualBox:~$ ]



OpenLDAP

 Client Setup
« NSS (Name Service Switch)

« Name Service == Directory Service
- S5 HERZ o §&2 MY otLre| MHo| HEE CF 20r+1, ERot CHE MH 2 80| S0{H
2LELL

« Name Service ‘Switch”: nsswitch.conf 2t= It XHA|!
- N oS 7HX| 2 Q2™ OCIM/OlH =M2 HEE #HSX|E 47
« Local(/etc/passwd, /etc/hosts)@I K|, DNS QIX|, LDAP 2IX|~

« $ sudo apt-get install libnss-ldapd

« /etc/nsswitch.conf
* ns switch

e /etc/nslcd.conf
 ns LDAP connection daemon



OpenlLDAP

Information Description
Sources
files A file stored in the client's /etc directory. For example, /etc/passwd
nisplus An NIS+ table. For example, the hosts table.
nis A NIS map. For example, the hosts map.
compat Compat can be used for password and group information to support old-style + or - syntax in /etc/passwd ,
/etc/shadow ,and /etc/group files.
dns Can be used to specify that host information be obtained from DNS.

ldap

Can be used to specify entries be obtained from the LDAP directory.




pGina

* pGina (pluggable Graphical Identification and Authentication)
 UNIX/macOS Of| A nsswitch 2tH, Windows & pGina = £t2|.

« UNIX/Linux/Windows 2%} 2tZd 0| =C}.

. ex) LDAP 7} O|0] ZX|S7LE, MySQL 2 AFRXIE BHa|stm A I
logon

« Windows = 7| &0 authentication(2!3)= 5
2I3ll GINA/Credential Provider & AHE e

WinLogon exe
given control

User
environment
created

+ GINA O plug-in(EET)S FIIHHAM pGina 2| configure
Ol k2t authentication module & &2{-2C}H!
. LDAP, MySQl, ..




General | Plugin Selection | Plugin Order | Simulation | Credential Provider Options |

Search Directories

Directory
C:\Program Files\pGina"\Plugins"Core
C:\Program Files\pGina"\Plugins'\Contrib

Current Plugins

Plugin Name

Local Machine

Authentication  Authorization Gateway Notffication Description

Manages local machine accounts for authenticated users, and autt

MySQL

Uses a MySQL server as the account database.

MySQL Logger

Logs various events to a MySQL database.

Simple Demonstration

A demonstration plugin that allows all usemames that begin with the

Session Limit

Enforces limits to user's sessions

Single User Login

Allow re-direction of all authenticated users to a single set of creder

Email Authentication

A plugin that authenticates against a POP or IMAP server.

RADIUS Plugin

A RADIUS Authentication and Accounting Plugin

Modifv Usemame Pluain
<

Modifv the usemame at various staaes of the loain orocess

pGina 3.1.7.1

General | Plugin Selection | Plugin Order | Simulation | Credential Provider Options |

Searcl| a5l LDAP Plugin Settings

LDAP Server

test.com

LDAP Host(s)

LDAP Port 636 Timeout 10 Use SSL Validate Server Certfficate
SSL Cetficate Fie | | [ Browse
Search DN CN=User, DC=test|DC=com

Search Password

Show Text

Group DN Pattem

Authertication | Authorization | Gateway

Member Attibute

Allow Empty Passwords

User DN Pattem

Search for DN

Search Filter (sAMAccountName="%u)

Search Context(s)  DC=test,DC=com

pGina 3.2.4.1




sexysw

Admin

pGina Version: 3.1.8.0







END

el
 /etc/ldap/schema
« $ /etc/init.d/slapd [start, stop, restart]
 $ |dapsearch —x —LLL —b dc=sparcs,dc=org
« $ ldapadd —x -D cn=admin,dc=sparcs,dc=org -W —f add.Idif
 /etc/nsswitch.conf
« /etc/nslcd.conf
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