Back Up



What is Backup?

e Saving data somewhere else

* Preparing for Emergency




Why Back Up?
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Why Back Up?
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Causes of Loss of Data
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What Do | Save?

* Anything!

 Server Data, Client Data, Pictures, Documents, Websites,
VPN Server Information, Etc...



Type of Back Ups

~ull backup
ncremental backup

Differential backup
Mirror backup



Differences
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Full Backup
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Incremental Backup
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Differential Backup
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Back up file with .tar

* S sudo mkdir backups -c: tar2 HEC}

-v: 25 IES E{0[20| E=HeITt
-p: Lt HehS oH XEFSTt

* S cd backups f: I 0|22 X|FsiCt

* Ssudo tar -cvpf /backups/full-backup.tar —directory=/
—exclude=proc —exclude=sys —exclude=dev/pts

—exclude=backups .



Back up files with .gz, .bz2

* S sudo mkdir backups
* S cd backups
* S sudo tar -zcvpf /backups/full-backup.tar.gz (or .bz2) —

directory=/ —exclude=proc —exclude=sys —
exclude=dev/pts
—exclude=backups .
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Back up in remote server
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rsync

loption] [source(file to send)] [destination]



Rsync - options

e -v or —verbose XtA|5HH &=

e -q or —quiet 08 HA|X|= E=5IX| 4= (0f[2] =)
e -a or —archive O}7O[&!

(X[, Het, ARz Eetsl0] 7H4 =)

e -r or —recursive ot AZE2| C[AEZ|E recursivedH

e -z or —compress &M S



Rsync - example

sparcs@46a0fba8a998: $ sudo rsync -v index.js ubuntu@l13.125.175.179:/home/ubuntu
ubuntu@13.125.175.179's password:

Permission denied, please try again.

ubuntu@13.125.175.179's password:

index.js

sent 4,234 bytes received 35 bytes 656.77 bytes/sec
total size is 4,148 speedup is 0.97

ubuntu@ip-172-31-36-160: $ 1s

index.js

ubuntu@ip-172-31-36-160: $§ cat index.js
const express = require('express');

const app = express();

const bodyParser = require('body-parser');
const User = require('./model/user.js');
const History = require('./model/history.js');
const cors = require('cors');

var request = require('request');
app.use(cors());
app.use(express.static('static'));




Rsync - ssh with rsa

S sudo apt-get install ssh rsync

S ssh-keygen -t rsa
(RSA E}IS E public key2t private keyS 2&)

S scp .ssh/id_rsa.pub ubuntu@13.125.175.179:~/.ssh/

authorized keys

S rsync -avz —progress -e ssh /backups
ubuntu@13.125.175.179:backups



Rshapshot

 rsync 7|9e| LU A[AH! 2 REIZ]

* Incremental backup= At



Rshapshot

S sudo apt-get install rsnapshot
S sudo vi /etc/rsnapshot.conf
Config options:

* snapshot_root: BH0| HEZ

=
« cmd_ssh 2f@le| =M Z Sf{A|stH &4 HH0| Vs
* retain [name] [n]: SHE O| S| HIAZ nZi7HX| FX|
 verbose, loglevel: B{0|'2 &8 HA|IX[t 205 0= &

SA[sHA 7= AelX|



Rsnapshot - Restore

S mkdir here
S sudo cp -r /var/cache/rsnapshot/alpha.0 here



Rsnapshot - example

ubuntu@ip-172-31-36-160: $ sudo rsnapshot -v alpha

echo 21707 > /var/run/rsnapshot.pid

mkdir -m 0755 -p /var/cache/rsnapshot/alpha.0/

/usr/bin/rsync -a --delete --numeric-ids --relative --delete-excluded \
/home/ /var/cache/rsnapshot/alpha.0/localhost/

/usr/bin/rsync -a --delete --numeric-ids --relative --delete-excluded /etc/ \
/var/cache/rsnapshot/alpha.0/localhost/

/usr/bin/rsync -a --delete --numeric-ids --relative --delete-excluded \
/usr/local/ /var/cache/rsnapshot/alpha.0/localhost/

/usr/bin/rsync -a --delete --numeric-ids --relative --delete-excluded \
/test/ /var/cache/rsnapshot/alpha.0/localhost/

touch /var/cache/rsnapshot/alpha.0/

rm -f /var/run/rsnapshot.pid




Backups in General

HT
olm
rlo
=
rII
1=
18
=<|)|__l
sk
N

ol
I
-
E

>
1

L
Il
T
I
im]

Of2] MO AATHES FUIHe= adoi=H .
K=, ¥M i 22 Mo|LoM ZES O|Est= ST EX




Other Backup Tips
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Kernel Panic

+ 087} S7ol7| 02 X[YHel L7TE &A
» X 2EF, H22| =X S Ciret Cause
» =FA3EI0| 7HE tHEXC of

A problem has been detect and Windows has been shut down to prevent damage
to your computer.

If this is the first time you’ve seen this Stop error screen,
restart your computer. If this screen appears again, follow these steps:

Check to be sure you have adequate disk space. If a driver is
identified in the Stop message, disable the driver or check
with the manufacturer for driver updates. Try changing video
adapters.

Check with your hardware vendor for any BIOS updates. Disable
BIOS memory options such as caching or shadowing. If you need

to use Safe Mode to remove or disable components, restart your
computer, press F8 to select Advanced Startup options, and then
select Safe Mode.

Technical information:

»xx STOP: Ox0000008E (0x80000003, 0x8A180374)




Hardware Failures

Broken file system — Most common
— e2fsck O|2t= HEHOZ =+ 2 B4

e Jetc/fstab O|A] ZH2 MHE A

AL
— Linux Secure2 B8 = £ 2|1 X{EE
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° E| A u_|.OI AlAEI% 7é—||7:-|| Ol g_—rL%I-

e fsckQ| MZ22 A
e J|2Mo=E MU= 55

- — 1/
— inodes, blocks, sizes, C|EIEZ| 21X C|HIER |.‘l47£¢§, npdel
3, MA| ot T, JXH| =25 S AIES =5

« S e2fsck [options] [AFe C|HIO|A O]
« SHE Filesystem= UnmountdliOF At 7HSSHC}

root@TecMint:~# umount /dev/sdb
root@TecMint:~# fsck /dev/sdb

fsck from util-1linux 2.31.1
e2fsck 1.44.1 (24-Mar-2018) Run fsck on Root

Unmount Root Partition

/dev/sdb: clean, 11/655360 files, 66753/2621440 blocks
root@TecMint:~#

fsck Check Summary
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2012 KAIST/SPARCS shiZd At

20123 1& 10&.

KAIST A4 S0| sHAYS, e
A.L%FA - ’?| pes,

/var/run/sshd.sync/ol| AtE

At HEHS T} plain text=E X
xt

root OFO|C|0i] gOt4nyrO0ts
= XM ™£0]| E=ICE
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{elabimale OF. . .

{elaborate) TH-IIHLIHL] <YU | > El- O I'O | I:-l 9..| éH 9" 7 |'

= pcpenpal (pcponpal@125./.192.7 38) YA Tiape ftsparcs | 20t ch

YU ol AI-A | R O‘Il I-I _AL
—_— ] — C EH —

<YUI» elsborate panic 7 :D

{elaborate) YUI SHIGIM @ w4792

{YUI» talk english please

{elaborate) 7?7 | am sorry but who ars you?

{YUI» your biggest nightmare

{elabimale) 5o
')

‘wlaborale) Whal do you de?

<YUI? | hack

{softdi=_) aha...

{softdi=_> Yau attacked sparcs?

<YUI> 1 didn't attack anything

<{YUI> l only cained root

<YUD ah k

{elabaral=> Well, 1 would like 10 know how you know Thw password

at=> | just want to know the process

{elabcrate) F__kycu!

{YULI) elaborate you need to study more
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Thank you!



