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Packet switches
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Application Layer
Transport Layer

Network Layer

Data link Layer

Physical Layer
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Today’s Topic

Application Layer
Transport Layer

Network Layer

Data link Layer

Physical Layer
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vper Text Transfer Protocol
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Request

Response

PC running
Firefox browser

AN7| 20|, Cookie L session 2| 7| == O|&5d}|Of &t

Apache Web
server

iPhone running
Safari browser




HTTP Request

heacer eid name [ | vaive Jor 1

header field hame I value

entity body

request
line

header
lines




HTTP Request

request line
(GET, POST,
HEAD commands)

header

lines

carriage return,
line feed at start
of line indicates
end of header lines

carriage return character
/ line-feed character
!

/
GET /index.html HTTP/l.l\r\i
Host: www-net.cs.umass.edul\r\n
User-Agent: Firefox/3.6.10\r\n
Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: ISO0-8859-1,utf-8;g=0.7\r\n
Keep-Alive: 115\r\n
Connection: keep-alivel\r\n

—— \r\n



HTTP Request

Method2+ URL, 12l 11 version<=
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HTTP Request Method

GET: BEME &, M Z2t0IQEol Bl RIEQ ERIEI EME HY (E)
HEAD : GET & T Q3+ response body 7+ 2.

POST : MtH & mQol v+ AEHOI HRA S L 2T

PUT . TIOIEHE MHE E\YY MEH T S/ otoI B2 SERIDdI TN (&~ R])

DELETE : MtHOll Q& ERQ MU RIS



HTTP Request URI

Q2 = WA, URI(Uniform Resource Identifier) S LOror 31K ..

URIEE, QlEiYloll QL= RIKI(EA, OlOIRl, QY TF5)5 HAM Yr T2 A HiH
2 WU T URIOIE URLZ Ol QO BRH QLEISIALOIAM TIRIT ERIAS Al
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URL : OiT RHQl KXol Tt ATH 4= (www.sample.com/index.html)
URN : X|£H0[12, 9|X| S &HQ XA Q| X|A[X} (urn:isbn:123456789)



HTTP Request URL

URLS QUHERQL B4y~
protocol://domain:port/path?query#fragment

 EME O U AR E ZEEZE Ol e
Domain : M7t Qe HEEHY IPE A (-2 domain name)/
Port : MEHTH oIl 2 E SRS Hi2HE 11 QL =Rl (ex. 80:http, 443:https, 21:ftp)
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MHE RITE = £27HRE G2 12
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HTTP Request URL

olE Sol,

https://search.naver.com/search.naver?where=nexearch&sm=top_hty&
fom=1&Ile=utf8&query=sparcs
: HTTPS
Domain : search.naver.com
Port : 443:https
. search.naver
. where = nexearch, sm = top, fom =1, ie = utf8, query = sparcs

Gl



HTTP Request Version

HTTP/1.0
GET, POST, HEAD

HTTP/1.1
GET, POST, HEAD, PUT, DELETE



HTTP Response

B 3 E(status code)

———— > Status Line
Date: Sun, ©8 Feb »xxxx 01:11:12 GMT
Server: Apache/1.3.29 (Win32) Response
Last-Modified: Sat, 87 Feb xxxx Sage
ETag: "0-23-4824c3a5"
Accept-Ranges: bytes
Content-Length: 35
Connection: close
Content-Type: text/html

» Response

Alﬂdnkhn eparat
<h1l>My Home page</hl> - Response NLj ge jdy

s header & body




HTTP Response Status code

3xx: 2|Clo|HigtE

— 301: Fgol5: 302: UAlo]5

~ 304 £HE|A/o8S

Exx: A2 &

— 500: LHE 2 2; 503: AMH|AAIRE T}




Cookie
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Session : Al =0 &&=
T71.

. w
client server

bay 8734
usual http request MSg |  Amazon server

creates |ID o
1678 for user create Packend
entry\datab_e_ise

cookie file
usual http response

ebay 8734 set-cookie: 1678

amazon 1678

usual http request msg
cookie: 1678

usual http response msg

i
one week later: 4
access

ebay 8734 usual http request msg _ /
amazon 1678 cookie: 1678 cookie- /

specific ~

usual http response msg action

cookie-  access
specific «
action



DNS

Domain Name System



DNS

omain Name System

Q37 ¢ Q&, naver.com &2 google.com
ol3 ol &L ¥ 1 Domain Name Ol 2+ I Qb T

https://


https://www.youtube.com/watch?v=2ZUxoi7YNgs

DNS

AHAL Q217F, naver.com Ol2+1 H2tQ ™ Rloll QL=
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D N S root DNS server

Root DNS :
com net edu org
. t

TLD(top-level-domain) server : local DN serve

dns.poly.edu
naver google sparcs 1‘

. - e/ -
Authoritative DNS server : 4 authoritative DNS server
i dns.cs.umass.edu

U 714 (or BEAINE DNS M EHH requesting host -

cis.poly.edu E

gaia.cs.umass.edu




D N S root DNS server

Authoritative DNS server :
b 71<Q(or XIS DNS AMH

t
local DNS server : mch Eiiii[j"e
A2 JWEQ I ol Q= DNS A 1‘

J authoritative DNS server
%

e dns.cs.umass.edu
requesting host

cis.poly.edu E

L

gaia.cs.umass.edu




DNS

Root DNS Servers

T

com DNS servers g DNS servers edu DNS servers

/N | N\

pbs.org poly.edu umass.edu
DNS serversDNS servers

yahoo.com  amazon.com
DNS servers DNS servers DNS servers




DNS Resource record

Domain Name® A== RE AELE e IS




DNS Resource record

RR format: (name, value, type, ttl)

type=NS
* name is domain (e.g,,

= name is hosthame foo.com)

* wvalue is hosthame of
authoritative name
server for this domain

= value is IP address




DNS Resource record

RR format: (name, value, type, ttl)

type=CNAME

= name IS alias name for some
Wi . »y .
canonical (the real) name

www.ibm.com is really

servereast.backup2.ibm.com

value is canonical name

type=MX
» yvalue is name of mailserver
associated with name



Sub Domain

news.naver.com
blog.naver.com

U T QIO MZ THE MEHE THEIT1H OH
Sub directory

naver.com/news
naver.com/blog
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Virtual Hosting
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Apache HTTP Server ™
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Node.js =

=

vs Node.js?

Heff= Chrome V8 Javascript lIZIS 2 BE= Javascript Runtime

G710l HTTP 2= S5t MHZ 20| 7t

[t HSFE 2 MHE flol 7HEE (FAL= 24 Z1) Apache 71T QHREA Y 4= 510]| §i.



Install

$ apt-get update
$ apt-get install apache2 -y
$ apache2 -v
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Directory

/etc/apache?2/ : Root Directory.
[var/www/ : Site Root &, 0|22| IUSZ AH7} A

/var/log/apache2 : Log files

Ok
ool



=

/etc/apache2/

apache2.conf : OfLz| MH2| 7|Z4 2l 24

ports.conf : £E HZA HA (Virtualhosting, etc)

sites—-available : AF& 7}t virtual host £0| 20{Q!= Directory
Sited-enabled : 2/d3t=l virtual host (a2ensite2 &4d3})
Mods-available : Ar& 7+5St mods 7t 2O U= Directory

Mods-enabled : A45}=l mods



=

Let’s run Apache Server!

apache2.conf Tto| OFR|2 H20|| ‘ServerName localhost’ & &7}

localhost

$ sudo vi apache2.conf
(847] M-8 mH0|7| wf20f| root HSHO 2 HO{0F BLICH.)
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Let’s run Apache Server!

$ sudo service apache2 start
Hat@ {2 127.0.0.1 L= localhost H<

Apache2 Ubuntu Default Page

b

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully

+808H ZEOf| HHE|L U= TZNATFQI0{0F o 2!
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Virtualhosting

$ sudo mkdir /var/www/htmi|2
$ sudo vi /var/www/html2/index.html
$ sudo vi /etc/apache2/ports.conf : Listen 81 7}
$ cd /etc/apache2/sites-available
$ sudo cp 000-default.conf 001-new.conf
$ sudo vi 001-new.conf
(VirtualHost *:80) = (VirtualHost *81)= tHH4

DocumentRoot /var/www/htmIlZ2 DocumentRoot /var/www/html|2 2 HZ4



Virtualhosting

$ sudo a2ensite 001-new

$ sudo service apache?2 reload

SPARCS Wh x_.v Apache2 UL ' he2 a x'., ofmtx| 3¢ x '
' SPARCS Wh x_,‘ﬁ 143.248.234 :-:Y_Q apache| ' J O Apachez Lo x (@ apechesiop X W \a

& C v | @ 143.248.234.161:32789

< C O ® 143.248.234.161:32788

®

Hello, world! I”| I |EEH

This is the default welcor
installation on Ubuntu sy

http://localhost:81 http://localhost:80
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271240 MK -

Apache MPM : |2l Z2A|AMAM AFA Z2M|AZ A4S FHY

Apache Mods : Ot 2| 2| 7|55 =& A|Z{== Module (npm module 2t SA})

Apache Tomcat : 52 ¢l MH, 28 Dynamic 5tA| 2.

T=HA] HI A}
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Apache 2t Z2 Hl AMH
Ej40] C-S (HTTP Proxy& ¢loll EH0{H), == EfiH0| = & HE.
2L} 71 M| 2e] 2 A HIZ|OtZ O 2 0|A|= Apache 2+ X}0|7} &0 gl

Apacheol H[3 t| 22|12 23 © Zolei=Cis 20| U,
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Install

$ apt-get update
$ apt-get install nginx -y

$ nginx -v



Let’s run nginx....what?

$ sudo service nginx start
H2lRAH 2 127.0.0.1 = localhost &

1p>

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully

+808H ZEOf| HHE|L U= TZNATFQI0{0F o 2!
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Apache 2} nginx = 25 7|& DocumentRoot &&0| /var/www/html/ &IL|C}.

YA E index.html 2 Z5L|Ct. & &6l 0F L Cf!
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$ cd /var/www/html/

$ sudo rm index.html

$1s

$ sudo mv index.nginx-debian.html index.html

$ sudo service nginx reload



Q

/etc/nginx/

nginx.conf : nginx At 2| 7| 2421 44
ports.conf: ZE HZA HA (Virtualhosting, etc)
sites-available : Ar2 7}t virtual host 20| 2{!-= Directory

Sited-enabled : &A3}= virtual host
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Reverse Proxy




Q

Reverse Proxy

$ cd /etc/nginx/sites-available
$ sudo rm default

$ sudo vi /etc/nginx/sites-available/example

$ cd /etc/nginx/sites-enabled
$ sudo rm default
$ sudo In - s /etc/nginx/sites-available/example example

$ sudo service nginx reload
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Reverse Proxy

$ node app.js

(app.jst slack Of| Z22|Z&LICE)
Hello, world Hello, world

Reverse Proxy!

localhost localhost:3000
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