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Network — Transport Layer

Application Layer T SAE 7io| S WIS F9|
TCP/UDPZ} 0§7|0]| &t
TCP= initialization0| 25} 42| =TS
Network Layer UDP= ZICHSHX|ZH TiZl0| &4/E4E = US

Data link Layer TCP9} UDPS| ZEL m2 A A]| SHotel
ZEL {6H|EZ LIERHEZ, $Q|= 0~65535

Physical Layer

* Transport LayerolliM packet2 segmentzE Ol S22 £8]
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Network — Transport Layer

Transport Layer= Al 2 CHE hostO| A] S 210l= application process
O A = Xﬂ:"_é_ff SRt 7|ls= d=Ct.
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Network — Transport Layer

application
application (Pa> (P5HCPE) _application

) = P2 (P

| [network] |
I I I
server:IP || physical] | i‘

address B B

source IP,port: B,80 . host: IP
address A dest IP port: A,9157 source IP,port: C,5775 address C

S dest IF port: B,80

source IP,port: A,9157
dest IP, port: B,80_

source IPport: C,9157
dest IP,port: B,80_




Process2| Port

O QHIZOE dtE tA3 Fol FMRIEIO Qe A ZEE &
QtTHEH = DI O3S 153 23 RN T 23O AL
EHTF 2 2] Aol ARl RG] ©HH = RIRLQETY




1. Application0| Al =07t =
T2 | ASO0| CHE hostZ ELHL

AlO
IT
source IP,port: B,80 = st x HI'X'Q_'— Ekl’Xl O‘” EH _6|'
. dest IPport: A,9157 source IP,port: C,5775 address 2
address A Gact 1P,part B .80 =2 = L —
source IP,port: A,9157 S O_”
dest IR, pOI't. B_,SL Tce ,port: C 9157 eg m e nt

sou ,
dest IPport: B,80_

3. Network Layer = Segment=

4. Network Layer2} OF2ll AS== S5 O RO K| C}-E hostOi| =& SHCT

5. CF= host2| transport layer—= O I = M| A0
20t LS QK| =20l5t1n T I = M| A0




Network — Transport Layer

O| I} A< == Q= Transport Layer2| protocol O]
TCP(Transmission Control Protocol)2f UDP(User Datagram Protocol) & L| Ct.



3. Network Layer =2 Segment=

O7|A =2 BN E A
L7} O] E L= Segment/f & St=

= O hostE A host& =0, A

HF 2 Tcp2} upp2| XtO|QlL|C}.



2. K| =AHX|Of CHet
UDP Segment0]

length, in bytes of
UDP segment,

m including header
| length 7 checksum

why is there a UDP?

" nNO connection
application establishment (which can
data add delay)

(payload) simple: no connection
state at sender, receiver

small header size

ho congestion control:
UDP can blast away as fast
as desired

UDP segment format




2. ZEIX| o & &HX|of| CHh
TCP Segmentoﬂ

32 bits
URG: urgent data

(generally not used'}"‘x dest port # A counting

0 Y j /by bytes
ACK: ACK # “\ sequence number of data

valid ——J—__acknowledgement number /fj  (not segmentsl)

a nﬁt
PSH: push data now E!;!g! receive window .
(generally not used) Chﬁeﬁum Urg data pointer

# bytes
~ ~revr willing
RST, SYN, FIN:-— i | to accept

connection estab
(setup, teardown

commands) application

Internet data

checksum” (variable length)
(as in UDP)




TCP

LA, Ter= A 2 E= A2 X[ ot=7t



TCP

oA, FAO0| HE9| dz[d= BOEE =712

Bit errors Loss of packets



Wait for

call fmm

above

rdt_send(data)

packet = make_pkt(data)
udt_send(packet)

sender

&= BACELL ol & AJLE.

Wait for rdt_rcv(packet)

call from extract (packet,data)
below deliver_data(data)

recejver




TCP

= OF A ZFSH O 7

ACK (acknowledgement)2t
NAK(negative acknowledgement)2t= 7 &= F=7}SHAL.

2= Z0A

= bit errors/t S| @178~ O|2t12 S} AHL
& bit errors/t 4| = Q17d~ O|2t12 Sl= A



rdt_send(data)

sndpkt = make_pkt(data, checksum)
udt_send(sndpkt)
rdt_rcv(rcvpkt) &&

Nait for isSNAK(rcvpkt)

call from udt_send(sndpkt)
above

rdt_rcv(rcvpkt) && isACK(revpkt)
A

sender

Checksum=

error”/f

Oo|
AA L—

Al &



TCP

receijver

=2 OF AHZFS
14 ) S EH..? rdt_rcv(rcvpkt) &&
corrupt(revpkt)

udt_send(NAK)

Wait for
call from
below

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)




TCP
OfL| 2G|, AcKZ NAKOf| A 7F M 7|57

2, 2 Al 2L B 2| K}
O O H m2l= ELHOF & =X| 2E L7t fl= = O§7[Af

rdt_send(data)
sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt) rdt_rcv(revpkt) &&
( corrupt(rcvpkt) ||
isSNAK(rcvpkt) )
udt_send(sndpkt)
rdt_rev(revpkt)

&& notcorrupt(revpkt) rdt_rcv(rcvpkt)

&& isACK (revpkt) && notcorrupt(revpkt)

&& isACK(revpkt)
."\

rdt_rcv(rcvpkt) &&

( corrupt(revpkt) || . .

isNAK (rcvpkt) ) rdt_send(data)

udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)
- ' ' udt_send(sndpkt)




TCP

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

start_timer

fimeout
udt_: sndpkt)
start_timer

call Ofrom
above

omrupt{rcvpkt) rdt_rcv(rcvpkt)
(revpkt, 1) && notcorrupt(rcvpkt)
stop_timer && isACK(rcvpkt,0)
stop_tim
Wait for

— call 1 from
udt_send(sndpkt) C above .
start_timer Q/ rdt_rev(revpkt)

timeout

ata) A
rdt_rev(revpkt) && rdt_send(data)
( corrupt(revpkt) || sndpkt = make_pki(1, data
isAl ) udt_send(sndpkt)
) start_timer



TCP

* SegmentS SILHA HL H L2 22| 25 —  GBN, SR
20 O HEA M&otD A 242 ——  Fast retransmit

* L| 7t | & BEO| ELf A =4IXp7F B K| EH? ——  Flow Control

t? ——  Three-way handshake

* L7t & BEO| EL{A “I= 40| &&fofH? ——  Congestion Control



TCP

=7l Of5H
* X OHE 2 O1E A S| oF & 77p? ——  Three-way handshake
* L7t & BEO| EL{A “I= 40| &&fofH? ——  Congestion Control




Network Layer

Application Layer
Transport Layer

Network Layer

Data link Layer

Physical Layer

T2 E o €A HH ZolX| AH

IPv4, IPv67} 047
2| QE|= IP(+%7

mj2l2 eteslsict

3. Network Layer= Segment=

Network LayerZ} SegmentS 2O M A Ct52......7
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Router

Local farwarding
table

values in arriving

packet heade

control
plane
data

plane




Router

Forwarding(Data plane) : &1 8 23 0|A &8 2 30| A datagram= M E

Routing(Control plane) : datagramOi| =4 hostOl| Al =& X| hostZ/[ |

A . () - L_
2 MY = = YA forwardingg ZES= A

%, datagram= 5t= A

* Network Layer2| packet= datagramO| 2} = &



IP : Internet Protocol

=S S0} *StE= hostO| datagram= T EHoS= Z2E=

0i2] HERIE U2t SAX|E 3012 I A0|= FAZ, hierarchyZt =X (ElFE4L] =74)
IPv4: |IP =4AE 32H|E2 LIELHE 2 2F 42 7}2| Z=AE St 718t

IPv6: IP A& 128H|E2 LIERHE 2 21287}j9| A& St JhsE

K| 2| 2= B2el2do] IPv6 T4 E F0{E £+ UAS Fx




|Pv4

|P address :
HostL| Router®| AT X}
32 bitE £ /U Z

interface :

Host, router, _L2| 11 physical layer&

T =
BEcie F =

223.1.1.4 2231238

e

2231327

223.1.1.1 = 11011111 00000001 00000001 OOOOOOO1

e —

223 1 1 1




W/ 223.1.1.1 .. MEul .
= = 2t E 2 X X| %1

W/ 223.1.1.2 1.2.
~=l— 223114 223129 Sf|dog CEet 0ol 10

™

- 223122
93113 22311327

_subnet

=

network consisting of 3 subnets




|Pv4

CIDR : Classless Inter Domain Routing

a.b.cd/x, x:&€=H|E

subnet

— _———,—

part part
11001000 00010111 00010000 00000000

200.23.16.0/23




|Pv4

IP protocol version _
number>N. ——— 32bits — >  total datagram
length

header length mw type of - length (bytes)
type” of data 16-bit identifier @—————*m- ——fragmentation/
max number_ [Time to | upper hed or reassembly
emaiing hope.
e e router) |~ 32 bit source P address
each router) 32 bit source |IP address

7
upper layer protocol 32 bit destination IP address
to deliver payload to options (if any) e.g. timestamp,

record route
how much overhead? . data taken, specify
20 bytes of TCP (variable length, list of routers
20 bytes of IP typically a TCP to visit.

= 40 bytes + app or UDP segment)

layer overhead
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DHCP : Dynamic Host Configuration Protocol

QIE{ullo]| HZSI2H IP FAE Shet YotoFsHTH Ol At
835H= 210| DHCP! DHCP
DHCP: ME4l0)| E0|22{= FX|o| IPE EE3liF7| ¢ server
8t Protocol

& 0|l Ho|E€ Eo™ OS7t DHCP & MA|X| - St

£ O0H=0{AM Broadcast SiC} @ . L
Broadcast? MEUlI0| HAE 2= C|HIO|A0 HLY7| e =
(dst IP 255.255.255.255) 223.1.2.0/24

; arriving DHCP
~/ client needs
— address in this
network




DHCP

DHCP server: 223.1.2.5 DHCP discover
H Broadcast: is there a
DHCP server out there?

Broadcast: I'm a DHCP
server! Here's an IP
address you can use

DHCP request

Broadcast: OK. I'll take
that IP address!

DHCP ACK

Broadcast: OK. You've
got that IP address!

arriving
client




* Local network2}f LIH K| Internet= =0H Al £t2| SF A} —  NAT
* P27t £k A OfL OF? — IPvb
* AT EQO 20 22 H S 22| oK} —  SDN
* oM 282 OB A Tk = O — LS, DV, OSPF, iBGP, eBGP

* |P network 22| = € A| Sl = 7{O0f? ——  ICMP, SNMP



P A7 EA| YU su
DHCPE Soff L} IP T=AE 20t = HE LUUL}

2 71l Ol i

* |P network 22| = € A| Sl = 7{O0f? ——  ICMP, SNMP



Network Layer2| IP= O 7|77} K| BF SFA| L.

O K| 2t BZ =0 CHoll = Ot AL,



nslookup

nslookup 8 B 0] 70| Z2[ot2= £ 212 X8, 0| 2 Ot2fl= google.com 2| IP & =5

$ nslookup google.com

Server:
Address: ) #
Mon-authoritative answer:

Name : google.com
Address:
Name : google.com

Address:




ping

Ping 33 0l= U EH 3 SEIS = 2Iote = target hostS 2ol
_I

28 372 packets E'H Z, target host”| response packet= E'—H ™

0| = =45I(]

’
o 4 QA ShEECH,



ttlzersthmoonk>ping 172.168.68.1

ing 192.168._8. 1
92_.168.8.12| =
92 _168.08.12]
92_.168.8.1 2|
92 _168.8.12]

mﬂﬂMﬂMﬂl

tlzsersthmoonk’>

IIDIIHIIWIIL_I L

2

AJE&-1ms TTL=255
Alf=2ms TTL=255
TTL=255
TTL=255




nhetstat

Netstat %:' %' 01 =

Ciilsersi=| EH S >netstat

=R
Z2eE 2 Fai 9T Fa A1)
TCF 110.?5.?5.98151040 nritl3sdb—in—T202 https CLOSE_WAIT
TCF 110,76, 73.95: 51042 nritl3sdb—in—Tt202 https CLOSE_WAIT
TCF 110.76.73.95: 51613 a2d—30—220-116 httes  CLOSE_WAIT
TCP 110.78.753.96: 57614 a23-30-220-116 https  CLOUSE_WAIT
TCF 110, 76.73.968: 51733 270,235,101 " https E-TABL [SHED
TCF 110,78, 73.98: 517352 02.230.3. 194 hitps E-TABL [SHED
TCF 11D.TE.TE.HBIE1BTE th—in—-f125: 3222 E-TABL [S5HED

o T B M. CHAmmn [ W T T | ' [ I T I | | O Y Y O T O |t .
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