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Encrypted text
m


https://youtu.be/NRWAySME3Co

« Q= 22| 0|2 &= RSA &3 (Rivest Shamir Adleman)
* NP 242l A01+~25l FH|E 0|29t}

L == LT =

SAIXE
= -
= SEE LHE
— Alice!
o as -
« S7| 2 ASF HIEI IR 2SS} = CAATEOER
C HYI|Z ZDYE ABAAES
* S 7IME
-+ HIL7|2 A58, Bo47|2 2535 e
o LS-lL}ol}j= 7ts0tLt, HIZE7 | E 2= AFEAIRF S et V= AR}



sl Al (Hash)

.

O|FE S8&0|e|LHE HIO|HZ

« 2k2 1 Z Hash table© 2 2 Zt5}H =l

- LHA| S=oret + Q= A0M t=e

S5t 2

[ .

= ofd

« H|YHS HIt H|0|E] @|/HR HE, C
« MD5, SHA1

 Salt

0]E MZ2A

hello—

keys

7 0l | 221-8976
A Johin Smith
02| 521-1234
03
Lisa Smith ) -

hash
function buckets

0o

13

Sandra Dee
T 14 | 521-9655

15

add saft

—hello3ab9

l

hash function

l
39e19b234

l

store hash
and salt







opensslZ2 &S5} o H7|_CHZIF|HrAl

wheelseminar@tong:~/lulu/security test$ echo 'test sentence' > plaintext.txt

wheelseminar@tong:~/lulu/security test$ openssl enc -e -des3 -salt -in plaintext.txt -out ciphertext.txt
enter des-ede3-chc encryption password:

Verifying - enter des-ede3-chc encryption password:

wheelseminar@tong:~/lulu/security _test$ openssl enc -d -des3 -in ciphertext.txt -out plaintext?.txt
enter des-ede3-chc decryption password:

opensslenc -e -des3 -salt -in [RHOIY] -out [EHOIY] : des3HA O =2 A So|5H|
opensslenc -d -des3 -in [¥HEIIY] - out[EHIIY]: des3WA|C = 5 S5|5}7|
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wheelseminar@tong:~/lulu/security test$ echo "test sentence > plaintext.txt
wheelseminar@tong:~/lulu/security test$ openssl genrsa -out private.pem 1024
Generating RSA private key. 1024 bit long modulus

e is 65537 (0x010001)

wheelseminar@tong:~/lulu/security test$ openssl rsa —-in private.pem -out public.pem -outform PEM -pubout
writing RSA key

wheelseminar@tong:~/lulu/security test$ openssl| rsautl -encrypt -inkey public.pem -pubin -in plaintext.txt -out ciphertext.txt
wheelseminar@tong:~/lulu/security _test$ openssl rsautl -decrypt -inkey private.pem -in ciphertext.txt -out plaintext.txt

openssl genrsa -out private.pem 1024 : private key
openssl rsa - in private.pem -out public.pem -outform PEM - pubout : private key0| 2= public key 4

openssl rsautl —encrypt —inkey public.pem - pubin -in [ZEO}Y] - out [EHMY]: public key, RSA A0 2 Qf S5}
openssl| rsautl -decrypt —inkey private.pem -in [YEHIY] - out[SHIIY]: private key, RSA YA O 2 E S5}
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HTTPS(HTTP over SSL)

.« HOL0| Z5HEl HTTP (443t ZLE)
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« SSL(Secure Socket Layer protocol)
« HTTPSE=SSLEZ2EE 20| S0P E2EE

« TLS(Transport Layer Security protocol) Appiiation
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https://www.mysoftkey.com/security/ssl-protocol-overview/
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https://www.mysoftkey.com/security/4-phases-of-ssl-protocol/
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https://www.mysoftkey.com/security/4-phases-of-ssl-protocol/
https://opentutorials.org/course/228/4894
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Handshake_phase 2

— -,_/
Server_Hello
<<
234 P
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«  MHQ| public key @
« CADIOH|EZ |2 MEE|N] M-S
Server_Hello _Done
<<

https://en.wikipedia.org/wiki/Certificate authority CA 55 =+ US



https://en.wikipedia.org/wiki/Certificate_authority
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* NginxE 2 2A|o}1l A start

* Certbot2 0|25t CIZA W
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tong.sparcs.orgdj| https& HOtE A}

1. Certbot install
« Z[MHAO 2 BI= A0| O SQ5tC}H =) PPA(Personal Package Archive)

- Sudo apt-get install software-properties-common
« Sudo add-apt-repository ppa:certbot/certbot
» Sudo apt-get update

« Sudo apt-get install python-certbot-nginx



tong.sparcs.orgdj| https& HOtE A}

2. Certbot0f| A QISA E7|
* Sudo certbot --nginx -d [&f142 =H|Q]

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP access.

1: No redirect - Make no further changes to the webserver configuration.
2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for

new sites, or if you're confident your site works on HTTPS. You can undo this
change by editing your web server's configuration.

Select the appropriate number [1-2] then [enter] (press 'c’' to cancel): 1

. HTTP2 S0{2+S I HTTPSZ redirect 8 Z917}? (YES:1/NO:2)

3. https://tong.sparcs.org 2 H&61H0 CSAE SIS}
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* BFA
* Dictionary attack

* Dos/DDos
« SYN flooding

« Web based attack
* SQL injection
« XSS
 CSRF




BFA (Brute Force Attack)
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Dictionary attack

- AFEAFOIF, 4, S| A= QT == X6l S4Sth}
» Junsung0510, dbswnstjd, thisispassword



DoS/DDoS

* (Distributed) Denial of Service

o« SIHEIEQT ARAS B = ATA|F] HAMOI ALRAIEC| M S A
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Client Server Client Server

(sequence number = 1)

2 SYN + ACK

/////

2 SYN + ACK

4————’/
4__—_4___—_—:-—__——'______////
E————

https://sata.kr/22 SYN Flooding



https://sata.kr/22

Web-based attack

- 0| YHE L0 &4 =AE = ST

» SQL injection : A|HO[A] ZI0] Rlot= SAL == &
 XSS(Cross Site Scripting): &5t= {(script) & AFSAL7} A2l
« CSRF(Cross Site Request Forgery): AF2 A7 2| = 2| S4H| AHHO|

E oHO | = y.
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e PwWO|| ‘OR ‘1’=1S =

» SELECT id FROM user WHERE id="lulu’ AND pw=

HI, THIS 1S
WERE HAVING SOME

\%7

YOUR SON'S SCHOOL.
COMPUTER TROUBLE.

OH, DEAR - DID HE
BREAK SOMETHING?

IN !'-'i UHY

%4

] i

=10

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Studerts; - 7

!

~OH.YES LITTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.
‘ll AND I HOPE
- YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.

€ ,OR C1’=‘1 b

https://xkcd.com/327/

« INSERT INTO students (name) values (" Robert’);DROP TABLE
Students;—-");



https://xkcd.com/327/

XSS KA|12F TO01'H

» {(script)alert(‘lulu is handsome’) {/script)

 SQL injection2t XSS B0
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CSRF2| Of| A

* http://test.com/MyAccount? newPW=|uluishandsome

* http://bank.com/Withdraw? money=99999999 & sendTo=lulu

- BIO{&
« GET,POST &= A& 28cotr}
« NHZO|A random EE= ELH L, AFZA0[AIAM 2= BSM0IC EE2S
OISIC} : csrf-token
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FailZ2ban

* Linux AFZA} 21210f| A
HZHHS E ntH oA &2
HmzSQ201 e+
SEEGS=TZ ]

« SSH, FTP 2719l

29 # "ignoreip™ can be an IP address, a CIDR mask or a DNS host. Fail2ban will not
30 # ban a host which matches an address in this list. Several addresses can be
31 # defined using space separator.

32 ignoreip = 127.0.0.1/8 <- 91=i5tAl Ip= HIA| ObF e Aol = APt/ R|gksLIC
33
34 # External command that will take an tagged arguments to ignore, e.g. <ip>,

35 # and return true if the IP is to be ignored. False otherwise.
36 #

37 # ignorecommand = /path/to/command <ip>

38 ignorecommand =

39

40 # "bantime” is the number of seconds that a host is banned.

41 bantime = 600 <-YH=l== =PAC A H2AHE A|ZERIL|CEH (T - =)

*tip : -I(EFAENE 28-S

42
43 # A host is banned if it has generated "maxretry” during the last "findtime"
44 # seconds.

SlE£-=atH 127.0.0.1/8 ip= PW 7F E8{E AH27H EIE @4 600= 50t 38 E2 Al 600

https://skibis.tistory.com/50
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https://skibis.tistory.com/50
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iptables

* IptablesE S4tot= T2 = OF2ff 371A[ = LiEICE
* Chain INPUT : MH 2 50{2= IjiZ]
* Chain OUTPUT : AMHO0j|A] LI7t= T{3
 Chain FORWARD : AH{0|M forwardingx|= If{Z!

* Iptables= 0|55 44

1 Incomin Outgoing
o ACCEPT . %J_j_l_ __g> Routing Decision FORWARD >»
 DENY: H|A[A|2t &t7H| HE
« DROP : D{Zl FA|
o 9_' Z—leo |:||-|7| A O|E|- ° Local Process @




Iptables AFE5} |

» Sudo apt-get install iptables-persistent
» [sbin/iptables - L: 92} 2l 27|

» /sbin/iptables - P [chain] [Z&] : 7| 2Y 2 Z HY
- /sbin/iptables - F [chain]: sl Z240| M| 72| Atz
- 1 80l = B2 EHOS0| UL

https://linuxstory1.tistory.com/entry/iptables—7| =-H=&0{ -5/ -=/4-HZ 0]
iptablese| 7§ 1t @M H0{S0| QlOL| &1



https://linuxstory1.tistory.com/entry/iptables-%EA%B8%B0%EB%B3%B8-%EB%AA%85%EB%A0%B9%EC%96%B4-%EB%B0%8F-%EC%98%B5%EC%85%98-%EB%AA%85%EB%A0%B9%EC%96%B4

Iptables AFE5H7|

« ZHE0[A]
« 22 ip7F192.168.0.111Q &S R gtof2t
- /sbin/iptables - AINPUT -s192.168.0.111 - j DROP

- M7 Z2Q5|C}
+ 192.168.100.0/240|M Q= 7S E&5IEE A|A
- 192.168.100.13202 E0{Q Ij71S D& 525122 A&

=) S8 722 2A|EIch






