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Directory Information Tree

DIT= LDAP C|HIE2|& L d5t= EE| X

Zt L EE ‘entry’2tal &
DBMSO{| A oFL+2| tuplel} HH-SE
2t entrye= 9IZ|2 LtEHH= DN (Distinguished Name) 2 2 2

o
£49| FF 1 ¢ = country, & = common name,

ou = organization unit, dc = domain component...




DIT Example

Ou : organization unit

. , uid = null
dc : domain component ou = member
uid : userid = nick
ou = normal =LAl
dc = sparcs OuU = guest uid = sonim
dc =org
ou =wheel — uid = potato

DN : “uid = null, ou = member, ou = normal, dc = sparcs, dc = org”

RDN : “ou = wheel”, “uid = potato”




Schema, ObjectClass and Attribute

Attribute : Zf 7HA|7} 7HA | = £9E
ObjectClass : Schema0j|A| d2|k|= attributel| collection
Schema : 0{™ objectClass(entry) 7} O™ attributeE 7} Z| E5l S
* Class2tH|==5H(?) 7H'E
- /etc/ldap/schema0i| H2|%| Y MH AFZAL7}EHS0]

Schema 1 A fschemaz
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OpenlLDAP

LDAPL| LEAA implementation
LinuxE Zatsh =2 0S A&
Frontend?} backend 2 Lt=l!

« Frontend : network 241} protocol processingS &

- Backend : data storageE 22|
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LDAP Server A&




OpenLDAP 44|

slapd (Stand-alone LDAP daemon) 2} [dap-utils & &[fA|C}!

$ sudo apt-get install slapd Idap-utils

slapd 111 7{7|!
- H7 . # [etc/init.d/slapd start
- 117 . # [etc/init.d/slapd stop
« MAIZF : # /etc/init.d/slapd restart




OpenLDAP &%

$ sudo dpkg-reconfigure slapd

NO, 2}¥0|Z.sparcs, wseminar, H|H, H|EH=01 HDB, NO, NO, NO!

/ =\ \




ldapsearch (1/2)

$ ldapsearch - x - LLL - b dc=2}&0|&,dc=sparcs

Options!




l|dapsearch (2/2)




LDAP Data Interchange Format

LDIF : LDAPOJ|A] 2t2|5t= A E-E plain textE2 B F

$ vi ~/add.Idif




LDAP Data Interchange Format

null@durian: ~ b= | B )

Sl




ldapmodify & Idapadd (1/2)

$ ldapadd - x - D cn=admin,dc=durian,dc=sparcs - W -fadd.ldif

ldapadd= Idapmodifydl| -a gMd2 92 A4t €2 7|s!

+ -x:QIE WA ZITH| B

« -W:prompZ H|ZHSE S0{Z
- —f: 0]l Idif ZF0| S

. -D: 50| £&, 2It5H= AFRAFC| dnO| 2 (0F0|C| Q)
« —C:R2FItLE HZZ| 20t boy~!




ldapmodify & Idapadd (2/2)

CHA| S [dapsearchE s E0tL!

« $ldapsearch -x -LLL - bdc=2}&0|&,dc=sparcs




LDAP Client




NSS

Name Service Switch

Name Service0]| 2t =l {|0|E{S O{C|A| EFOI=2A| 24

sudo apt-get install libnss-ldapd




NSS &3

sudo vi /etc/nslcd.conf

sudo vi /etc/nsswitch.conf




Eﬁgrﬂck@?erga:~

uid nslecd
gid nslcd

luri feijoa.sparcs

base dc=example,dc=net




£ nick@feijoa: ~

passwd: compat
group: compat
shadow: compat
gshadow: files
hosts: files dns
networks: files
protocols: db files
SEervices: db files
ethers: db files
rpc: db files

et eI oo



PAM

Pluggable Authentication Module

LDAP A2l Authentication &Y
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PAMZS| &l2]

1. S A A0 ¥2E mj PAMOA| 21E 2

2. PAMO| AMd|Ao] 4Hm}e =0l
[etc/pam.d/AH|A

3. HH0 LA A5 S

4. 1 ZAiS HIEIOE AH|A




Applications

Other

login ftp teinet applications

1 |
PAM API

PAM
5 [l

PAM SPI
] |
| |
Authentication Account Session Password
service management management management g\\\ (i ///
modules modules modules modules — - S

PAM Service Modules




https://wiki.debian.org/LDAP/NSS

https://wiki.debian.org/LDAP/PAM
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pPGina




Whatis it?

pGina is credential provider replacement
v Allows for interactive user authentication and access management
v Support Windows Clients with a single OpenLDAP database

without installing full active directory.




How does it work?

Unmanaged

Managed

Credential Provider/
GINA

plGina

Sendice

Plugins




Plugins

Authentication: O] AF2Z}7} Z}210] 2101 46t = AHEO| 2f=7t
Authorization: 0] AF2A}0f|A| accessE 6235l 0F 5f="7}

[ Authentication }}[ Authorization H Gateway J

Gateway: Provide Post-Authorization Account

v'Local Machine plugin executes

Nl &A| 25 455l 0F login d&




) pGina Configuration - O X

General Plugin Selection Plugin Order Simulation Credential Provider Options

Tile Image

Tile image: Preview:

MOTD
[4] Enable MOTD

MOTD: [pGina Version: %v

Message of the Day (MOTD). Displayed below the tile image and above the usemame/password fields.
Valid substiutions: %m - Machine name, %d - Today's date, % - IP address, %n - DNS name, %v pGina version

pGina Service Credential Provider/GINA Status
[ Show service status in logon Ul )
Registered: |ves ] Unregister
Status: lHunning
Enabled: |Yes ] Disable

Start Stop

Unlock
[] Use original username to unlock computer (Windows 7 and later),

Logon Progress
Logon Progress Message: lLogging on %u,,,
Vabd substiution: %u - user name

pGina 3.1.8.0 Save & Close Apply Close




) pGina Configuration - O >
General Plugin Selection  Plugin Order Simulation Credential Provider Options

Search Directories

Directory

CHProgram FilesWpGinaWPlugins®Core
CHProgram FilesWpGinaWFlugins®Contrib

Add | | Remove

Current Plugins

Plugin Name Authentication Authorization Gateway MNotification Description ~
] Uses a LDAP server as a data source for authentication and/or group authorization.
Local Machine % O M~ Manages local machine accounts for authenticated users, and authenticates against the loca
MySQL U L] L] Uses a MySQL server as the account database.
MySQL Logger [J  |Logs various events to a MySQL database.
Simple Demonstration O A demonstration plugin that allows all usemames that begin with the letter "p" to succeed.
Session Limit O Enforces limits to user’s sessions
Single User Login Ol . Allow re-direction of all authenticated users to a single set of credentials
Email Authentication O ' A plugin that authenticates against a POP or IMAP server. 5
Fa o o D - B >
: Configure, ,,
Save &Close |  Apply | Close

pGina 3.1.6,0




! LDAP Plugin Settings — O X

LDAP Server

LDAP Host(s) |sparcs.urg

LDAP Port Timeout |10 ] [ Use SSL Validate Server Certificate

SSL Certificate File Browse
search DN cn=admin.dc=sparcs,dc=org }

search Password 000000000000 000000000 } [[] Show Text

Group DN Pattern  |cn=%g.ou=Group.dc=sparcs.dc=org Member Attribute |memberUid

Authentication  Authorization Gateway

[] allow Empty Passwords

User DN Pattern uid=%u.ou=People,dc=sparcs,dc=org

[[] Search for DN
search Filter

Search Context(s)

Cancel Save




Reference

http://pgina.org/docs/v3.0/user.html
http://terms.co.kr/LDAP.htm

nttp://sparcs.org/seminar/

v 2015 Wheel Seminar - 11.LDAP by Potato
v 2014 Wheel Seminar - OpenLDAP, PAM Authentication by chocho
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