Mall Server



MUA (Mail User Agent)

 Mail Client

o ABAPIHES S, A0 MH[e = U= Z2 T

e MS Outlook, macOS Mail, Mutt (Linux) =

o  7lEIel MUAZI =0iLI1 RlF (HIO]H] TH[&, Gmall, ...)




MTA (Mail Transfer Agent)

o IS SAloll, PSS, HhSolh= 32 XE|E ol| F= A=
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MDA (Mail Delivery Agent)
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SMTP (Simple Mail Transfer Protocol)

o MUA (HIZ Z2I0|HE) KA MY MHZ HiH Y
o M| MEHTICHE H|Y M= H'E
e Push protocol




IMAP & POP

o = LHHE NHOIM SEO0[NEZE HEE 7MINMLE ZE2EZ

o IMAP2 OH[& AHH Lhe| CIAEE|S TS 4= A1 pull A|0f] H|ZO| 4
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o POP2 AIEXAI7IHES 7HE 8% MH{0|A A

o IMAPO| STHAEL=Z +1ad5t7| I Otig









Mail with HTTP

e gmail.com, inbox.google.com, mail.naver.com
o MY MHHO|LHES POP3Lt IMAPO| OF-l HTTP responsez= Ht0t

00


http://gmail.com
http://inbox.google.com
http://mail.naver.com

O & et 7|

e kitkat@aaa.com Ol|A| nougat@bbb.com S = HYS
o kitkatO| M| 22I0|HEMUA)Z MY S ZH45104 XjAle
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Try It Yourself!

Part I: Building a Mail Server



Building a Mail Server
MTA Installation

. HEZ|X|0|M T MTAS!
exim4E MAX|5HK}

e http://www.exim.org/



Building a Mail Server
MUA Installation

e MUACI muttS AX|otXt

jambo@wheelsl:~$ sudo apt-get install mutt

e http://www.mutt.org/




Building a Mail Server

Sending Mall
e MU= M1 Q= T = 1:EH
I HEAMH7E A= EAUL
| i YS HLHER}

, seokwonha — jambo@wheels1: ~ — ssh jambo@143.248.2...

e Vim .muttrc 2 mutt A
M0 C|ZE editor £ vim
o= AHSIAL

-- INSERT -- 1,16 All



Building a Mail Server
Sending Mall

HY M7] - F|HE ‘m’ QI

jambo@wheelsl:~$ mutt

o O O seokwonha — jambo@wheels1: ~ — ssh jambo@1...

Subject:[M|=]

== (vim)



Building a Mail Server
Sending Mall

PY 9 ‘ E | ‘ ) E D—” O I E LH 7 | . seokwonha — jambo@wheels1: ~ — ssh jambo@143.248.2...
jam eels
eeLs

o 7 ‘EE 'a = El'OEI% EI—I?— 6EI- el ssert

= ULt

seokwonha — jambo@wheels1: ~ — ssh jambo@143.248.2...



Building a Mail Server
Sending Mall

MRl ojHE= M &



Building a Mail Server
Sending Mall

® E LH X‘ X‘ O;I' |— ' seokwonha — jambo@wheels1: ~ — ssh jambo@143.248.2...
Lo L— .

Date: Tue, 04 Jul 2017 22:15:06 +0900

From: Mail Delivery System <Mailer-Daemon@wheelsl>

To: jambo@wheelsl

Subject: Mail delivery failed: returning message to sender

This message was created automatically by mail delivery software.

A message that you sent could not be delivered to one or more of its
recipients. This is a permanent error. The following address(es) failed:

hajeongho95@gmail.com
Mailing to remote domains not supported

------ This is a copy of the message, including all the headers. ------

local HZAMH 2= H& MS0| 7HsSHA[2H
QIE HYMHEE H|Y TS0 ot




Building a Mail Server
Sending Mall

seokwonha — jambo@wheels1: ~ — ssh jambo@143.248.2...

Date: Tue, 04 Jul 2017 22:15:06 +0900

From: Mail Delivery System <Mailer-Daemon@wheelsl>

To: jambo@wheelsl

Subject: Mail delivery failed: returning message to sender

This message was created automatically by mail delivery software.

A message that you sent could not be delivered to one or more of its
recipients. This is a permanent error. The following address(es) failed:

hajeongho95@gmail.com
Mailing to remote domains not supported

------ This is a copy of the message, including all the headers. ------



Building a Mail Server

exim Configuration

e exim 2™EZ2 0|E5t0q O
ol MH “I*E internet

site2 HZA5}HK}

¢ A_l IO-I HI—- 7o:| _l 7H Ol_l O ‘ D-” OEI E - seokwonha — jambo@wheels1: ~ — ssh jambo@wheels1.sparcs...
)

Y UFHS0| FIX] CHA| &
OIS H X} s T
-

internet site; mail is sent and received directly using SMTP

mail sent by smarthost; received via SMTP or fetchmail
mail sent by smarthost; no local mail

Package configuration

local delivery only; not on a network
no configuration at this time

<0k> <Cancel>




Building a Mail Serve

exim Configuration

o /etc/exim4/conf.d/ Ol exim A& m}

st EXIM M- cial 2ZISLICt.

Exim A% o2 3 0i4 2292 L0
X AELICE

212t AHstE MASEALE, 0|20 2=

driver 8382 7|Ssl= 220Id|, 4 el
0| 2000&0| &st7| W20 =X MEst= A
o= CtA R2|7t JAELICE 20]| ZHHSIA|
HYE ol & + U= 0| YSLICL

-XIM 28IEE2 6 IEZ L0 UL

ACL: Access control list for controlling incoming SMTP mails
Authenticators: Settings for authenticator drivers
Routers: Determines how the messages is to be delivered

Transports: Defines the mechanisms how the messages are to be copied
Retry: Rules for use when the message cannot be delivered immediately

Rewrite: Global address rewriting rules

Local_scan: Private options for local_scan() function



Building a Mail Server

exim Configuration

update-exim4.conf 2 7HHSH
HH0| 7ts5itt

dc_other _hosthames: & E|9l

ol HEs B=X| 28

dc_local_interfaces: O™ |PFA
of HiEMH et AES HEX| 2T

dc_local_delivery: O C|HIEZ]
2 P2 HEsS Mot JSK| 23

jambo@wheelsl:~$ vim /etc/exim4/update-eximé.conf.conf

seokwonha — jambo@wheels1: ~ — ssh jambo@wheels1.sparcs...

/etc/exim4/update-exim4. conf.conf

Edit this file and /etc/mailname by hand and execute update-exim4.conf
yourself or use 'dpkg-reconfigure exim4-config'

#

#

#

#

#

# Please note that this is _not_ a dpkg-conffile and that automatic changes
# to this file might happen. The code handling this will honor your local

# changes, so this is usually fine, but will break local schemes that mess
# around with multiple versions of the file.
#

#

#

#

#

#

#

#

update-exim4.conf uses this file to determine variable values to generate
exim configuration macros for the configuration file.

Most settings found in here do have corresponding questions in the
Debconf configuration, but not all of them.

This is a Debian specific file

dc_eximconfig_configtype="internet'

dc_otner_nostnames="wneeLs1"

dc_local_interfaces="127.0.0.1 ; ::1'

dc_readhost=""

"/etc/exim4/update-exim4. conf.conf" [readonly] 31L, 1@32C 1,1 Top



Building a Mail Server

exim Configuration

) L . . jambo@wheelsl:~$ sudo /etc/init.d/eximé4 restart
update-exim4.conf uses this file to determine variable values to generate

exim configuration macros for the configuration file.

Most settings found in here do have corresponding questions in the
Debconf configuration, but not all of them.

#
#
b
#
#
#
#
#

This is a Debian specific file

dc_eximconfig_configtype="internet'
dc_other_hostnames="wheelsl.sparcs.org; naver.com; gmail.com; kaist.ac.kr'
dc_local_interfaces='127.0.0.1 ; ::1'
dc_readhost=""
dc_relay_domains=""
dc_minimaldns='false'
dc_relay_nets=""
dc_smarthost=""
CFILEMODE="644"
dc_use_split_config="false'
dc_hide_mailname=""
dc_mailname_in_oh="true’
dc_localdelivery="maildir_home'
31,30 Bot



FAST FORWARD

R FORWARDING &
| FILTERING




FORWARDING

» WY FWD SiFA2~ : T HE siFAH 2!
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FILTERING
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FORWARDING

khong@mail. com

» vi ~/.forward
Ci=2af Zo| MEet i =
=
X2 sparcs MH{Z S0{71H Xx}7|7t Al
Qi Mf M&st XME gh= 0| A7)

~/ forward It0|| S0{7} Y 3!
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FILTERING ‘&3

» ~/forward Of|A] &7 MH
{tThot exim ZEE &4l filtering 7FS5IL}.

y T 0f|A

# Exim filter
if $reply address contains "@spam.site.example" and

ess does not contain "postmaster@"

ol

$reply_address = 2t M|
Z CHA|EICE.

seen - [|2 HHONE SMEo = AlGl

seen finish - O] H|& ZEE SCHHY FA])

9| Reply-to 24~ (SACHH H|ZO[ =2

l.Z



FILTERING ‘&3

1=N0: (PN

# Exim filter
if $header subject: contains "empire" or

$header subject: contains "foundation"
then

save S$home/mail/f+e

endif

‘$header_subject:’ = O|& 5| 0f| Subject: 0f| siEst= a2
CHA|EICE.



http://www.exim.org/exim-html-current/doc/html/spec_html/filter_ch-exim_filter_files.html#SECTsigdel

FILTERING =7} Oi| A

» HIO|2{A EH clamav
av scanner = clamd:/var/run/clamav/clamd.ctl &A1 sliF|

» HIO]X|Qt & 7|8 bogofilter
exim 2| transport & A1S5HA] AFE 7+SSICHLT et



FILTERING =7} Oi| A

» HIO|2{A EH clamav
av scanner = clamd:/var/run/clamav/clamd.ctl &A1 sliF|

» HIO]X|Qt & 7|8 bogofilter
exim 2| transport & A1S5HA] AFE 7+SSICHLT et



ALIASING



ALIASING

» vi/etc/aliases H|A MA5HT=H =
webmaster : admin1, admin2, admin3

- webmaster 2 2 0| admin1, admin2, admin3 (§X) Of
Az HEE

» HIZEZ E|AEZE AL
2 MOJL HIZOo| 2ot ML= 2 XM=




ALIASING

» SPARCS H|&3 2|AE (RH™ =216l H7|: vi /etc/aliases)

# mail-archive test
#mail-archive-test: mail-archive,netj,eungkyu
mail-archive-test: mail-archive, hodduc

# sparcs aliases

sparcs: :include: /SPARCS/mail/aliases.d/sparcs
sparcsob: :include: /SPARCS/mail/aliases.d/sparcsob
sparcsunder: :include: /SPARCS/mail/aliases.d/sparcsunder
sparcs97: :include: /SPARCS/mail/aliases.d/sparcs97
sparcs98: tinclude: /SPARCS/mail/aliases.d/sparcs98
sparcs99: :include: /SPARCS/mail/aliases.d/sparcs99
sparcs2000: :include: /SPARCS/mail/aliases.d/sparcs2000
sparcs2001: tinclude: /SPARCS/mail/aliases.d/sparcs2001
sparcs2002: :include: /SPARCS/mail/aliases.d/sparcs2002
sparcs2003: :include: /SPARCS/mail/aliases.d/sparcs2003
sparcs2004: tinclude: /SPARCS/mail/aliases.d/sparcs2004
snarcs2005: tinclude: /SPARCS/mail/aliases.d/snarcs2005

eungkyu
suckzoo
joonho@®
rodumani
mango
story
takeun
daler
didee
duck
sugoi
jara
pillibi
ohimzsh
hood
pablo
musette
daedoo



ALIASING

» SPARCS H|&3 2|AE (RH™ =216l H7|: vi /etc/aliases)

# mail-archive test
#mail-archive-test: mail-archive,netj,eungkyu
mail-archive-test: mail-archive, hodduc

# sparcs aliases

sparcs: :include: /SPARCS/mail/aliases.d/sparcs
sparcsob: :include: /SPARCS/mail/aliases.d/sparcsob
sparcsunder: :include: /SPARCS/mail/aliases.d/sparcsunder
sparcs97: :include: /SPARCS/mail/aliases.d/sparcs97
sparcs98: tinclude: /SPARCS/mail/aliases.d/sparcs98
sparcs99: :include: /SPARCS/mail/aliases.d/sparcs99
sparcs2000: :include: /SPARCS/mail/aliases.d/sparcs2000
sparcs2001: tinclude: /SPARCS/mail/aliases.d/sparcs2001
sparcs2002: :include: /SPARCS/mail/aliases.d/sparcs2002
sparcs2003: :include: /SPARCS/mail/aliases.d/sparcs2003
sparcs2004: tinclude: /SPARCS/mail/aliases.d/sparcs2004
snarcs2005: tinclude: /SPARCS/mail/aliases.d/snarcs2005

eungkyu
suckzoo
joonho@®
rodumani
mango
story
takeun
daler
didee
duck
sugoi
jara
pillibi
ohimzsh
hood
pablo
musette
daedoo



USING GMAIL AS MAIL SERVER

y EHQIOE £AE|= HYSE gmail S SoliA] B0}
T2 M2 THQIS Tl 2 HY HHE M- &

gmail 2 SaliA ope 4 9ict

» ex. serialx@serialx.net



mailto:serialx@serialx.net

Ed EOQIeE Q= HYUS 4lst= MY AMHE X|¥st=2ZE
(Authoritative DNS Server 0] XZH=!)

MX Record2 AXe M= A record?t Q0{Of I}
-> gmail2 0[0f ZpX|12 ULt

ol

= | *‘||:H°| A record £ SE5t & MX recordd|Ct O A{B{9]




MX AfH{ =2

ASPMX.L.GOOGLE.COM

ALT1.ASPMX.L.GOOGLE.COM
ALT2.ASPMX.L.GOOGLE.COM
ALT3.ASPMX.L.GOOGLE.COM

ALT4.ASPMX.L.GOOGLE.COM

7|Z=2| MX recordE MH

AH|sfiZ= 1 '2o{of BHCh

m/a/answer/1 40034?hl=ko

https://support.google.c

2t Sojol SAEDH MY Y

20| &AMI5| LI2RATTH



https://support.google.com/a/answer/140034?hl=ko

