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Lightweight Directory Access Protocol
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Directory Information Tree

DIT(Directory Information Tree)= LDAPS 0|2 E2| XL}

EZ|Q| Zf LE= Entry' 2t 2L L] entry= DBMSO|A 2| SHLTE]
tupleO|2}® = £ RUCt

EFCACE

DNZ QEZ0|M 2IZFe = SHEEICE

=2t (Attribute name)2 =01 A= 20| LEIAO|CH

0d|) c = country, cn = common name, ou = organization unit,
dc = domain component -



DIT G| A|

Exemple de DIT o=mydomain, c=fr notation X500

dc=mydomain.org
dc=mydomain, dc=org notation rfc 2247

dc=mydomain, dc=org

T

ou=person

N\

cn=admin Lin=t00r cn=scott cn=django

ou=admin

1d=101




LDIF

- LDAP Data Interchange Format

- LDAPOJ|A ZZ2|5H= MEE plain text®2 HEHS| A H0{F

rr



DIT O A

- slapd-config DIT by LDIF

dn:

dn:

dn:

dn:

dn:

dn:

dn:

dn:

dn:

dn:

dn:

cn=config

cn=module{0}, cn=config

cn=schema, cn=config
cn={0@}core,cn=schema, cn=config
cn={1}cosine, cn=schema, cn=config
cn={2}nis, cn=schema, cn=config
cn={3}inetorgperson, cn=schema, cn=config
olcBackend={0}hdb, cn=config
olcDatabase={-1}frontend, cn=config
olcDatabase={@}config, cn=config

olcDatabase={1}hdb, cn=config



programming languageO| A class@f H|==st 7HHO|LC}
ArEXH0f| BH= schemaZE BIE0{A ArE2e = QUL

dn: cn=wseminar,dc=wseminar4,dc=sparcs,dc=0rg
objectClass: posixGroup
cn: wseminar

gidNumber: 100

dn: cn=potato,dc=wseminar4,dc=sparcs,dc=o0rg
objectClass: inetOrgPerson

uid: potato
uid: 1
sn: po

givenName: tato
cn: potato



LDAP Server



OpenLDAP AX]|

- slapd(Stand-alnone LDAP daemon)2} Idap-utilsE A X|StC}

(slapde 2.4.23 B{H 0| AX|=IC})

sudo apt—get install slapd ldap-utils



slapd 1111 747|

sudo /etc/init.d/slapd stop
sudo /etc/init.d/slapd start

sudo /etc/init.d/slapd restart
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sudo dpkg-reconfigure slapd

REEs

Al

>

-> NO
-> wseminar#.sparcs.org (# = ZIX| =)
-> wseminar#

> H|2lH{S H|2lB{ S &0
= ' =

L— —/ L—

-> HDB, NO, NO, NO
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/dapsearch AF2 Of| A

ldapsearch -x -LLL -b dc=wseminar#,dc=sparcs,dc=org

potato@wseminar4:~$%$ ldapsearch -x -LLL -b dc=wseminar4,dc=sparcs,dc=o0org
dn: dc=wseminar4,dc=sparcs,dc=o0rg

objectClass: top

objectClass: dcObject

objectClass: organization

0: wseminaré4

dc: wseminar4

dn: cn=admin,dc=wseminar4,dc=sparcs,dc=0rg
objectClass: simpleSecurityObject
objectClass: organizationalRole

cn: admin

description: LDAP administrator

- |dap server & H7|
sudo ldapsearch -LLL -Y EXTERNAL -H ldapi:/// -b cn=config



l[dapmodify, ldapadd

- |dapadd= Idapmodifydf| -a &AM S 1 Zdap ZLCt
(Idapadd = Idapmodify -a)

-x . Q1E5 HAlZ ZHES| otC) (7| 24f2 SASL)

-W : prompt2 H|ZE@HS E SO{ZLC} x50 27K AFEEICE
-f . £|0j .Idif T} 0| &L},

-D : Hol| £, F=7t6t= At2X}Q| dno| 2L,

-C: QEJ} L HEX| o410 AH&Sict

XFM|EH4 man Idapadd &t



ldapmodify, Idapadd A Of|A]

- lidf Tt = ZH=C
vi ~/add. ldif

add. ldif

dn: cn=wseminar,dc=wseminar#,dc=sparcs,dc=org <— Xt7| MH| F&
objectClass: posixGroup
cn:wseminar <— dn0f| £ cn 32

gidNumber: 100

dn: cn=potato2,dc=wseminar#,dc=sparcs,dc=org
objectClass: inetOrgPerson

objectClass: posixAccount

uid: potato2

sn: tato2 <- sn : A

givenName: po <— givenName : 0O|E
cn: potato2

uidNumber: 10000 <— QHEX[A

gidNumber: 100 <— @0 £ 3 gidNumber

userPassword: potatopw
homeDirectory: /home/potato2




ldapmodify, Idapadd A Of|A]

ldapadd —-x -D cn=admin,dc=wseminar4,dc=sparcs,dc=org -W —-f add. ldif

ldapsearch —=x -LLL —-b dc=wseminar4,dc=sparcs,dc=org

dn: cn=wseminar,dc=wseminar4,dc=sparcs,dc=0rg
objectClass: posixGroup

cn: wseminar

gidNumber: 100

dn: cn=potato2,dc=wseminar4,dc=sparcs,dc=0rg
objectClass: inetOrgPerson

objectClass: posixAccount

uid: potato2

sn: tato2
givenName: po
cn: potato2

uidNumber: 10000
gidNumber: 100
homeDirectory: /home/potato2



phpLDAPadmin

- phpE 7|8t Z off LDAPE GUIZIEN|A 2i2|e 4= QI A| off =Lt
- 2002E0]| Brignham Young University2| Dave Smith2t= <t0]| A|ZHSHE
- Z[4 HHE 2 1.2.30|C}

- 2L} O{M{AQIX| apt-get install2 A X|E|= H{F2 1.2.0.50|Ct. A& 0
HEo = TISHSHTT

- http://phpldapadmin.sourceforge.net/wiki/index.php/Main_Page



http://phpldapadmin.sourceforge.net/wiki/index.php/Main_Page

phpldapadmin & X|

sudo apt—get install phpldapadmin



phpldapadmin 2%

sudo vi /etc/phpldapadmin/config.php

276.$servers—>setValue( ‘server’, "host’, 'wseminar#.sparcs.org');

283.$servers—>
setValue(‘server’, 'base',array('dc=wseminar#,dc=sparcs,dc=org'));

306.%servers—>
setValue(‘login', 'bind_id', 'cn=admin,dc=wseminar#,dc=sparcs,dc=org');



phpldapadmin &=

- http://wseminar#.sparcs.org/phpldapadmin <- 2=

LA / '{a phpLDAPadmin (1.2.0.5) - x

€& - C [3 wseminard.sparcs.org/phpldapadmin/

h
“Eibap
=admin

22 #¥Q@

Home | Purge caches | Show Cache

=
M My LDAP Server

- ;
a. login

Use the menu to the left to navigate

Credits | Documentation | Donate

1.2.0.5

sourcefarge



http://wseminar#.sparcs.org/phpldapadmin

- H|ZH = Op7h Th2t ot H0 N 2E3E H|ZHS S ARt

e '{8 phpLDAPadmin (1.2.0.5) - .

o
C' | wseminard.sparcs.org/phpldapadmin/

=php
- LD P- () 7
sadmin 29 ¥#¥Q@
Home | Purge caches | Show Cache

[+]

# My LDAP Server Authenticate to server My LDAP Server

¢. login

Warning: This web connection is unencrypted.

Login DN:

® cn=admin,dc=wseminar4,dc=sparcs,dc=org

Password:

Anonymous

Authenticate

1.2.0.5




phpLDAPadmin

=® dc=wseminar4,dc=sparcs, dc=org (3)
':' cn=admin
‘ cn=potato

& cn=wseminar
Create new entry here

B

- 2120 20| E2|= ldapsearch H@EOZ HMGH LE0 S ST

potato@wseminar4:~$ ldapsearch -x -LLL -b dc=wseminar4,dc=sparcs,dc=org dn
dn: dc=wseminar4,dc=sparcs,dc=0rg

dn: cn=admin,dc=wseminar4,dc=sparcs,dc=0rg
dn: cn=wseminar,dc=wseminar4,dc=sparcs,dc=0rg

dn: cn=potato,dc=wseminar4,dc=sparcs,dc=o0rg



phpLDAPadminO| A |8 =7

- ‘Create new entry here’ 22!

0o /' Hja phpLDAPadmin (1.2.0.5) - %

[

Home | Purge caches | Show Cache

o Authenticate to server
Successfully logged into server.

M My LDAP Server O

€& - C [ wseminard.sparcs.org/phpldapadmin/cmd.php?server_id=1&redirect=true ik =
=php

=LDAP

=admin

29 ¥Q@

E R @ 0 @3 &

schema search refresh info import export logout
Logged in as: cn=admin

=

=® dc=wseminar4, dc=sparcs, dc=org (3)
% cn=admin
@ cn=potato
& cn=wseminar
3k Create new entry here

Use the menu to the left to navigate

Credits | Documentation | Donate
wseminar4.sparcs.org/phpldapadmin/cmd.php?cmd=template_engine&server_id=1&container=dc%3Dwseminar4%2Cdc%3Dsparcs%2Cdc %:




phpLDAPadminO| A |8 =757

- ‘Generic: User Account’ 2=l

00 "l phpLDAPadmin (1.2.0.5) - x

C' [ wseminard.sparcs.org/phpldapadmin/cmd.php?server_id=1&redirect=true LS

E‘ lg Q"& B H E ! Server: My LDAP Server Container: dc=wseminar4,dc=sparcs,dc=org

schema search refresh info import export logout

Select a template for the creation process

Logged in as: cn=admin

=# dc=wseminar4,dc=sparcs, dc=org (3) Templates: E VS S

= cn=admin . .
- @ Courier Mail: Alias © &’ samba: Domain

@ cn=potato _ - , :
& cn=wseminar ' @ Generic: Address Book Entry @ Samba: Group Mapping
Create new entry here " & Generic: DNS Entry 5 Samba: Machine
|$ Generic: LDAP Alias © B4 sendmail: Alias
P Generic: Organisational Role g g Ll B
Sendmail: Domain
@ Generic: Organisational Unit o = o I
Sendmail: Relays
@ Generic: Posix Group (%] B4 sendmail: Virtual Domain
... Generic: Simple Security Object @ [ sendmail: Virtual Users
'. Generic: User Account & Thunderbird: Address Book Entry
& Kolab: User Entry : &
Default

' ,. Samba: Account

1.2.0.5

sourcefarge
e



phpLDAPadminO| A |8 =757

- e o

Elusmd sammman

Click to view the schema definition for attribute

type: givenName

Last name

potato3

Common Name

potato3
User ID
potato3
Password
secece
® ...

Check password...

alias

alias, required

alias, required, rdn

alias, required

alias, hint

sha |

(confirm)

2G| UID Number”Z} readonly AFEHO|C.

UID Number

GID Number

A

wseminar v
Home directory
/home/users/potato3d

Login shell

Create Object

alias, required, hint, ro

alias, required, hint

alias, required

ES

alias



® ® ®  japnpLDAPadmin (1.2.0.5) - x |

-

= C' | [ wseminar4.sparcs.org/phpldapadmin/cmd.php?cmd=template_engine&server_id=1&template=posixAccount:4&dn=cn%3D%20pot..

LW

Check password...

"new_values_uidnumber_0" value style="color: black;

background-color: rgb(255, 255,

</td>
<td valign="top" align="right"></td>
</tr>
</tbody>
table tbody tr td form table tbody tr td table tbody tr td JRGTD e R TG LT T P

UID Number alias, required, hint, ro
[ |

GID Number alias, required, hint

D =
Q | Elements | Network Sources Timeline Profiles Resources Audits Console 012 >_ ﬁ O, x

"vt:’;’f:” ‘Styleleomputed Event Listeners »
» <td c1a§s=".j:con:: width="25">.</td> ele;“:{‘:;j“;‘;;iﬂ +, K ®
v<tgir\:;t}:gs;p::'?t:xt" class="roval" name="new_values[uidnumber] [@]" id= background-color: [Irgb(255, 255, 160);

}

table.entry input.roval {
font-size: 14px;
width: 35@px;

style.css:548

— | #FFRFRFRT

Find in Styles

| Console | Search Emulation Rendering




sudo vi /etc/phpldapadmin/templates/creation/posixAccount.xml

<attribute id="uidNumber">
<display>UID Number</display>
<icon>terminal.png</icon>
<order>6</order>
<page>1</page>

<|--  <readonly>1</readonly> -->
<value>=php.GetNextNumber(/;uidNumber)</value>

</attribute>



phpLDAPadmind| A |8 =757

- ‘Create Object’ HE 22! = 22| ‘Commit's 22IsHC}

Do you want to create this entry?

e e voe | S

cn= potato3,dc=wseminard4,dc=sparcs,dc=org
Last name potato3

Common Name potato3

User ID potato3

password 3 2 2k 3 K 3 ok ok % ok ok 30k ok K ok
UID Number 10009

GID Number 100

Home directory /home/users/potato3

objectClass inetOrgPerson
posixAccount

Commit Cancel



phpLDAPadmind| A |8 =757

=® dc=wseminar4,dc=sparcs, dc=org (5)
':' cn=admin

' cn= potato3,dc=wseminar4,dc=sparcs,dc=0rg
‘ cn=potato3
& cn=wseminar
‘ uid=testuser
Create new entry here

- MZ2 AIE0| =71l A= =elstot.

=/ = —

potato@wseminar4:~$ ldapsearch -x -LLL -b dc=wseminar4,dc=sparcs,dc=org dn
dn: dc=wseminar4,dc=sparcs,dc=o0rg

dn: cn=admin,dc=wseminar4,dc=sparcs,dc=0rg

dn: cn=wseminar,dc=wseminar4,dc=sparcs,dc=0rg
dn: uid=testuser,dc=wseminar4,dc=sparcs,dc=0rg
dn: cn=potato2,dc=wseminar4,dc=sparcs,dc=o0rg

dn: cn=potato3,dc=wseminar4,dc=sparcs,dc=o0rg



phpLDAPadmin import

- import 7|52 AFEstH GUIZE Idif T2 AFES &= UL}

# My LDAP Server O
El G%D @ @ @ ﬂ Server: My LDAP Server

schema search refresh info import export logout
Logged in as: cn=admin

b Me  MefE ok gl
=® dc=wseminar4,dc=sparcs,dc=org (5) Select an LDIF file e ¢ asE o
'T cn=admin Maximum file size 2M

n cn=potato2

@ cn=potato3 : '
£ cne _ do: en=wseminac.dc=wseminar#,de=sparcs,dc=0rg
cn=wseminar objectClass: ROsiXGroup
n uid=testuser en:wseminac
gigNumber: 100

Or paste your LDIF here

Create new entry here

do: cn=potato2 dec=wseminar4.dc=sparcs.dc=0rg
abjectClass: inetQraPerson
objectClass: posixAccount
uid: potato2

sn: tato2

givenName: po

cn: potato?

uidNumber: 10000
gidNumker: 100
userPassword: petatopw
hemeDirectory: /home/potato2

Den't stop on errors

Procceed >>



Schema 40617

- GUIZ EH Ot H4X| £1H] & £ ICt

)o

200 *{8 phpLDAPadmin (1.2.0.5) -

€ C' [} wseminar4.sparcs.org/phpldapadmin/cmd.php?server_id=1&redirect=true Wy

# My LDAP Server © Schema for server My LDAP Server
= @ H & #

) Attri il n M hin |
schema search refresh info import export logout 2ot mn S et Lo T e s e e L

R Jump to an objectClass:

inetOrgPerson | Go

inetOrgPerson

CID: 2.16.840.1.113730.3.2.2

? dc=wseminar4, dc=sparcs, dc=org (4)

Description: RFC2798: Internet Organizational Person
Type: structural
Inherits from: organizationalPerson

Parent to: (none)

Required Attributes Optional Attributes
* Cn * audio
(Inherited from person) * businessCategory
* SN « carlLicense
(Inherited from person) * departmentNumber
« displayName
« employeeNumber
« employeeType

givenName

| SENEEN & 1 TERTN




| DAP Client



NSS, PAM 2X|

sudo apd—get install libnss—1ldapd Llibpam-1ldapd

- |dap server = wsemianr4.sparcs.org

- AM™EE group, hosts, networks, passwd, shadow - X|3(ALH|O|AH}



NSS

- Name Service Switch
- LDAPZ =Ealst Name Service0f| 2=l §|0|E{ S O{C| Al EFOFES K| MAAHSICY

o) ‘e[| AFEX} A™EZ /etc/passwd LU0 L QUX|TF LDAP AHO|E !
= Ef"'v 2t il O 22| AFEOf|A Y=Lt

/bin/id

getpwuid()

passwd: files ldap

/etc/nsswitch.conf / \
nss_files nss_ldap

network socket

disk access

/etc/passwd




PAM

Pluggable authentication module

low-level2| P1=E ESIMH O Z AtZ|slIC}

Tl
N
=2
rr
o)
Q
O

Q)

vh

=

Q.
_|:I_|
me
HL
Hd
rn
>
Ol
Pal
|'O
O[
[lo
r
I
9
_ITI_

J8{H ol=e Mz2(H eideh 215 HAls Eisid 1l ot 7|&0] /etc/
passwd ItE S AMESIE E= T=30| =HE[0{0F otCh= AME S €A FICH
Application
22| 0|21 H|3S gh=sAl QHEICE: .
# e
QUZE L2 HYHE =2 BiLt BHEAL et
AlX security library - methods.cfg
- PAM £ + ; v

LOCAL LDAP KRBS




NSS 1111 77|

nscd : Name Service Caching Daemon

sudo /etc/init.d/nscd [stop | start | restart]

nslcd : Name Service LDAP Connection Daemon

sudo /etc/init.d/nslcd [stop | start | restart]



NSS AX

sudo vi /etc/nslcd.conf

10. uri ldap://wseminar4.sparcs.org <— £X(0|H0||= ‘wseminard’'z =7}
13. base dc=wseminar4,dc=sparcs,dc=org <— 2™ (0|Ho|= ‘wseminard’'E =7})

sudo v1i /etc/nsswitch.conf

passwd: files ldap <— A (PHf ‘ldap’0| FIHE[HRUX] LCHH)
group: files ldap <— =d (T ‘ldap’'0| FIH=[{/UKX] LCHH)
shadow: files 1ldap <— A (PeF “ldap’0| FIH=[HRJUKX] ICHH)
hosts: files dns ldap <— X (TeF ‘1dap’0| FIH=IO{UX] 4CHH)
networks: files 1ldap <— A (PeF “ldap’0| FII=[HRJX] ICHH)
protocols: db files
services: db files
ethers: db files
rpc: db files

netgroup: nis


ldap://wseminar4.sparcs.org

510!

getent passwd

george:x:1003:1003:,,,:/home/george:/bin/bash
coearth:x:1004:1004:,,,:/home/coearth:/bin/bash

ftp:x:108:110: ftp daemon,,,:/srv/ftp:/bin/false
messagebus:x:109:111::/var/run/dbus:/bin/false

avahi:x:110:112:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
bind:x:103:105::/var/cache/bind:/bin/false
potato:x:1000:1000:,,,:/home/potato:/bin/bash
openldap:x:111:114:0penLDAP Server Account,,,:/var/lib/ldap:/bin/false
testuser:x:10005:100:Test User:/home/testuser:/bin/bash
potato2:x:10000:100:potato2: /home/potato2:




- puttyOll M MEA 71l AELE 291 sl = At

- user name : testuser, password . testuser

- user name : potato2, password: potatopw



Al
=

- phpLDAPamin2 AFE5HHLE M2 Idif TS 2 M2 AFRXIE =7}
off EX}.

(MZ=2 AR} 710F of=

JH

A2 add.|dif It¥S FHAotC})

- LDAP MHE 2Ql2| MHZ HF0| FIHE ALSXIE 2391 off 2Lt




PE|= O|FAH A& 2= 310 OFELH2 LDAPMEHE 2G5 EICh
ofX[2h O]== O] HLIEH MH S LHE MHZ F740f ot= &&2t0] 2L

Of I AFEAL G} SF 250071 & =Tt SFAY,

O] H|O|E{E ME |dif I}UZ BHS0{ 27| Lt phpLDAPadmin0f|A 2l0]
7|10 AlX|= &= 20|t

a2 BF=04%&l Zd0| MigrationToolsO|LC}.



MigrationTools

- MX|: sudo apt—-get install migrationtools

- 4% :sudo vi /etc/migrationtools/migrate_common. ph

# Default DNS domain
$DEFAULT_MAIL_DOMAIN = “wseminar#.sparcs.org”;

# Default base
$DEFAULT_BASE = “dc=wseminar#,dc=sparcs,dc=org”;

- default DNS domain, baseS =M StC}.



DB=S sM= 57171

sh /usr/share/migrationtools/migrate_all_online.sh

1. dc=wseminar4,dc=sparcs,dc=org

2. wseminar#

3. cn=admin,dc=wseminar#,dc=sparcs,dc=0rg
4. cn=admin,dc=wseminar#,dc=sparcs,dc=org
5. [password]

6. NoO

(o] [

- B TN slapd?Zt & >E|0RL010F BT,

:



