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Security — Goals!

» Confidentiality: H|2 82 = H|2 = Zt&S|{0F gh
» Cipher, TLS/SSL, File Permission

» Integrity: SE= Al2| g 5= Q0{0F gh
» Hash Function, TLS/SSL, Certificate

» Availability: AH| A= A F 2 JHS 8 0F &
» DoS / Ddos Defense

» Authenticate: A AFEHO| RIR} X AFEFO| BFOLOF ©Hi

» Password-based, Certificate



Security — Practical Goal

» root Hels Fol T AT 7t E = U= 51 OF
» 2/F210| root #ot= 7HX|A| SHH OFE
» LF Q10| Mot &5 FA4H 5= S5l root Hot=s 71X
» root o= 7t AR O|EtE Ol gt HS= ot==F S
» ex: rm -rf / --no-preserve-root

» cfrootl| X7| HYUHSE MAX |0 QK| e
» = AHS7| MIK| root2 20 = GIS



Cryptography

» “The practice and study of techniques for secure
communication in the presence of third parties. It is
about constructing and analyzing protocols that block
adversaries.”

» Topics: Cryptosystem, Hash Function, Message
Authentication Code, Random Number Generation,
Key Exchange Protocol, Authentication, Steganography,
Zero-Knowledge Proof, Secret Sharing, Quantum, ...




Cipher

» “an algorithm for performing encryption or decryption”

» Encryption: “process of encoding messages or information in such a
way that only authorized parties can read it” - Wikipedia

I 3= 7+ A== HIO|H = Bigot=0 Ar8kl= ¥1E|E

» Mainly 1. Key Generation / 2. Encryption / 3. Decryption
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» Plaintext (83 &): ¥=22iot1l o2 EHE
» Ciphertext (22 &): ¥=22} =l &

» Key (7|): =t [l 2Rt 2782 &
» A piece of information that determines the functional output of a
cryptographic algorithm or cipher
» O|A 1™ Fo|0|ot A= eSS 8= = Bl
Mathematically, a cryptosystem or encryption scheme can be defined as a tuple LP C.K.& D} with the following properties.

1. P s a set called the "plaintext space”. Its elements are called plaintexts.

2. ( is a set called the "ciphertext space”. Its elements are called ciphertexts.

. K 15 a set called the "key space”. Its elements are called keys.
4. £ = {E;. -k e ;’C} is a set of functions f : P — (. Its elements are called "encryption functions”,
D = {D; ke ﬁ.:} is a set of functions [y : C — P. Its elements are called "decryption functions”.

For each ¢ € K, there is € KC such that DdLEELp}} = pforal p e PH=




Symmetric vs Asymmetric

» Symmetric-Key Cipher(Ci & 7| =22t &2

e
» Encryption, DecryptionA| S 23t keyE AtE

T

» Asymmetric-Key Cipher(H|CHE 7| 23t 1N 2[F)
» Public Key(&7l17]) - Private Key(H| 27|) A& M
» EncryptionA| public keyZ, decryptionA| private key A&

» HFE =5 symmetric > asymmetric
» HFE O|5l: symmetric > asymmetric



Why Asymmetric?

> Al ket 241 ZPL|CF,

» https://www.facebook.com/media/set/?set=0a.993976753976194&type=1

» Key Distribution Problem
» NZFO| Symmetric Cipher: O(N/2)
» NHO| Asymmetric Cipher: O(N)

» Cryptographic Signing (A &)
» 22|52 SEYE MESIY “AN B It

» Authentication W XFA|S| A H


https://www.facebook.com/media/set/?set=oa.993976753976194&type=1

Symmetric Cryptosystem

For each ¢ € IC there is d € K such that Dy ( F.(p)) = pforall p € P.

For each @ € G, dhesemtemplmgmfsueitihae [ (E.(p)) = pforall p € P

[

» Stream Cipher: “plaintext digits are combined with a
pseudorandom cipher digit stream (key stream)”

» In practical, digit: 1 bit or byte, combine: XOR

» Loose form of OTP (one time pad: ultimate, unbreakable cipher)

B X Hol Stream Cipherl| A2 2 AlZiot 2t ol 2N E BMAIZ £ Q13!

» Block Cipher: “algorithm operating on fixed-length groups
of bits, called blocks, with an unvarying transformation”

» O| ZF/2| == ENE|F0| 2K 50| A+EE



Block Cipher — DES, 3DES

» Data Encryption Standard (DES)
» 1975, IBM / 64bit block / 56bit key
» NISTO| 2|3l L HE BEL 2 S02IE (46-3)

» Brute force attack is possible!!

+« EDE (Encrypt-Decrypt-Encrypt) Method — 3DES-EDE Method:

» Data is encrypted using K1.

> Triple-DES (3DES)  Ba s oo g
S G s |f K1 =K3, Key Yields 112-Bit Key Lengih
> DESjl— C)|_I-X|_-I Ol‘Xl (B'étgF_:I 3I:||_-| %E OH A-I &D:' EDI = |{ K1 # K3, Key Yields 168-Bit Key Length
p 2|Lt, £ 271 =211 DESZZA[E S NEi=
differential cryptanalysisO| F|2eh)= | H5| 7HX[ 1 /U=



Block Cipher — AES, SEED and Others

» Advanced Encryption Standard (AES, Rijndael)

» 1998, Vincent Rijmen, Joan Daemen / 128bit block / 128, 192, 256bit key
» NISTO| O|8ff EtHE HEFEo 2 SQIE (197)
> NSAOIM 2|1 S5 7|LS MES I ALSE 5= JEE SOl

> ISO EZF / S/MIME, TLS/SSL, IPSec, X509 S O0f| Al AFE

» SEED

» KISA(Korea) / 128bit block / 128bit, 256bit key
» I1ISO BEZ / S/MIME, TLS/SSL, IPSec, X509 SO A Al

» Other: ARIA, Twofish, Camellia, CAST-128, ...



Asymmetric Cipher

For each ¢ € IC there is d € K such that Dy (E.(p)) = pforall p € P.

» e (public key), E (enc. fun.)= 371 =0 AS
p 5, LI=2 {5 T e 2]
» 1. d (private key)7} 2™ EO| Hot+E TH= = JUO{OF &
p 2. d7} Gl W ES| Hers-= =

» 3.e,EE BH dE A7|= el =7ISdl0F &

» Trapdoor One-Way Function
> A | (F2 NP-Hard)S A&
» Integer Factorizing Problem => RSA
» Discrete Logarithm Problem => ECC, DH



RSA (Rivest, Shamir, Adleman)

» Based on Integer Factorization Problem

» Given a large integer n, factorize it!

» 1. Key Generation

> 2 p, qE ME: n=pq; e= phi(n)Zt M2 Q1 /29| ==X}; d&= phi(n)Oil
CHSF modular inverse

» Public key: (n, e), Private Key: (p, g, d)

» 2. Encryption (plaintext: m): m”~e mod n

» 3. Decryption (ciphertext: c): c~d mod n



RSA bits

» RSA 512bit, 1024bit, 2048bit, 4096bit S 0| T Xl Al

> O7|M bitZt, n2| 37[= LIEIH
> ex: RSA 1024bit => 2/1023 <= n < 21024

>

» i.e p*q=n0| E|= p2t q& #& =+ ULH
» RSA 1024 bit: THEORETICAL ATTACK FOUND
» RSA 2048 bit: RECOMMENDED



Does it really works?

» & ElL|C} “Wheel A|O|L}>O|L| iAot S H2 M ekstL|C}
» AHMTISEH= S0 AHCFH
» CS448 HHEHDI|E =% = S22 A| ALY,

» https://en.wikipedia.orqg/wiki/RSA (cryptosystem)#Proofs of correctness



https://en.wikipedia.org/wiki/RSA_(cryptosystem)%23Proofs_of_correctness

Other Asymmetric Cipher

» Diffie-Hellman Key Exchange Protocol
» FO|A RrM|S] 2B

» ECC (Elliptic Curve Cryptosystem)

» Based on discrete logarithm problem
» Trendy, RSAEL 7|7t JLHAC 2 &=

» ElGamal: discrete logarithm problem

» Palllier: additive homomorphic
» E(a) + E(b) = E(a + b)



Hashing (Hash Function)

» “any function that can be used to map digital data of
arbitrary size to digital data of fixed size”

» Example: for any x, x mod 543082734

» Meaningful Hash
» Preimage resistance: given y, infeasible to find x s.t y=h(x)
» Weak collision resistance: given x, infeasible to find x’ s.t h(x)=h(x’)

» Strong collision resistance: infeasible to find x, x’ s.t h(x)=h(x")



Hash Algorithms

» MD5 (Message Digest 5)
» Rivest / 1992 / 128bit
>

» SHA-1 (Simple Hash Algorithm 1)

» NSA /1995 / 160bit
» Theoretical attack was found. No actual collision attack.

» Use SHA-256, SHA-512, SHA-3 (Keccak)



Hash Application

» HRHS HIE

» “preimage resistance”

» L, HIO|H 2|/HE 84S

» “weak collision resistance”

> L, H|O|H A EXt

» “strong collision resistance”



Authentication

» “act of confirming the truth of an attribute of a single piece
of data or entity”

» Example: O] PPT= samjo”t Bf= AU LICt H{LESIH ..

» RSANAM encryptionF =1} decryption £== HHY 2 XH
» decryption -> signing

» encryption -> verifying



Signing with RSA

» Z=H|=:RSA key (n, e, d), Hash function h
» 1. Signing (text: m): (m, h(m)”d mod n)

» 2. Verifying (m, s): h(m) =? s* e mod n



Other Authentication Methods

» ElGamal Signhature Scheme

» DSA (Digital Signature Algorithm)
» NISTO| 2fsl U HE BE2 2 SOl (186)
» EIGamal Signature Scheme?2| Varient

» ECDSA (Elliptic Curve -)

» Schnorr Sighature

» Based on discrete logarithm problem.



Key Exchange Protocol

» Alice’| Bobd 2FHSHA X E = ofd o O SHL,
p ' HAIX|E BB LI samjo?t S7H0|A| BIA|X|E =8O
> AES Z112|5= AtEotl H| 27| K= 0| 80t0 &2 2toShAf

» Ol Ke 0 Z | 2rEopA| B LY X|?




Discrete Logarithm Problem

» Question: giveny, a, find xs.ty = a”™x

» Solution: x =log_ay; simple and easy

» Question: giveny, a, p, find xs.ty = a”™x mod p
» Solution: ...???7??7?7?7

» “Discrete Logarithm Problem”



Diffie-Hellman KES

» 1. Pick G =Z2*™p, g s.t g is generator of G

» 2. Alice picks a random number “a”
» And sends g”a mod p to Bob

» 3. Bob picks a random number “b”
» And sends g”*b mod p to Alice

» 4. Alice computes (g”™b)™a mod p

» 5. Bob computes (g™a)”™b mod p



Diffie-Hellman KES - Safe!

» samjo= g”a mod p, g™b mod pE &

. SHX/E O HEZSE o bE 28 4 Sk,
» By discrete logarithm problem

» ot Ol 228 H grab mod pg 7+ =+ QI

» By Diffie-Hellman assumption

OI- |:|..

O]
JUN

» Usage: SSH(secure shell), TLS/SSL, ...



TLS (Transport Layer Security)

» “cryptographic protocols designed to provide
communications security over a computer network”

» On OSI| Layer 5 — Session layer

SSL (Secure Socket Layer) 1.0, 2.0, 3.0 by Netscape

TLS 1.0 (1999-01) defined in RFC 2246, upgrade from SSL 3.0
TLS 1.1 (2006-04) defined in RFC 4346

TLS 1.2 (2008-08) defined in RFC 5246

VeV V.V

>
» SSL 3.0: DO NOT USE (POODLE attack)



TLS Overview

» Client2f server= €2 7| & 48 (handshake)
(@)

o
p dGE Y72 HO|HE ¥=22tord =11 @& (ex: AES)

» 1. Client Hello

» ClientO| M= A8 7ttt 222t 2ie[E U 478 = server0f| Al £ H
» 2. Server Hello

» Serverc At 2| QIS MLt ALE 7tse E1E|E S5 clientd Al 2 H
» 3. Client Key Exchange

> 22 OIZNE ASS 5, (E7|S MAotD 0|2 QIS Al BH7|2 ¢

2bof| A M Of| Al 2



Certificate

» “an electronic document used to prove ownership of a
public key. (X.509)”

= public key with owner and issuer information

» o] CHE 20| RSA certificate

> 2SN REYS BEFE BE(ssuer) 27t US
» 1. O{EA “EE75f & &= UAF? => RSA Signing
» 2. @=At= O|E A ©X|? => Root CA



Certificate Flile

.Crt: base64 encoding of certificate
.cer. same as .crt, used by Microsoft
key: base64 encoding of private key

e V. V. V¥

pem: base64 encoding of private key and key’s info
» Public keyE X &ot=0 ALEE == RULE.
» .pfx: certificate? private key= 223510 X%

|:|
rr o

O
o

Lt

20 2t

Al iAo M &5 SHAH

» .pem EE= key
» FEERUSE B0

f
|

O[¥ :|o
| m

dy r=

*1



PKI (Public Key Infrastructure)

» “A set of hardware, software, people, policies, and
procedures need to create, manage, distribute, use, store
and revoke digital certificates”

p SA Ee S8 5= Z2e Cr¥et K401 ZorEl i E

=] —

» O] MO|LIO|M= {EAH QIS ME validateSt

r|r
Ral
a
nx
o0F
OF



Root Certificate Authority (CA)

» Self-signed certificateg 7tA|11 QISAME EH20l == 7|

» Self-signed certificate: issuerO| XAIQI QIS A

» ex: Comodo, Symantec, GoDaddy, GlobalSign, ...

p LUZIRI0N CHE DAL ZAALS B S

» Root CAZ| Self-signed certificate== 2224 X Osof| L&



How to Validate Certificate?

cert = input-certificate
while (true)
If cert ==root CA in Web Browser / OS
PASS
elseif cert is self-signhed
FAIL
cert = cert’s issuer-cert



TLS/SSL Summary

request weh site
cocure certificate Cartification
' [h] Autharity

web site
~lssue— ‘. sign™

TEIngquisip——

k]
e
=
&
[
[ k]
=4
E

1
user at PC . |:| |; _. browser
__ distribute ®—5d __—

with browser _ yandor
with browser

CA rool certificate
-we-b site certificate




Why need to validate?

» MITM Attack (Man-In-The-Middle Attack)

» AKX SZH0|M client@t Y& /serverl} HZASHY A Z0f|AH ACHEFOIA
XH 2Ol ol &4 &

» 80| 2= HO|HE & = U2H, HEoH fI/B=010 E2 & U5

» 0| 30| ;L= S attackerlt client= A|H2| 21F5 A7} Ot B AKX}
O| IZME https HZ= WA E

<Normal>

Legitir:r‘:fé“fé Node

<Man in the middle attack>

Legitimate Node Attacker Server



CA Invalid Error

> e 2= & R X0 M= MITM S45 T4
OfX| = CISMESSLAEES Al 8% TdE ST

FE0| HE7/2 28 UX| EELCHL

otF mHo|x|= S0}t




SSL Strip

p ASME IR EL clientdl| Al EXE QSME= d0E0| &
» 12|{™H O attacker?t clientAtO| 0| http & Z S A2 SHALH
» AFE Xt http &410] O] F 0| X|=X], https S410| O| FOX|=X| F2tlgt

» HSTS: HTTP Strict Transport Security
» Response header0] Strict-Transport-Security ‘S 2= H
» XN gE AZE 52 E EEtF XN = oS AO|EO| =4 https=E 5 A=
» MITM SSL Strip2 2 QIS At S22 http= H5E 4% H|O|X| 2EE SX|&



OpenssSL

» SSL and TLS2| open source 9

» OpenSSL Library: #2 &t #&E gt==0| LA 0 USF
» AES, DES, RSA, ECC, Camellia, IDEA, MD5, SHA1, SHA2, DHKES ...
» 0{2] open source Z2 10| A O] libraryE ArE R (apache2 &)

> OpenSSL Toolkit: &
s 02 &E= 2 +

» openssl --version

S8l 2B8 A 217, ASM LS/ AS
O

OpenSSL



Heartbleed

» 201430 LA El OpenssLe| 7+ F 4 E
» http://heartbleed.com/

» Heartbeat extension (RFC6520) - ¢40j|A] boundary checkZ
SHA| GOt Aol 22| &0| R=kl= FSH

» AtA|SH 2l2|: BtelE S A|CH
» https://xkcd.com/1354/



http://heartbleed.com/
https://xkcd.com/1354/

HTTP & HTTPS

» HTTP: HyperText Transfer Protocol
» 7|45t AAILLR? (ref Web, Apahce & Nginx)

» HTTPS: HTTP over SSL
» HTTP L|O|H & &= 2}5t0] S4lst
» SZEX7HOHOIHE & += 8la
» URL: https:// (NOT http://)
» Port: 443 (NOT 80)
» “Ij 2 SRt THE: 2|C}”




Tutornal

» Tutorial = H: openssl= AFE0}
apache0| 2-&A|7 https AH

» Tutorial 2t78:

» 1. openssl genrsa -des3 -passout pass:x -out server.pass.key 2048

O self-signed certificateE 2= 210,
= Q=S 0{ 2 X

» 2. o0penssl rsa -passin pass:x -in server.pass.key -out server.key
» 3. rm server.pass.key
» 4. openssl req -new -key server.key -out server.csr
» Common Namel|= &5 MH ip £= EH Q& =5 5K}
» 5. openssl X509 -req -days 365 -in server.csr -signkey server.key -out site.crt
» 6. vi/etc/apache?2/sites-available/default-ssl.conf
» SSLCertificateFile /nome/samjo/site.crt
» SSLCertificateKeyFile /home/samjo/server.key

» 7. a2enmod ssl; a2ensite default-ssl; service apache?2 restart;



Telnet & SSH

» Telnet: Session layer protocol used to provide a virtual terminal
connection (RFC 15, RFC 854)

» NO Encryption; NO MITM Prevention; DO NOT USE;

» SSH (Secure SHell): shellE 2T SHA| E| = = J} == St+= protocol
» Port: 22



FTP, FTPS & SFTP

» FTP(File Transfer Protocol)
» NO Encryption; NOT RECOMMENDED

» FTPS(FTP on SSL)

» SSLHAZS S 1 20| FTP S4l= &

» SFTP(Secure FTP)

» SSHO[| A E{O|'2 ®=5 0 OfL|2f mpbQf 2t

2 29| extension
» FTP2t protocol AtAM|7t CHES 2 HEHO
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Attack and Defense

p A BIHO| M=

» Brute Force

» Log System

» File Permission (setuid, setgid, sticky bit)
» Firewall (iptables)

» SYN Flooding / DDos Attack

» SQL Injection, XSS, CSRF

» Physical Security



Brute Force

» Key Spacel| U= 7ts%t

I|:|-_

! A O
B T AA

B [C O
(@ r—
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125
FEH =2 O] GiLCt. (ex: OTP)

> L0 A|ZHO| 22 22| =5 OfAf
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Dictionary Attack

> CfEE0| AHRAIS S THof, 201 0|2, MY 52

» ex: samjo24, kim1212, kimhandsomeguy

» O|0] EXfct= HO =1 Ol S ===

all
i
IS
[k
[t
fi|ru
e

> L0 AFEO| A= T



fall2Zban

> Linux AFEAF 2210, B|2HS S ntH O] S2|8H m= S¢
ET0Ig 5 Sl EEEE .

» apt-get install fail2ban
» cp /etc/fail2zban/jail.conf /etc/fail2ban/jail.local
» vi /etc/fail2ban/jail.local

» https://www.digitalocean.com/community/tutorials/how-to-install-and-
use-fail2Zban-on-ubuntu-14-04



https://www.digitalocean.com/community/tutorials/how-to-install-and-use-fail2ban-on-ubuntu-14-04

Log System

» 7| 2HOZ fvar/log/ O SHUS
» A|AE 27 syslog

HOot 21 auth.log

3= 2. cron

28 271: boot.log

2 21: apache2/

ey VvV Vv

» Linux HHZ=tOlCt 27 10te o|20| 2 M CratXI
» ex: CentOSO| A= auth.log”t OtL| 2} secure



File Permission - setuid, setgid

» 4007 7007 6447 7777

» 7| =52l A=2 Ot Of= A2fil B L|CE,

» setuid / setgid: Set User / Group ID upon execution
» /etc/passwd Lt 2 SHA|El H|ZHD = K& ot A2 rootd| A TH A 7|
Hot0| RULCE SFA[TF R E AAEALE passwd =185 Sl =212 H| &
He S HiE 5 ULE...227

> setuid’} 28E[0] U= TME2 2BA| 27 AS| HotO = ZHEICH
> setgid7} 2EE[0] A= LHEE 2WA 27 A9 A= HAE

» chmod 4xxx — setuid, -rwsr--r--

» chmod 2xxx — setgid, -rwxrwsr--



File Permission — sticky bit
» /tmp, /var/tmp: permission 777

> DE AZO| THYS TS AFST AN 4 Tt

> AHE S OHE = A A2 H AMH[ L0 SO/t TdDE = US

» Sticky Bit: O| bit7} 2™ &l directory 2to| A= Lt Q| A FXtTHO|
ALK 74 & directoryQ| AR AHEHO| AMY| Zts

» chmod 1xxx — sticky bit, drwxrwxrwxt



» 37tX|Q| O|2| MO|=l chainO| X5t 1

» INPUT: 20{ 2= I§Zl / OUTPUT: Lt7t= T Z

» 02| 7HX| 20 == AtEot0 TjZls EHE

» source, destination, protocol, state, ....

> ORX| S| TH200) CHal CHUSH SRS 23 =

—
» ACCPET, DROP(H ZIC}), REJECT(HEE[RILC



Firewall (iptables)

p HEST A4 B0 e e R LT
> NEW: M2 BES R**or— fi Zl(ex: http)
» ESTABLISHED: 7|= =Sl S
» RELATED: 7| & HZ0| £otX|2F =22 HES 285t= 12l
> ex: HEEZETL 200 FTP7t 10245 0| 23810 M&st 0 A O{$tCt,
» INVALID; LtH |
» HHO
» -A: Al F7t -D: A AH|, L gAEE P72 A BHA



Examples of iptable rule

» 2= XM eth0RZ S0{2= ssh HZE S 5| &StLt
iptables -A INPUT -i ethO -p tcp --dport 22 -m state --state NEW,ESTABLISHED -j ACCEPT
» iptables -A OUTPUT -0 ethO -p tcp --sport 22 -m state --state ESTABLISHED -j ACCEPT

» EE ROA eth0RE S0 2= mail 2= S| &Lt
iptables -A INPUT -i ethO -p tcp --dport 25 -m state --state NEW,ESTABLISHED -j ACCEPT
» iptables -A OUTPUT -o ethO -p tcp --sport 25 -m state --state ESTABLISHED -j ACCEPT

> BO|7} ot =76t 1 Lk ELO|WB}Y| AL,
> SO 2T ) 2eteg QPR => ufw”



ufw (Uncomplicated FireWall)

» 2 X|: apt-get install ufw
» 7110 117|: ufw [enable | disable]
>
> El 27| ufw status
» Rule =7}5t7]|: ufw [allow | deny | reject] <rule syntax>

» <rule syntax> ::= <port_no>, <port_no>/<protocol>, <service_name>
from <ip_range> to <ip_range>

» ex: 53 (tcp 532t udp 530| 25 E2h), 25/tcp, http (tcp/80)
» ex: from any to 127.0.0.1, from 192.168.0.0/16 to any
» c.f: 0.0.0.0 - any, 127.0.0.1 - localhost

» Rule 4X[St7]: ufw delete [allow | deny | reject] <rule syntax>



Tutorial

» Tutorial S H: ssh2} http=

» Tutorial 2H:
» 1. ufw allow ssh
» 2. ufw allow http
» 3. ufw enable
» 4. ufw status




KAIST Firewall

» KAIST IP Range: 143.248.0.0/16

cELH 2 APE EE (2013, 3,15 THIHD
- Inbound &P E 2
0 MBI ZE : FTP(21), SSH(22), Telnet(23), Xwindows(6000), SNMP(161), MS-5QL{1433)
0 SIZ[ A 3E : RDP(3389), VNC[5900)
o IEHIERH ZE : ICMP-all

o 29 £E :
TCP-42,137,135,139,6969,1025,1080,1433,2745,3127,3410,4899,5000,5554,4444,6129,
bo67, 0068, 9898,9906,12345,12346,44444 47268,54321
UDP-19,137,139,445,5000,6112,1080,1025,6129,6969,6667,666831337
(ROl ZEZ 22, ZAE0 AttE & RELICH)

r SESUEO B2 57 t”éiH% L AtE s

p =78 5 KAISTHIE SRS 2




DoS / DDoS Attack

» Denial of Service / Distributed Denial of Service

p SHHEI HEQA XIS D5 AT A|7] HAX Ol AL X7t A H| A0

HooH| Xol== ol= &4

» UEQT AIUS AT A|Z|7|0t 8} H |2 2 CFRESE
» SYN Flood Attack
» Teardrop Attack
» Peer-to-Peer Attack
» Distributed Attack
» Reflected Attack
P



SYN Flooding

» DoS?| 7t tHEA ¢l

T
SYN-ACK

» TCP B4 2 U3 [, server= SYN-ACK IfZl = E L1 clientd] A|
ACK ThZ10| @ 7|2 7|Chalct,

» Client/| =E=2SYN INZIOF HL| O ACK IffZl= EL{X| fo ™

MH = A43 A= 7|Ch2| Al £l 22 CfE SYN I 2l 2 acceptoHA|
=gt

i e




Web based Attack

» & WO[X|e ¥ F &0 54 A8 5 & €

el P, |
» GET/POST = AIE95I S4lE|= HIO|HE H=E

» ex: SQL Injection, XSS, CSRF

» MO, Mo AF2Xo| QIS ME[s|M = QHEICE.”

h

» “DBMSS| @ 7 HH = HCH ALEXI0|A| 2| X A= QHEICE”




SQL Injection

> MEO|A 202I0] #5t=SQL &5 ddldte 54 WH

» ex: SELECT uid FROM user WHERE id="{id}’ AND pw=‘{pw}’
» {id} = samjo, {pw} = * OR 1=1;--

(=
raw SQLS ZZ2 127} ZMEEIX| ooz oF
» PHPO| AL 2tH3t FO| Q1 - prepared Statements AF2 H %



XSS (Cross Site Scripting)

» ALEXH7FEH H|0|X| & 4 EIOHH O|0f| =&otH S AKX =
script= M%XM MG E oSl &4 HHH

» 1. SAX= 29| ™9l script (ex: 77| EX|7)E Bt=Ct.
» 2. 27 CHAMO| E YUAFO|EOf £0l0] OLE o9

_I

&9l scriptE & &

» iframe, object, div, script EfZ 52 A A|Z2E &g STt
» 3. AFEAZ} Sl I O] K| & SO &M scriptZf & & =TT,

p HHOl- O2{H 2 M2 T 2|5l H ZIC}H

e

> ex: <= &It E, >= &gt; = escape?tLCf.

»JavaSeript=-oi ALt



CSRF (Cross Site Request Forgery)

> olie B AO|EZH AFE XS] Bl HetR XS ME[o, AAEA 28
5HX| oro mjae DLAXI HLHEE Sh= DA gt

ST O O = @ B ] O Y

» ex: http://bank.com/withdraw?amount=21 2t =t 2{&to=samjo

» 0t O] I{|O|X| & YO|E = AIZH0| bank.comOf] 21 9QI5|0] QICHH,
S OS2 S samjoOfl ELHA = ZAO|CH

> B0 M Z0f| A 2HEHTt tokenO| 2= H|O|X|E AFE AL A &
L{ 2, ArEXOAIN 8= .:% = tokenO| =HIEAX| = QI SHC

» Django?l| csifmiddlewaretoken



Physical Security

» /|7|0| Ciet =28 2 Mer/ SA
» ex: Win + L, A& &2, 8%t =A] LfAf

> 2XE|H oMot ¥ A|L-O|2t

A CRYPTO NERD'S

I IMAGINATION ACTUALLY HAPPEN: -
HIS LAPTDPS ENCRYPTED. HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
r:r.usrm To CRACKIT. THIS $5 WRENCH UNTIL

Uo9e - 13'£T REIP'." GOT T,

Bt.PﬁTiDUR

- ‘f@‘i i

T&Al=0| E

1

$0



o

Social Engineering

> 243 A2 0l WS ABA Bt 7|

(@)
» Phishing: “A| 7t AIO|E 22| X210, ' AE0| &4t ZX[7F Mo L] Hi
OIS & TN, AZH|2UHS E = "MIB Ct =M A

i

» Biting: &g LtE0| = CDLf USBS 2|0 SOH=L}. X|LE7HE A O] 2| A
PCO mountOF':” °._40H: IS0 SRE[ .. PC/F &0l L Ar2| 7t Yol ..

» Tailgating: 2@ & i1 HFL} AHAFGAH 2O Y= SOrCHECY.

e

T



CERT

)

O E
o O

CH

el

Off A

Xl
=

(

» Computer Emergency Response Team

Lo

/ 2| AtOtCH EXotH HojAt LS

|4

» KAIST CERT
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