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1. LDAP Part #1

LDAP 7{

Lightweight Directory Access Protocol
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1. LDAP Part #1

LDAPL| A& {2

uid=yuijn
ou=member
ou=normal : ,
uid=akais
ou=guest
dc=sparcs
dc=org uid=sonnom
ou=wheel
uid=jambo

dc: domain component
ou: organization unit
uid: user id



Schema
Atelh = { o] &, HEtHT, 4 }
[etc/ldap/schema ©f|A Zj2|gt

ObjectClass

71621 = { 71821, 010-9984-2803, 77| --

Attribute

o|F, HEHzE, F4

}




1. LDAP Part #1

LDAP o} |Eli%|

LDAP Decoded
Request Request
Decoded
I:> Request I:>
LI?AP Frontend Backend
Client
Result Processed

Request
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LDAP Server slapd ‘23]

$ sudo apt-get install slapd Idap-utils

$ sudo dpkg-reconfigure slapd

NO, {ZtUo|E}.sparcs, wheels, H[HH, H[#HEl, HDB, NO, NO, NO



ldapsearch

{ZtLo| &}, ,dc=sparcs

$ Idapsearch -x -LLL -b dc
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1. LDAP Part #1

ldapsearch

yujingaya@dijon:~$ ldapsearch -x -LLL -b dc=melon,dc=sparcs
dn: dc=melon,dc=sparcs

objectClass: top

objectClass: dcObject

objectClass: organization

0: wheels

dc: melon

dn: cn=admin,dc=melon,dc=sparcs
objectClass: simpleSecurityObject
objectClass: organizationalRole
cn: admin

description: LDAP administrator




LDAP Data Interchange Format

LDIF : LDAPL| H|o|E{E plain text2 H TG = oM

$ vi ~/add.|dif



LDAP Data Interchange Format

dn: cn=wheels,dc=melon,dc=sparcs ~[add.|dif
objectClass: posixGroup

cn: wheels

gidNumber: 100

dn: cn=null,dc=melon,dc=sparcs
objectClass: inetOrgPerson
objectClass: posixAccount

uid: null

sn: Kim

givenName: Yujin

cn: null

uidNumber: 10000

gidNumber: 100

userPassword: 64000
homeDirectory: /home/yujingaya



ldapmodify & ldapadd

$ Idapadd -x -D ch=admin,dc={2}d0o|&},dc=sparcs -W -f add.Idif

ldapadd= Idapmodify°l| -a &2 ¥ Azt Z2 7[5!

-f M2 QJa45t |dif THY
-D 4%, 27}5H= AF22}9| dn(ofo|C|)

-c RLBIL LIE HEX| o482



ldapmodify & ldapadd

$ Idapsearch -x -LLL -b dc={z}40o|E},dc=sparcs

CEA| St |dapsearch & SHE-A|CH

[yujingaya@dijon:~$ ldapsearch -x -LLL -b dc=melon,dc=sparcs
dn: dc=melon,dc=sparcs

objectClass: top

objectClass: dcObject

objectClass: organization

0: wheels

dc: melon

dn: cn=admin,dc=melon,dc=sparcs
objectClass: simpleSecurityObject
objectClass: organizationalRole
cn: admin

description: LDAP administrator

dn: cn=wheels,dc=melon,dc=sparcs
objectClass: posixGroup

cn: wheels

gidNumber: 100




LDAP Client NSS

$ sudo apt-get install libnss-ldapd

$ sudo vi [etc/nslcd.conf # 443 @

$ sudo vi [etc/nsswitch.conf # A& T






2. pGina Part #2

pGina

e p: plug-in 7|& |/
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2. pGina

pGina

* p: plug-in 7|=
o default Windows Credential Provider (CP)2} GINAE- CHA|!

Unmanaged Managed

Credential Provider/ pGina

GINA Service | > Flugins

« Windows authentication
e User credential HfofA

user interface CHx|

. LoginA| Ul 2t734dny Plugin| pipeline2 2 &
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2. pGina Part #2

Pipeline

L Authentication H Authorization }[}[ Gateway

o|af_.1? afo|0-lo| DF'—1| cr E7}||

 Authorization: 2t0|%10||H| accessE L= 7L 7}---

 Gateway: provide post-authorization account management

ai

~ of ¥stg Bg of

7| 02| = CfE HSES TR = AH| 2277t

O

o ZF CHA|Of| AFR-E|= pluginS o421 7HY 4 /204, authenticationd]| Z|

A5F17H9] plugino| T a}Ct,



2. pGina

pGina subsystems

logon process J
(2) Credentials
(1) User enters [ ﬁﬂ
credentials pGina
. EEI;%ETNL: Service and
Flugins
I"_'II
_ (3) Result and
(4) Credentials credentials (possibly
returneq from altered by plugins)
senvice
Y

Windows OS5




installation

/2 pGina Configuration

General | Plugin Selection I Flugin Order | Simulation | Credential Pravider Optionsl

Tile Image
Tile image: E

Preview:

}-G.{\““pGina

MOTD
Enable MOTD

MOTD:  pGina Version: v

Mezzage of the Day (MOTD.  Displaved below the fie image and above fhe usemame/password fialds.
Vald subsiutions:  %m - Machine name, %d - Today's dafe, %7 - IP address, %n - ONS name, %v pGing version

pGina Service Credential Provider/GINA Status

Show service status in logon Ul
Reqistered: Yes Unregister

Status:  Running
Enabled: ‘Yes W
St aideting|

Unlock
[ Use original usemame to unlock computer (Windows 7 and later).

Save & Close ] [ Apphy H

Close

pGina 3.2.4.1




configuration

)

pGina Configuration - =

General | Plugin Selection | Plugin Order | Simulation | Credential Provider Options

pGina 3.1.7.1

Search Directories

Directory
C:M\Program Files'pGina"Plugins‘Core
C:M\Program Files\pGina“Plugins“\Cortrib

Add Remove
Current Plugins
Plugin Mame Authentication  Authorization Gateway Motfication  Description

———--

Local Machine ] Manages local machine accounts for authenticated users, and autt

MySQL | |:| |:| Uses a MySQL server as the account database.

MySGL Logger | Logs various events to a MySCL database.

Simple Demonstration | A demonstration plugin that allows all usemames that begin with the

Session Limit | Enforces limits to user’s sessions

Single User Login | Allow re-direction of all authenticated users to a single set of creder

Email Authentication | A plugin that autherticates against 8 POF or IMAP server.

RADIUS Plugin | | A RADIUS Authertication and Accounting Plugin

I';J'Iu:udifv Usemame Pluain 1 M M Modifv the usemame at various stages of the lodin orocess N ¥

Configure ...
Save & Close Apphy Close




configuration

General | Plugin Selection | Plugin Order | Simulation | Credertial Provider Optionsl

e

Search

okl LDAP Plugin Settings

LDAP Server
LOAP Host(s) test.com
LOAP Port 636

S5L Cerificate File

Timeout

10 Use S5L  [[] Validate Server Certficate

Search DN

Search Password ITIITITIY)

Group DM Pattem

Authentication |A|_rlhoriza’[ian | Gateway|

CM=User, DC=test] DC=com

= S |

[] Alow Empty Passwonds

lUger DM Pattem

Search for DN
Search Fitter (sAMAccountMame=

Search Context{s)  DC=test,DC=com

pGina 3.2.4.1

. LDAP Host: This is your Active Directory server

. LDAP Port: use 636 and select “Use SSL” to encrypt the connection. If your domain is

part of a forest, you may need a different port number.

. Search DN: This is the distinguished name for a login that will be used to search active

directory. | have a service account in our Active Directory whose password doesn't

change.

. Search Password: The password for the “Search DN” user.
5. Check the “Search for DN” check box

. Set the Search filter to (sAMAccountName=%u ). sAMAccountName is typically an

easy-to-remember user name. % is what the user will type into the login field.

7. Click “Save”

é




testing

m pGina Configuration

| General | Flugin Selection | Plugin Order| Simulation |Credentia| Provider Optionsl

Simulated LogonlUI

Usemame: test

Password: eessssssssss

Results

Simulation Method

@ Emulate pGina Service

) Use pGina Service

) Launch a Credl| Prompt

Usemame:

Domain:

Password:

Final User Data

test
VS2012-TEST

pGina Stages
Authentication: s
Authorization: s
» Gateway: 4

Stage Flugin
Authentication  Local Machine
Authertication LDAP
Authorization  LDAP
Gateway Local Machine

Result  Message

True
True
True  Allow via ule: "Always allow.”
True

Result: s Message:

Local Groups:

pGina 3.2.4.1

l Save & Close ] l Apphy

I

Close
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3. PKI Part #3

CH%?| EElE

Symmetric Key Algorithm |

e Encryption2} Decryptionof| Z42 &% 7|

Encryption

Plain Text symmetric key

Decryption

. A it

- A HoMgo| Eofdl(keyE EH FHL ST



Asymmetric Key Algorithm |

o 37| Uz HAlolatn e &
o JHIZ[(Private Key) 2t &74Z[(Public Key), & 2712| keyE AL5}
e CHEAMOZ RSAZIQlE

Public key Encryption

@ Private key Decryption

Plain Text EHElpeC

Text




3. PKI Part #3
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37117| “Encrypt’ 7i217| “Decrypt’
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Plain text& encrypt
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Encrypted text& decrypt
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Encrypted Text
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Plain textE encrypt

Encrypted
Text

2. $AI2p7F SAIzle| 2717 | E Eof

Encrypted text& decrypt
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Thank You for your Attention
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