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DNS - What is DNS?

Resource Record Types

A 32-bit IPv4
AAAA (quad-A) 128-bit IPv6
CNAME Canonical Name Record

MX Message transfer agent



DNS Zone File

Zone File

« Resource recordE LIEILH = text file
« [name] [TTL] [class] [type] [data] &@4Alo 2 L EICt

Name
« Record 0|5 EE= AQX} Root EO|Ql =22 512 EHIQIY &~ AS
TTL(Time to Live)

- 2H0| XFE HIE ALE0| YH|O|E EE= AIX|x|0{0F f= HIE., 7| 232 1 Al
class

« ZFresource record 2] §& &et. TCP/IP Q] class = IN(HIAE FE) =2 1Data
type

- YIEQ 9

Data
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DNS Zone File

/etc/bind & LHO|| zone file 0| H&E[H US

IN A 143.248.234.102
IN AAAA 200
A 143.248.234. 161
143.248.234. 151
IN CNAME sparcs.org.
., box names
ara IN A 143.248.234.103
araplus IN A 143.248.7
; I N 2001:220:802:1001: :3
nur i IN 3.248.234.104
;gurum N
L IN
: IN
IN
IN
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DNS Servers

1. DNS (Recursive) resolver
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DNS Servers

2. Root Nameserver

HMIA[] 750+7H2] Root AMH{I}
ZXHotX|at T 137[9] IPFAE
Sef| F&otct

= DNS resolver 10| 0] 13719
IPFAES0| ESHE|0f QICt.




DNS Servers

3. Top Level Domain (TLD)
Nameserver

SILES] domain named]| CHEt
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DNS Servers

4. Authoritative Nameserver
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DNS Lookup Overview

Complete DNS Lookup and Webpage Query

example.com
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Domain Naming System

Top Level Domain
Second Level Domain

gTLD ccTLD
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Domain Naming System

Top Level Domain
= Root =H|QIA|5 2] 5}<lof| sHEStH= A

Oz 1t EHCIcEx: EEIC}

« o0 BEE SOOIzt U Enoloz A3 Eas}

ccTLD

gTLD

SLD




Domain Naming System

Country Code Top Level Domain
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Domain Naming System

Generic Top Level Domain

« I} EHQITE O, 2H|H CH 2 AR E|: EHQISS Uk A|AQ| =H|Ql
 MAIE 2222 B|QGe], JBA, X¥E &2 =H0| E =72 L= TIE
ccTLD gTLD
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Domain Naming System

Second
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Domain Naming System

Sub Domain

g% =0|210] gTLD 2l
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DNS Lookup Overview

Complete DNS Lookup and Webpage Query

example.com
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DNS Zone

Zone A |

berkeley.edu zong purdue. edu zong
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DNS Spoofing
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BIND

Berkeley Internet Name Domain

» BSD 7|8F2] UNIX A|ARIS {8l HAIE DNS AZE|0]

» 1980 ALl == UC Berkeley CH=/H 4 TFO| RO{A| Dh= AT ES|0f
« XYNEX| BIND 7t A&l ate] standard DNS server

* BIND 9 O] AFEE[ 1L RUCt

* named oz =EZICt




BIND A{H{ B4z

BIND A X|

sudo apt-get install bind9
BIND 2t

sudo service bind9 start
BIND &X|

sudo service bind9 stop
BIND Xjj&icH

sudo service bind9 restart



BIND A{H{ B4z

BIND zone file 22 config file reload

sudo service bind9 reload
BIND & =t

sudo service bind9 status



O
BIND9 Y= 0]
nslookup (name server lookup) DNS & 2t0l

nslookup [domain name]

Dig (domain information grouper)

nslookup ELC} 4A|St HEE 0{2{ option C2 MH J}s
dig [hostname]

dig [hostname] [record type]
dig [hostname] +short

dig —X [IP address]



BIND9 478 o

/etc/host.conf

= order: 2ofxl £2ACHZ DNS £ %H=C}. host, bind, nis £ A3t
* multi: on/off. on 2 etc /hosts 0| E 0|AtQ] ip TAE SE28}H
= alert: on/off.on o2 spoof A|=7} log E|H| & £ QUC}

. nospoof on/off. on 2 & spoof A|=& 2X|3F L2 X|A| =IC}

= trim: domain name £ oI |28}

rot

FC}



BIND9 474 O

/etc/resolv.conf

" 1| AMH{Of| £ DNSE X%sH =Ct

= domain, search, nameserver M2 0|&5}{ 12
/etc/bind/

= Zone file 2] Resource Record HHE ?|F5l| =L}
/etc/named.conf

= Zone file Q| db {|X| , EtQI0]| 2ot MHES MXTIC}

0



BIND9Z DNS 1£8}7]

= MHO|A £7 clientS IP?]2H0] Of ] =012 2 HAoH)]

IP:112.113.114.115

hostname: example.com



BIND9Z DNS 1£8}7]

DNS A{H{0]| zone All/d

sudo nano /etc/bind/named.conf.local

zone "example.com" {
type master;
file "/etc/bind/db.example.com";
};
//reverse zone
zone "114.113.112.in-addr.arpa" {
type master;
file "/etc/bind/db.112";



BIND9Z DNS 1£8}7]

db.example.com AA| A% ZHA
sudo nano /etc/bind/db.example.com

STTL 604800

@ IN SOA example.com. root.example.com. (
2 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
IN NS example.com.
IN A 112.113.114.115

IN AAAA ::1



BIND9Z DNS 1£8}7]

db.192 &M 274 &7
sudo nano /etc/bind/db.192

STTL
@

115

604800
IN

IN
IN

SOA

NS
PTR

example
1
604800
86400
2419200
604800

example.

example.

.com.

com.

com.

root.example.com. (
; Serial
; Refresh
; Retry
; Expire

; Negative Cache TTL



sudo service bind9 reload
IPFAE & Hof&=X] =0l
nslookup www.example.com

Server: 112.113.114.115
Address: 112.113.114.115#53

Name: www.example.com
Address: 112.113.114.115



