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1) Aws credential &A™

Aws configure

= Access key id, pw, region name(ap-northeast-2), outout format(json) &&

2) Aws IAM S X2 219l

QN HE et 20 H/ZHZ (access key id, secret~ &f= CHE ZIO/CHINZE jam user 22/



2. AAOIE 52 23t Amazon Web Service

EC2

S3
DocumentDB
ELB

Auto Scaling Group
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HEE |IPv4 T4

1) EC2 Q1A AO= SH IP7| 2T E (3 100.27.20.253 | 7HEH FAE A

ec2-100-27-20-253.compute-1.amazonaws.com | /i

o FAE A

2) SH M BH Ip 2T

3) Elastic IP -> M F& &gk > A AEH > AAHAO] private IPY| HAE

4) QAAAEA 28| -> IPv4 HEE IP S A -> ssh ubuntu@[public ip] -l [pem B E£]



2-1. EC2

* Introducing f-healing high availability clust
Simple, har ~d, Kubernetes for production, fron

https://microkBs. io/high—avai labil ity

ms m are T tware;
t di it ch pre are ed in the
dual files in / I=

with ABSOLUTELY NO WARRANTY, to the extent permitted by

app | icable |

ubuntu@ip=172




W DIR="$HOME/ . v r||

2.1 EC2 "EHYM [lF. nvm.sh"  # This loads nvm

h IIII||[||HJFIHI| | &% #. "INV _DIR/bash_completion”

1) NVM A X]|

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.34.0/install.sh | bash

2) Node X

nvm install —Its
Xnpm install -.g yarn2 2 T 7| X| 2| Xt A X|

3) Create React App -> E2|HE {E2|#|0]M 4/

npx create-react-app my-react-app
Cd ./my-react-app
yarn && yarn build

4) Express generator -> express A{H /g

Npx express-generator myserver
Cd myserver
yarn

5) Node Process Manager(PM2) & X|

Npm install -.g pm?2



2-1. EC2 : ANH{ H{j=
1) Myserver EC0]| H2 -> AH pm22 43

DEBUG=myserver:* pm2 start bin/www
Pm2 list 80| A8 -> MY &F N3

2) Express MH{ = 30008H ZEOf|M A3l Express

Welcome to Express

http://[public_ip]:3000




2-1.EC2 : ZEE H{|=ZE
1) React Hi =

NginxZ static file A/ (nginxe Z& DY A0 0|2 7+3)

2) Nginx HX| Welcome to nginx!

Sudo apt update If you see this page, the nginx web server is successfully installed and
Sudo apt install nginx Y working. Further configuration is required.

Sudo service nginx status For online documentation and support please refer to nginx.orag.
Commercial support is available at nginx.com.

Thank you for using nginx.

Nginx= 80 ZEE A2 -> http://[public_ip]2 2 22l



2-1.EC2 : TEE H|XE : nginx &7

1) 7|E A DY ALK

Cd /etc/nginx/
Sudo rm sites-enabled/default

2) M 278 ot 448

sudo vi sites-available/my-react-app

3) &3

sudo In -s /etc/nginx/sites-available/my-
reactapp /etc/nginx/sites-enabled/my-react-app

4) reload

sudo nginx —t
sudo service nginx reload

ver

| isten BO:
server_names

root thMH.HhHHTulmy—[;
index index. html;

y _T iles $uri $uri/

act—app/bul 1d;
=404 ;

--ﬁz“:j—Fﬂr $remote_addr,

Edit src/App.js and save to reload.

Learn React



2-1. EC2 : H| &= &1
1) 2tRE =™ (R E 22 E 20| 7api £0]7|)

Cd /home/ubuntu/myserver
Vim app.js

App.use('/api’, indexRouter);

App.use('/api/users’, usersRouter);

2) NginxO|AM /api 2 A&l 22 AH=ZE B

server |

}

listen 80;
server_name _;

root /home/ubuntu/my-react-app/build
index index.html

location / {
try_files $uri $uri/ =404;
}

location /api {
proxy_set_header X-Forwarded-For $remote_addr;

proxy_set_header Host $http_host;
proxy_pass “http:/127.0.0.1:3000";

}
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1) AWS cli 2X| https://docs.aws.amazon.com/ko_kr/cli/latest/userguide/cli-chap-install.html

+) Sudo apt install python3-pip 22 pip 24|
X aws cligh? ) @EO 7|HICE aws AHIAE 22[e = U= 8T =+

2) AWS CLI CI2EE
pip3 install awscli --upgrade —user
XEHF which aws Al aws& &S o+ BICHH L2 ZE& W22}

echo 'PATH="/home/ubuntu/.local/bin:$PATH"' >> .bashrc
exec "$SHELL"

3) AWS CLI 27 M IAM RN E dMstHA 2h2 CSVIFAO| A access_key, secret_keyE O|&

Cd ~/
mkdir .aws
vi .aws/credentials

[default]
aws_access_key_id=[access_key]
aws_secret_access_key=[secret_key]
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4) Config
Vi .aws/config

[default]
region=ap-northeast-2
output=json
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1) 3l
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3.53: 2l A9 - ™ 27
Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Buck
VPC Endpoint Policy, and an SQS Queue Policy.

Select Type of Policy |53 Bucket Policy v

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in sta

Effect @ Allow () Deny

Principal |« |
Use a comma to separate multiple values.
AWS Service  4qa50n 53 v All Services ('*")
Use multiple statements to add permissions for more than one service.
Actions 1 action(s) Selected s+ [ All Actions ("*")

Amazon Resource Name (ARN) rmiaws:s3:sparcswheel/

ARN should follow the following format: arm:aws:s3:::<bucket_name=/<key_namex>.
Use a comma to separate multiple values.

Add Conditions (Optional)

| Add Statement I
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Step32| generate policy & £ 25tH json documen &

JSONS E ZHSEl M7l B wal0] HEE A 0f (et M2 HeHe HBESLICH B3l FMS CHE AHO| 293 A4

oAf @2 || w47l 12

E{Z] ARN

arn:aws:s3::sparcswheel

E

1
2
3
4~
5w
6
7=
8
9

1@

11

12

13

14

15

{

}

]

"Id": "Policyl689692773884",
"Version™: "2012-18-17",
"Statement”: [

{
"Sid": "StmtleB9692764477",

"Action™: [
"s3:GetObject”
1,
"Effect”: "Allow",
"Resource™: "arn:aws:s3:::sparcswheel/",
"Principal™: "*"

}

rel
Il

il
I
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aws s3 sync my-react-app/build s3://[&2_H&_H™ESH K3
https://[bucket_name].s3.ap-northeast-2.amazonaws.com
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1) 7HE

Document DB S2{AH & QIAEHAZ LIH0O X
M& -> 228{AH : HO|HE &2l NTEA
HE| -> OIAEA - SHAEO| HO|HE

2) ‘48
MH|A -> Amazon Document DB -> A|ZF > |D, PW Q& -5 OlA
> 03 AE AN BS 243 48 siE > 22iaE MY 22
=El2H
Q
[ SE32H AER A qE v AZIHH » Region & AZ ¥

docdb-2021-01-03-16-58-59 Cluster 4.0.0

docdb-2021-01-03-16-58-59 Replica 4.0.0

@ Group Resources

ap-northeast-2 (@) creating

(@) creating



4. Document DB &< : mongodb-client & X|

1) EC2 & 2 LR EE

CtS @3 E [M2tstH mongo X 7hs
https.//docs.mongodb.com/manual/tutorial/install-mongodb-on-ubuntu/

2) EC20{| M documentdb T ot 29t F MAEH

EC2 EQtTE9| default 28 -> QIHIRE & HE
(ex: launch-wizard-==Xh] -> T+ M %

0
=
b
%
N
40
0%t
Ho
r|n
|m
=
JH
>
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>
| >
m
(@)
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HT
o
|
H

3) TLS L2 & mongo shell A&

Amazon DocumentDB HEE! 7| CI2E2E (TLS HZAE sl Z)
Waget https.//sB.amazonaws.com/rds—downIoads/rds comblned ca bundle.pem

DocumentDB 22| AH 28 -> &M E: A0 A mongo & AHZ A AL -> EC20(A A


https://s3.amazonaws.com/rds-downloads/rds-combined-ca-bundle.pem

. Document DB : TLS -> disabled

ATHIOJA] document DB & A TLS A QB HAS

AWS 2% -> DocumentDB -> Parameter Group -> 44

AH A
-> ‘B =l paramter group
M2 A o Xl
-> TLS = o= disabled = |_=| =]
LCESE
Q 1 &
- =3 g glo|t
=2 AE LR 7+ == 7+ - e
22| AE T240|Ef 015 a 2 v ssEz v Z0 . 0 L Ly
audit_logs disabled enabled, disabled true dynamic string
change_stream_log_retention_duration 10800 3600-604800 true dynamic integ
profiler disabled enabled, disabled true dynamic string
profiler_sampling_rate 1.0 0.0-1.0 true dynamic float
profiler_threshold_ms 100 50-2147483646 true dynamic integ
Lo ] tls enabled disabled,enabled true static string
ttl_monitor enabled disabled,enabled true dynamic string

3

=2

=

=



4. Document DB : Node ¢4

EC2 PIAEHA H= -> git clone https://github.com/jungdj/express-mongo-boilerplate
-> cd express-mongo-boilerplate -> yarn

cp config/.env.example config/.env.development
vi config/.env.development

> config 4= Of2liet Z£0| & =SHAL
MONGODB_CONNECTION_URL=mongodb://<username>:<password>@ < O}77} Bt= H
aws document O| &> node.<VPCE A > docdb.amazon.com/<Bt=1 A2 db O|&>?7~~

EX)

mongodb://<sample-user>:<password>@sample-cluster.node.us-east-1.docdb.amazonaws.com/
sample-database?ssl=true&replicaSet=rsO&readPreference=secondaryPreferred

pm2 start ecosystem.config.js --env development


https://github.com/jungdj/express-mongo-boilerplate

4. Document DB : Node ¢4 =0l

e curl -X GET http://localhost:6001/user/list &= Al
(2F &2 response = A

e curl -X POST http://localhost:6001/user -d '{ "firstName": " hyemin",

", "Ju" o =

"lastName":

o O


http://localhost:6001/user/list

4. Document DB : Node Hij =

1) EC28| myserver 2 S0 & -> vim appjs

2) = 2tE O /api =0]7|
Ex) app.use('/apl’, routes);

2 Nginx OlA /apiZ A|&StE 2= 28 MHZ 27| 2.

3) cd /etc/nginx 2 7+A sites-available/my-react-app LH-& & location /api 2= Ottt Z0| HHY =L}

location /api {
proxy set_header X-Forwarded-For Sremote_addr;
proxy set_header Host $http host;

proxy pass 'http 127.0.0.1:6001"
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5. ELB

1) ELB

EC2 &% -> Load Balancer -> 2E A dd -> Application Load Balancer ->

1CHA|: Load Balancer ¢+

A
712 -
Load BalancerS T+435t2{H 0| &2 Y=ot 1, A A S HEHSE D, SfLt 0|”c7|'-9- a4
[} 7|2 22 MEiSt | E ADD|EL?=| - " " .
712 782 HEe HEHINMC] AHS 87 Load Balancer X 2 | Galancert| | 493 718 B8 XIIYLICH Load Baancert= X/ 2t 71 T I/ Chefo 20t =
LT 2 2t EBHL|CH 7t FHEH 1742 ME YT X|HE 4 Y SLICH Load Balancer®] 7H2 42 £0|2{H 27} 0|4 |
2 YoM MEHZS JE| H FerLct
Ol i ‘wheel_seminar
VPC (i (vpc-5592053d (172.31.0.0/16) (7| 23t 3
HA G O 254l A 2 oo
@ L& ap- | subnet-6b4e2e03 v/
PZEA S (i ipva northeast-2a L 4 =4 ( CIDROI|Af 2+ 172.31.0.0/20
ap- | subnet-846dofff 2
northeast-2b b 4 =4 ( CIDROIIA 22t 172.31.32.0/20
2| AL
ap- | subnet-f68554ba <

northeast-2c 1D A 75 A i ~INDM M SECH1 79 27 12 nimn



5. ELB

[=]
4CHA: 2t2E 4
Your load balancer rowtes requests to the targets in this target group using the pratocol and port that you specify, and performs health checks on the
to all of the listeners configured on this load balancer; you can edit the listeners and add listeners after the load balancer is created.

1) ELB ‘474 Tt I=

o 3L T EEE w2 |
3EI_I-7:” Ec:)I_I- J_E_ —_rL/(k:-)I olE [target |
= | targets

E92F 1E2 Load Balancer®| Ci3F E2E S HOjot= 2oty & M EAULICE O] HO[A|0| M= £7 ERfEZ Load
Balancer¥| TSI S 5{&8E A S =12 = USLCHL HH M 20 1ES W ESX| OfLEH V7|[E 2Pt 1 ES HE H4EY @ nme

x| ZEg U .
HHIEEY O M =18 MY s=E o EE -
®7|E 2205 ZEQ [w |
ZE|VPCEA OE - essEE @rgﬁuamgacmggzggg@gqugﬁgi;ammwn1z§mvumﬁqﬂa
HoHIE D ol My o
HTTR/2@ AE5 || o
@ sg-bc0160d7 default default VPC security group gRFCEE 7
sg-0b4c812a94840264a  http-ssh HTTP and SSH. SSH are only accepted from KAIST, home SR
@ sg-055b68d0eda3d3413  launch-wizard-1 launch-wizard-1 created 2021-01-04T00:19:57.524+09:00 AR A -
sg-0a685173e88710cba  Idap LDAP Server I e —
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6. Auto Scaling Group
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