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& Full backup
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Incremental backup
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: Differential backup

HH OH Differential Backup

- Full backup O| = Ht# L{-& T4
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#1g C|2| 2| BHE )
—-directory 2 H{ &
X
o

. ——excludeE X| 2|

$ sudo mkdir backups c:tar2 2=r}

$ cd backups

OfLIO| tar LY 2 E 2L}

$ sudo tar -cvpf /backups/fullbackup.tar --directory=/ --
exclude=proc --exclude=sys --exclude=dev/pts --exclude=backups
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tar A8 O B FH

tar O1P10I28 K ClE2lol 7]

ixl ClHE2|8 tarR |1 gzip2 2 YE317| tar zcvf T.tar.gz *

MU X|H5104 tar 070|122 27|

tar O[710|2& 8| C|A=2|of &7

gzipS 2 YUEE tar 0710|228 8 Cl2AE2|0| &7 tar zxvf T.tar.gz

Bixj C|HE2|E tar2 £ bzip22 YE517| tar jevf T.tar.bz2 *
bzip2Z ASE tar OIF10|EE 81 CIHAE2|0]| &7 tar jxvf T.tar.bz2
tar OF710|E LI & off T 'H TIE ofF &tol5t7| tar cvfw T.tar *
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o4 MO B A S| rsync

remote sync2| =& &

$ rsync {options} {source} {destination}

Fa2 4

-v: --verbose At M| o HH =

-q: -quiet S &2 == AR

-a: --archive O} 7}0| B (-rlptgoD &M 2 Ct =X 1t S &
-r: --recursive C| 3 E 2| X7

: -links tI =& &3 FA}

-z: --compress &=

--progress: &7|2} LIl Z HA|

~—



A2 B 0] 24 o

EEAE [

St7|: rsync

R=2 Xt0

ubuntu@ip-172-31-45-109:

test
a.txt

0 directories, 1 file

ubuntu@ip-172-31-45-169:

test

ubuntu@ip-172-31-45-109:

test
a.txt

0@ directories, 1 file

ubuntu@ip-172-31-45-169:
ubuntu@ip-172-31-45-169:

test_dest
test
a.txt

1 directory, 1 file
ubuntu@ip-172-31-45-169:
ubuntu@ip-172-31-45-109:
test_dest_wanted/

a.txt

0 directories, 1 file

tree test

s

tree test

rsync -a test test_dest
tree test_dest

rsync -a test/ test_dest_wanted
tree test_dest_wanted/



o4 MO B A S| rsync

pem file= O[ &3l M ec2 instance0 rsync o}7|

$ rsync -e 'ssh -i ~/.ssh/victory.pem' -avz test/ ubuntu@3.34.97.20:~/test rsync



o4 MO B A S| rsync

pem file= O[3l M ec2 instance rsync S} 7|
$ rsync -e 'ssh -i ~/.ssh/victory.pem' -avz test/ ubuntu@3.34.97.20:~/test rsync

CHE wEE IS



o4 MO B A S| rsync

pem file= O[3l M ec2 instance rsync S} 7|
$ rsync -e 'ssh -i ~/.ssh/victory.pem' -avz test/ ubuntu@3.34.97.20:~/test rsync

CHE wEE IS

4 X| 0] =X} (Secure Shell)
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o= A2
1. public key 2o
S ssh-keygen -t rsa

2. public keyZ instancelfl @01 &

$ scp -i ~/.ssh/victory.pem ~/.ssh/id rsa.pub ubuntu@3.34.97.20:~/.ssh/authorized keys
3. 2™ Ll local?| private key2} instance2| public key 7} 2H& O X| 2Ol E| 11
4. dkeys 0|83l =22t 52501 H|O|H S =1 &=L

rsync -avz test/ ubuntu@3.34.97.20:~/test rsync



‘27| &0 H FL? cron O L,
backup.sh #2271 SfLt &2 SO A] Of & By XS 2 HA[Z| ALt o H = L,

backup.sh Of| A|:

#!/bin/sh

FROM BACKUP DIR="/path/to/source/dir”

TO BACKUP_ DIR="/path/to/backup/dir”

TODAY="date +%Y%m%d"

BACKUP FILENAME=backup ${TODAY}.tar.gz

tar —zcvpf ${TO BACKUP DIR}/${BACKUP FILENAME} ${FROM BACKUP DIR}

rsync -av --delete ${TO BACKUP DIR}/${BACKUP FILENAME} {Al2X}}e{#AAMH}:{destination}

cronO =7 (O 2 10A| AT R E H3H)
$ crontab -e
0 22 * * * /home/ubuntu/backup.sh
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ubuntu@ip-172-31-45-109:~% df =hT

Filesystem

udev

tmpfs
/dev/xvdal
tmpfs
tmpfs
tmpfs
/dev/loopd
/dev/loopl
/dev/loop2
/dev/loop3
tmpfs

Type
devtmpfs
tmpfs
extd
tmpfs
tmpfs
tmpfs
squashfs
squashfs
squashfs
squashfs
tmpfs

Size
488M
100M
7.7G
496M
5.0M
496M
98M
18M
97M
29M
100M

Used
0
4.5M
1.66
0
0
0

Avail Usess
488M 0%
95M 5%
6.26 20%
496M 0%
5.0M 0%
496M 0%
0 100%
100%

100%

100%

0%

Mounted on

fdev

/run

/

/dev/shm

/run/lock

/sys/fTs/cqgroup
/snap/core/9289
/snap/amazon-ssm-agent /1566
/snap/core/9665
/snap/amazon-ssm-agent/2012
/run/user/1000




ubuntu@ip-172-31-45-109:~% du -ah
4.0K /test_dest_wanted/a.txt
8.0K ./test_dest_wanted
0 .cache/motd. legal-displayed
ubuntu@ip-172-31-45-169:~% du -h 4,0K .cache
8.0K ./test_dest_wanted 4.0K .ssh/authorized_keys
4.0K _/‘cacgé . 4.0K .5sh/rsa.pem
16K ./.ssh 4.0K «5sh/rsa.pem.pub
16K «55h
.sudo_as_admin_successful
.bash_history
.bash_logout
. 0K .viminfo
« 0K .bashrc
. 0K Jtest_rsync/rsync.txt
. 0K /test_rsync
. 0K ./.profile
. 0K /test/a.txt
. 0K ./test
. 0K ./.selected_editor
. 0K ./test_dest/test/a.txt
. 0K /test_dest/test
./test_dest

8.0K ./test_rsync
8.0K ./test

8.0K ./test_dest/test
12K ./test_dest

84K -

0K
0K

Ty Ty Ty Tuy Ty YRR R, Yw, N,

@ & &0 s &0 B B B B BB D
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ubuntu@ip-172-31-45-169:~% df
Filesystem Type Size Avail Mounted on
udev devtmpfs 488M 488M 0% /dev
tmpfs tmpfs 1600M 95M 5% /run
Ol I:I_ /dev/xvdal extd 7.7G 6.2G /
= L—
u

tmpfs tmpfs 496M 0 496M 0% /dev/shm
tmpfs tmpfs 5.6M @ 5.6M 0% /run/lock
moun tmpfs tmpfs 496M 0 496M 0% /sys/fTs/cgroup
/dev/loopB squashfs 98M 98M ® 100% /snap/core/9289
/dev/loopl squashfs 18M 18M ® 100% /snap/amazon-ssm-agent/1566
S fsck { OptiOl’l }oA 7C(> X| Eclﬂ } /dev/1o0p2 squashfs 97M 97M @ 108% /snap/core/9665
v X|-A-”_('5|- % E:| iﬁe:/toow squashfs 29M 29M 0 10097 /snap/amazon-ssm-agent/2012
. il = pfs tmpfs 166M 0 106M 0% /run/user/1000
— ubuntu@ip-172-31-45-109:~% fsck /dev/xvdal
- J-L|'OE!A|ﬁ %I Ol )}DI' 1C—)rj|:|—9|' é,l'-?;l'giol %I'X'” x‘”ﬂ fsck from util-linux 2.27.1
e2fsck 1.42.13 (17-May-2015)

— - /dev/xvdal is mounted.
Terminal

(

File Edit View Search Terminal Help

damien@damien-MacBookAir:~$ sudo umount /dev/sdcil
damien@damien-MacBookAir:~$ sudo fsck -M /dev/sdc1 WARNING! 1 1
fsck from util-1linux 2.20.1

e2fsck 1.42.5 (29-Jul-2012)

/dev/sdcl: clean, 1697/977280 files, 200066/3908096 blocks
damien@damien-MacBookAir:~$

The filesystem is mounted. If you continue you *EKWIL ¥k
cause *SEVERE*** filesystem damage.

Do you really want to continue<n>?7 no
check aborted.




$ fsck {option}
-v: RAtM et =5
£ TP 28 O

fsck Available options

Fsck command needs to be run with superuser privileges or root. You can use
it with different arguments. Their usage depend on your specific case. Below
you will see some of the more important options:

-A —Used for checking all filesystems. The list is taken from
/etc/fstab .
e -C —Show progress bar.
e -1 -Locks the device to guarantee no other program will try to
use the partition during the check.
e -M - Do not check mounted filesystems.
e -8 -Only show what would be done - no actual changes are
made.
e -P -If you want to check filesystems in parallel, including root.
e -rR —Do not check root filesystem. This is useful only with * -a *.
e -r - Provide statistics for each device that is being checked.
e -1 -Does not show the title.
e -t - Exclusively specify the filesystem types to be checked. Types
can be comma separated list.
e -V - Provide description what is being done.
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ec2 instance 0| A ‘@[ X[ F&hZ 8F M X|

O| M 7t= process= 0| 7|
Do|slzl S0z Bot ™A
Z=7|xo2 T2 ypdate

root2 =115} X2 H| X[ 7|
H2HD MO|E7| or 7| K| Y2 I}

MH 2 =28 22t



2012 KAIST/SPARCS 8l &4 A7

201249 1€ 10

e " — SPARCS AH{ 3l{Z! zeong x I
KAIST BT 2 S0| i 28d. A8 AL
Jaeung Han juhan@camars kaist ac_kr 18 10€
wheel, SPARCSHIAH =
/var/run/sshd.sync/ O ORABHH R SPARCS 05! EHHSILICH

A2 REFEAFE LA 280172
CHEA 01 Ot FHOI=EM OFF 24 shZARA0] 2 20SHsSLICH

. RRIUIFEUSERAMBHET 2 E SHHM HIRHED REIATFR
root OFO| C| Of| g0t4nyroots E X| ™ _

AEEA Mui‘: ol 2 =otAl °*%%Dt 2hs #i2i0] 2= DAl 2H2EE d=.
E /_|\ O| E._| |:|-_ 28 23 MHZ AR EISE EH0|

AMEX= HEH 2 7} plain text2 X %2

0

HEE I SO HER H= 2|Z0| =0, pass? |2t plain textZ2 LI2H| ELICH

St
I'I 0

root2 E%5t0. i == gotanyroots 2 M EE6122] BIZLICH

e
AL

EHEto| Gl E EHHE openssh-client, openssh-server THF | A& AYHIEHD CHAl £ ZIE13 &CHD ELICE

test.c
QK clezcs



2012 KAIST/SPARCS 8l &4 A7

(elaborate) Of........ <YUID ah k

Celaborate) MWMWNY {elaborate) Well.,, | would like to know how you know thw password

. I 1@125.7.192.138) S A CHERL # O 20i5HaSLICH .
b oAy i i {elaborate} | just want to know the process

YU lol
YU ve i

{YUI} elaborate panic 7 :D
{elaborate) F__k you!
(elaborate) YUI, 2H3&ML, 3417127
{YUI) talk english please
P00 {YUI) elaborate you need to study more
CYUI> your biggest nightmare
{elaborate) i1
{elaborate) What do you do?
{YUI> | hack
ftdi ha... =
e YUIZt OtO|C|of 31747t ATA IRCH &
{softdie_» You attacked sparcs?

<YUI» | didn't attack anything

{YUI> | only gained root



2012 KAIST/SPARCS 8l &4 A7

{YUI» elaborate you need to study more

= =E BH A
{softdie_) First time 6” ;él — -

{YUI» ever heard of zeroboard

(@] = ==
{softdie_» foolish Web application is the problem. ZerOboard _ZI__I ﬁtg E rOOt il 9 2! ﬁ °|_I> A-l H-l
{softdie_) use zeroboard? ()" H_I-IEO-' Ad zl > I%%l_ -IH-I___I SShd% E"_‘ZL >
{YUI» i used an exploit of 2005 A _9_1 N = | 9 C = A S+
{YUI) sshd backdoor :) SSh I- I- I Idgl- PW= = I-t -II:HO" ET
{YUI) not only that 7_~||'g HJ‘%

{YUI} ssh client is backdoored aswell
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Zeroboard?

ZeroBoard Remote Command Execution 31 May. 2005

Exploit, preg_replace =

(Exploit, preg_replace) zeroboard4 £/2%4H 22 root
Zeroboard is one of the most popular PHP web boards in Korea. The following =

~ exploit uses a recently reported vulnerability in Zeroboard to inject and execute
PHP script on vulnerable system.

HZYE preg_replace ®2 0t ForH

2 M, 20054 18 23%Y) (2T #2)
o (HAS: AIRRE 4.1pl2 - 4.1 pls X HISA A HE
o 23 php4a/phps H HH, register_globals/magic_quotes_gpc &Z 0 S22+
o 2% HTML EH0S EE6HM 28 £ & 2l= A0 2ls AR Y22 php BEES L4HE

o AMEh 4.1 plelf|Md SRTIUSLICE

UsLIch

1>




KAIST 82 AP0 CH3H 2135H7 BRIZLICE  Kuss (aimbel)

UBEM2, SPARCS HE URUYLCH

20114 Y34 201240 20| FrojAE JEYS0| U F-A Y Mu{of CE B 20| UASUCH WX R4 NP2 H
T4 &HOI7, Y BFS, 28 Mt § BHS U2 Aeiel 2243 A0| WY E 22 TIUET YSUTH oot &
HE OIS ssh CHE0| AZSI0] fvar/run/sshd sync] TST AL 71B0| BAXN SISW, Wt AT B
ofolCiet MR 0] CisA 20| FKSTUICH T 32 A0l SIS £ CIE roothitd] RAKD RGUCH

2] Al 22 2§ TAE WAl fvar/run/sshd sync THIO| QUL HUBBAIT, 1oy UF A AeiS DME A
B Uste 23 BUHA FICTUC O AHE LS HUSE 20| B2ts § B2 TU 4F £ openssh-
server, openssh-client®f L%t HLAIE HFAI7| SHEILICE debsums BF O1B S0 28 W m7| A0 G Ex
Ab FA HFA SHEUC =8 /_shol 2343 MFE SCOE rootkit FA| KASIUSOS, debugfsE BSAl R
CIME2 501 _sh RS2} AR08 2407 LI, 6 U5 32, _shOMER d0l F TS 4
AID, A B RO HGE 20| 53 %E & U0 five ush ( ) & 24
#A10f /etc/Id so.preload THYQ! A R fsck RA| S8 2417| gt

ZA27A WS rootkitd! OIFTOILE Ol MER AHNO| WHE I OiC FANSH SHASLICH

bit OSAH&

X " mir H3|A] 0| =
YSEAE x

A ZHA changjej@gmail.com 18 12¢ -

wheel, sparcs| A =

oFA5HILIDEF 2 Z rodumani ZEHA 2ILICEH

=02l IHNEMH bite] 0SE MEAIGH=
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Dutch Cyberpolice Arrested 17 year
old boy suspected of hacking KPN and
KAIST

#\. Submitted by siavash on Mon, 03/26/2012 - 17:53

The High Tech Crime Team of the National Crime Squad in Barendrecht city close
To Rotterdam arrested 17 year old boy who is suspected of hacking into KPN(The
leading telecommunications and ICT service provider in The Netherlands) on 16
January 2012. The boy was arrested last Tuesday at home when he was online on
the Internet.Dutch National Office Press Release

The investigators of the National Police (National Police Agency) has sezed an
encrypted computer, two laptops and data carriers, such as external hard drives, USB
sticks and DVDs.

The computer system of KPN is probably hacked because there was a vulnerability.
The hacker gained a few hundred servers the highest access rights. These servers
were used for internet services and storage of (customer) information.
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https://docs.aws.amazon.com/ko_kr/AWSEC2/latest/UserGuide/Troubleshootinglnstances.html





https://www.rootusers.com/how-to-repair-an-aws-ec2-instance-without-console/
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https://docs.aws.amazon.com/ko kr/AmazonRDS/latest/UserGuide/USER CreateSnapshot.html
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https://docs.aws.amazon.com/ko kr/AmazonRDS/latest/UserGuide/USER RestoreFromSnapshot.html
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Infrastructure as Code:; Terraform
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