NFS & FTP

19 winter



Content

ok owbdh-=

NFS
NFS & &
FTP
Secure FTP
FTP & &



NFS



NFS

NFS: Network File System

1. 2RE AH SAE MIYUS 2AUNAM AIRE 2 UTE HLE TY AL
a. OIEH0, 2EMM, HERA 2X)el: M2 S 288 = JUTE Do
b. AECIKIIF DIIAE AE ClAQIE Sle AIAES X&6H)] ?o IHEEALLE, e W

7, I A ECZ ALE
c. B4 AH AIAHUA RSOH ABE = US
2. NMB/2cH0[HE ZE2= 018
a. ZA0IMENM UEATE Saot o
b. MHIOIA SR8 IHY, ClHE2E 22

HI OH

rol




NFS

NFS: Network File Sys
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NFS: Network File System
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RPC: Remote Procedure Call
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RPC: Remote Procedure Call
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Client-Server I &l (RPC 0| & 0f...)

Server)} ClientOf Al 2 EP
JICtel ™ Client= Z2 018t
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Client-Server Il &

1. Sockete & 2adg = JUAUIR! -> JisgrL|CH
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RPC: Remote Procedure Call 2 0I2tA ...
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RPC: Remote Procedure Call 2 £0}2tA....

RPC client application RPC server application
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RPC: Re

Caller Callee
(client) > (server)
' 1y
Return Return
Arguments " valie Arguments " vahia
Client Server
stub stub
4 |
Request Reply Request Reply
\J \J
RPC RPC
protocol protocol

network messages..

(ex. TCP/IP)




Client Machine Server Machine

N FS Client Server
| Return Call [SZH Fxees Return
RPC: Remote Proi
Client stub Server stub
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RPC: Remote Procedure Call 2 £0}2tA....
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RPC: Remote Procedure Call
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ONC RPC (Open Network Computing RPC)

1. UERZIAE et RPC
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Client system Network Server system

NFS

Client program —_yl111]  Portmap
Portmap (portmapper)
3  [2]
1. RPC H&0| 20ot= Gl=

a. nfsserver? nfsclient2 0|H=&= Cle|EE —_’Lf— Server program

2. 1B ZLE AtE
3. nfs HHIAZE R+6l= 50| SO LEHS HIP0N 52 H2E2ANHS

a. EI% IE oI-CI-
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NFS & &

NFS A H

S sudo apt-get install nfs-common nfs-kernel-server portmap

o

// nfsOl AtEst Clel&E2| Bt=1) #Het=]
S mkdir nfs_test

S chmod 777 nfs_test
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NFS A H

// nfs 2tH & H : [etc/exports
S vim /etc/exports

[/ [S7E U EL] [EFE client](options)

>> (ex) /home/ubuntu/nfs_test [client ip](rw,sync,no_subtree_check)

>> [client ip]0ll *AI2Its > 2 E clientipE FE 2 IIY 2SS o=
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NFS At : NFS & &&Fa6})|

=4 - S

ro(Read Only) 7|1 HE

rw(Read and Write) A7+ 7|

sync Client7t It HZA| SA| &7134
no_subtree_check 515 2 HARE AFESIA| I (WS E =0H)
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NFS A H

// NES A Bl A Al & 6HD]
S sudo service nfs-kernel-server restart

S sudo service portmap restart
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// RPC &= =0

S sudo rpcinfo -p // -p option : 2ZFHHHE 2 2 port2t H 2 =
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NFS 2ci0|HE

// NFS install
S sudo apt-get install nfs-common

// mountsr = 0t=D|

S mkdir mount_foler

// mount o} J|
S sudo mount -t nfs [server ip]:/home/ubuntu/nfs_test /home/ubuntu/mount_folder
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NFS 20l E

// umount otJ| : Ot E E o Ml
S sudo unmount nfs

// serverOff Al == 0ot U= (0

S sudo showmount -e [server ip]
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FTP: File Transfer Protocol
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FTP TCP/IP

FTP: File Transfer Protocol : :
Application Layer

FTP= - layer& t?

Transfer Layer

Internet Layer
Data Link Layer

Physical Layer




FTP TCP/IP

FTP: File Transfer Protocol

/ Application Layer
FTP, HTTP, DNS...

Transfer Layer

Internet Layer
“FTP= TCPE 0| 25t=
Data Link Layer

application layer2| 22 &ZL|C}.”

Physical Layer
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FTP vs. HTTP
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Out-of-band ?

1. W2 = & Sol= data connectiondt MO E 98t control connectionO| CHE 24
a. In-band: S HWY/ME/ZE/HAZ NUHAM 8&etle S
In-band signaling Out-of-band signaling
D
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termination davice '
Control
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Out-of-band signaling

‘ II Data

N
FTP connection .
Data \ Control
o, e ", Channel
1. Control connection \
Client, ServerALOI 0 AMBIA 2F L 21t 28 22| I8 Y2 oo gy
ex. ASA HE, 8252 & 38d, 2t S5

Qo oD

e -

ftp A& AAFH DAl HS
default: 2181 L E

2. Data connection

el L

AN It OI0IHE M&6H)| /Ig LE

HOIHE M&E MOCH M2 &2 & (otutte e &
o A 8tAl: Active mode, Passive mode

default: 20H L E

OF>

0l 2L+ data connectionO| close&)
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FTP connection: Active mode & Passive mode

:data connection 23 B&ko| X}10|:

1. Active Mode FTP Server

2. Passive Mode FTP Server

Client PC
command
-
N
Client PC

- command
- data
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FTP connection: Active mode

1. FTP Client0il Al Server 2181 ILE = 0Ol
+ (Client Xt&l 2| data channel Plet LE
NEE I3l Eeot] & )

2. Server0ll Al Client0ll OK S&s &=

3. ServerOil Al 2445t 2080 L E | A -> Client
2223 E 2 datachannel 82 2F

4. ClientJ} Server(il OKSE= 2 LH 1D, G0 &

HE o2 2ts

FTP Server

DATA Port Command Port
20 21
/
2
o

| —

Access Request

(Client DATA Port is 2223)

Respond "OK"

DATA Channel
Access Request to 2223

Respond "OK"

Client PC
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FTP connection: Active mode

Data channel 2 &: Server -> Client

Client2] &3t 208 ZEJF IHEH /ALH OIO0IH HE H& 2)ts
A&l &b Client/Server 22 25 5120 HHUNH O Jis
NAT(S=I1)0IA 2t SXH 2 &=0] CHE

e



Active mode in NAT

Src IP : 138.76.29.7 Src IP : 10.0.0.2
Dst IP : 223.1.25 Dst IP : 223.1.2.5
Src Port : 12354 i Src Port : 5050
Dst Port : 21 Dst Port : 21
Data : Port 5151 Data : Port 5151 10.0.0.2
H 223125 138.76.29.7 10.0.0.1 —\E.
NAT router

WAN addr LAN addr

138.76.29.7:12354  10.0.0.2:5050

ZX: 2017 NFS/FTP wheel seminar ppt



Active mode in NAT

Src IP: 223.1.25 Src IP : 223.1.2.5
Dst IP : 138.76.29.7 Dst IP : 10.0.0.2
Src Port : 21 > Src Port : 21
Dst Port : 12354 Dst Port : 5050
Data : OK Data : OK 10.0.0.2
H 223125 138.76.29.7 10.0.0.1 —\E.
NAT router

WAN addr LAN addr

138.76.29.7:12354  10.0.0.2:5050

ZX: 2017 NFS/FTP wheel seminar ppt



Active mode in NAT

Src IP: 223.1.25

Dst IP : 138.76.29.7

Src Port : 20

Dst Port : 5051 — ??

Data : OK o0
H 223.1.25 138.76.29.7 10.0.0.1 _\g.

NAT router

WAN addr LAN addr

138.76.29.7:12354  10.0.0.2:5050

Active modeZ} NATO| A &t 2&55HA| =Lk
ZX: 2017 NFS/FTP wheel seminar ppt
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FTP connection: Passive mode
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FTP connection: Passive mode

1. Data connection 2 &: Client -> Server
2. Active model2| ZHI(NAT, &£3t8)2 &=
3. Serverl| g5t 0] Cliente IOIEHHZEJ IFEHE N U™ HIOIH MY &
2ots
a. ANHO DE ZE gzt JOH0F 8 (1024 ~ 65535)
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Problem of FTP

1. Client
a. Username
b. Password

(+) anonymous FTP

o AYOZ HIISE FTPE =X
o ISAXOIAIZA HE L &5 A0l 2REl= BIHE FTP Server
o OlLI2 B HEES 2F It AFE ->‘Anonymous’cte HE2=Z 8= Jis



FTP

Problem of FTP

1. Client
a. Username
b. Password -> FTP= H|2¥H S E plain text2 2 M SEHLILCH..

Src IP : 138.76.29.7
Dst IP : 223.1.2.5

Src Port : 12354
Dst Port : 21

Data : PASS 1g2w3e4r

H 223.1.25 138.76.29.7 W
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Problem of FTP

1. Client

a. Username C
L i —
b. Password -> F1 —]— “L‘I. OI. t'. A MSEHLICEH...
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Secure FTP

FTPS

1. FTP Secure, FTP-SSL
2. TLS/SSL & sof JHE=S HA

)
a. hitps2 st HE



Secure FTP

FTPS: SSL/TLS example

SSL Client: Client PC FTP Server SSL Server:
Client Public Key

Client Private Key l
PN




Secure FTP

FTPS: SSL/TLS example

SSL Client: Client PC FTP Server SSL Server:

Client Public Key : Client Public Key

Client Private Key
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FTPS: SSL/TLS example

SSL Client: Client PC FTP Server SSL Server:
Client Public Key Client Public Key

Client Private Key l
PN

Server Private Key
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FTPS: SSL/TLS example

SSL Client: Client PC FTP Server SSL Server:
Client Public Key Client Public Key

l < EEE - Server Private Key
F_N

Client Private Key
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FTPS: SSL/TLS example

SSL Client: Client PC FTP Server SSL Server:
Client Public Key Client Public Key

l < EEE - Server Private Key
F_N

Client Private Key

Server Private Key




Secure FTP

FTPS: SSL/TLS example

SSL Client: Client PC FTP Server SSL Server:

l <:> - Server Private Key
- Server Private Key
PN

37 HIZ 3| (server private key)E AtE0t{ S atel 82 =102)| Jis
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Secure FTP
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LE S A8 3t M
S MUz X 25610
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b. M=Z Z¢€ data channel Z
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2.


https://en.wikipedia.org/wiki/FTPS

Secure FTP

SFTP

1.

SSH FTP, Secure FTP

2. SSH(Secure shel)2 2 FTP2| Jls= &gt X

3.

a. (ftpet EIH)
b. default port : 2221

c. HEEOI 1M > &3t =M off 2

sparcs AlH 2t AZE [ = sftp

S2A0|AE F ABXIE
Meol| A 25

SSH AM2X} SSH

olx n2ES= HE D2ES
AS3HE EHES o2 A
o =2|H MI= 53t

SSH 48 Z2EE

AH 915, 712, 2F4S B SMo= wsS
AZstrls 8
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FTP Server daemon

FTP Server daemon

1. Wu-ftpd
a. 2000 CH =X 20| AISEE T2
b. =SECt=2XH FH
2. ProFTPD
a. Ecl MEELD UA=sfip M 221
b. ==7U XAN=SH =&, HE, AAE =
3. vsftpd

a. Very Secure FTP Daemon
b. IPv6, FTPS X[ &
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FTP & &: vsftpd

vsftpd

S sudo apt-get install vsftpd

// FTP &t
S sudo vi

A

()

[etc/vsftpd.conf

im / tc/vsftpd.conf

Example config fil

Run standalon vsftpd n run either

to make

for all

NOT an
manual

)n started from an initscript.

This di

on the IF "any"

and IPv4 clients.
kets.

Allow anonymous
anonymous_enable=NO

Uncomment th
local_enable=YES
write_enable=

fault

if your
#local_um

Uncomment this to

has an effect if
obviously

#anon_upl iI_enable

aaa §

It is not
that
must run

FTP?

Tl

more us

in defaults.

haustive list of vsftpd options.

to get a full idea of v

from an i ] or as a andalone

nections
on *bothx
want to 1i
pd th two configura

You may wish to ct

is used by most other ftpd's)

the above o ri

to create

=YES

FTP user to upload files

te enable is acti

writable by the FTP user.




FTP & =: vsftpd

vsftpd options

1. listen

a. YES -> standalone
b. NO ->sinetd

2. anonymous_enable
a. allow anonymous FTP

b. Anonymous vs. Full service ftp(user, pass & 2

3. local _enable

a. ZZ AMELN4 ESOAE
4. write_enable

a. MJld=
5. pasv_enable

a. Passive mode AIE

)



FTP & =: vsftpd

vsftpd options

1. listen

a. YES -> standalone
b. NO -> sinetd

2. anonymous_enable
a. allow anonymous FTP

b. Anonymous vs. Full service ftp(user, pass & 2

3. local _enable

a. ZZ AMELN4 ESOAE
4. write_enable

a. MJld=
5. pasv_enable

a. Passive mode AIE

)



FTP & &: vsftpd

vsftpd options: Standalone vs. Xinetd

1. Standalone: 20| s& &2
2. Xinetd: R&O0| USMHct A=

Standalone(Z&¥)
g 2H|E0 A=HI=
/etc/init.d
| 22| £5}
SHLA-NE
Sendmail, apache, mysql, H YA, HAH

¢0
rir
E_
[0

Xinetd (Extended Internet Services Daemon)
20| 0™ FH|5t=0H|=
/etc/exinetd.d
o222 88
SH4x 8
TELNET (A4, PUTTYZS A)
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vsftpd commands

S sudo service vsftpd start
S sudo service vsftpd stop
S sudo service vsftpd restart

S sudo service vsftpd status



FTP & &: vsftpd

FTP Client?

1. Filezilla, ZFTP S At
2. Console : sftp

S sftp [ftp_serverip] --> 2= & Z &

>>J| &2 HHO| (Is, cd, pwd, mkdir, chmod) 2l S A 2t S
>> get / delete / put [file] : [file]= JI M 2 II/XRI|/=22| )]

>>help: =%



FTP & &: vsftpd

FTP Client : Filezilla
1. FTP 3 Z< Server2| 2181 ZEJ 4 UNHOF 201 Jt=s

S (in FTP Server)sudo service vsftpd start



Ioe WO

wheelseminar@kong.sparcs.org - FileZilla

FAQrse

SAE(H): kong.sparcsorg | ABAIB(U):  wheelseminar

HIZHS(W): eesssessens

(#2220 Ji3

ZEP):

el kong.sparcs.org 52 41

i 143.248.234.123:2101 ...

el A 2, 2 MRS 7]

Atl: HOISIX| G2 AUIILICE. TLSE B8 FTPS Kalsix| gL,
el MS{oA ] ASCI BX2 Xigiefx| LIk
el 2301
kel
el

: Cletefel =6 5.,
| “omepwheelserinar” CIHEf2) 95 521 48

22 AoIE: [Users/ 2|2 NO|E: fhome/wheelseminar
Faobs
» [ applications. NI
» Library ML
Y r®
" Network

ey 37| HU /Y HEAE A B 2| UL /Y HEAE A £ ARXYIE

- - e0e wheelseminar@kong.sparcs.org - FileZilla

© Guest izl 2019/01/07 17... o tmp ciE - == <

& shared cey  oichoit. aid Ioe ok FTAee

" youns Cletete) 201912/2617... BAE(H): kong.sparcs.org | AIERI(U): EEP): e o) g

e Sl 2018/0818.0: Ao */home/wheelseminar” CIAEIZ| 5% X2l 43
AEfi: "/home/wheelseminar/tmp" CIE2| £ X4...
ek ool AlZict QAL
AEfl: Timezone offset of server is 0 seconds.
45k */home/wheelseminar/tmp" CIP{E(2| %8 x| 43
Al Aol ojsf 242 Ergl
ek Aefele] eiziol S2E
_ Mei: kong.sparcs.org F2 &4
Al 143.248.234.123:210] ...
1Tk % 3 CjE{2]. § 37): 0 OIS A CIMER] AfEil: "ECONNREFUSED - AMH{0ilA2] 212 7{%"(2)2 o1 AlE &,
Earmpl
Mul/2 T Wy E2sEmy 27| eMe e | ;Ei ;‘:};ﬂ a,‘] ISR

AEf: kong.sparcs.org 4 84

AlEf: 143.248.234.123:210) ...

4Ef: "ECONNREFUSED - AB{0fAf2] 2621 745"(2) 2 42 A= fli.
2F: Aol 25K Ret

| W mgl | me A | A 4

| 2% MO|E: /Users/ 2|2E MOIE: /home/wheelseminar/tmp
L v @ home
> pplications. v [ wheelseminar
» I Library
7 Network
Ty A 27| HARY Bl ] Y A 27| U RY EER] E-13 2RMIE
" Guest claiEf 2019/01/07 17... test 18 mjy 2019/12/26 09A] 51& 00% “Wer--r-= 00
" Shared cl2Ez2| 2019/10/041...
youns claiefz| 2019/12/26 17...
~ localized 0 o 2018/08/18 0...
R 17 HeE. & 370 o volE. iR 174 et & 371 18 HiolE.
/2 ol wg  ezsnig 2| eMe¥ AR
ozl ol | M A | B4 43T
BO b o0



FTP & &: vsftpd

FTP Client : console (sftp)

o151 ol... permission €& JX[ASLICH....... ololol....
» sftp wheelseminar@kong.sparcs.org
wheelseminar@kong.sparcs.org's password:
Connected to wheelseminar@kong.sparcs.org.
sftp> cd tmp

sftp> get test

Fetching /home/wheelseminar/tmp/test to test

Couldn't open local file "test" for writing: Permission denied
sftp>




