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1. INTRODUCTION 
 

 

TWallet, a light-weight wallet based on blockchain technology, is committed to providing the 

easiest to use and most convenient payment methods, the most efficient and safest digital asset 

management, the richest and most inspiring application scenarios, and a better life for people all 

over the world. 

1.1. Background 

Blockchain technology originated from the foundational paper “Bitcoin: A Peer-to-Peer Electronic 

Cash System” published in 2008 by a scholar named “Satoshi Nakamoto”. In a narrow sense, a 

blockchain is a chained data structure in which data blocks are connected in a time-sequential 

manner, and cryptographically ensured an unfalsifiable and unforgeable distributed ledger. 

Broadly speaking, blockchain technology uses blockchain data structures to verify and store 

data, uses distributed node consensus algorithms to generate and update data, uses 

cryptographic methods to secure data transmission and access. It’s also a brand-new 

distributed infrastructure and computing paradigm for code-forming smart contracts to program 

and manipulate data. 

In early 2009, the Bitcoin network was officially launched. As a kind of virtual currency system, 

the total amount of Bitcoin is limited by the network consensus agreement, and no individual or 

institution can arbitrarily modify the supply quantity and transaction records. Slowly, people are 

aware of the value of technology behind Bitcoin, so more and more digital currency is created. 

With the launch of the Ethereum ERC20 protocol, creating a TOKEN will be an easy task. As of 

March 5, 2018, there were 913 Coins and 623 TOKENs, and the trend of the increase in the 

number of digital currencies was continuing. Please refer to the following figure. 

 

 

Figure 1  Google Trends shows the popularity of the search blockchain and Ethereum worldwide over the past 
five years 
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1.2. Current state of digital wallet 

Digital currency wallet is a tool that can manipulate distributed ledgers. A digital currency wallet 

stores public and private keys to receive or spend digital currency. The cryptocurrency itself is 

not in the wallet but is stored decentrally in a publicly available distributed ledger. Each 

cryptocurrency has a private key. With a private key, you can write in a distributed book, 

effectively using cryptocurrencies. Therefore, only a digital currency wallet with full control over 

the private key is the real wallet. 

To have digital currency, you first need a digital wallet. You need to keep this in mind, because 

most people encounter digital currency for the first time was the exchange, but the pattern of 

the exchange was very different from that of the digital wallet. When you register an account 

on the exchange, it will assign you different account addresses based on the type of digital 

currency. With these account addresses, you can buy and sell digital currencies. These account 

addresses are nominally yours, but essentially belong to the exchange because the exchange 

does not provide you with the private key of these account addresses. When you want to 

convert a digital currency into a fiat currency, you first need to withdraw the digital currency of 

the account in the exchange to your own REAL account address, and then convert it into a fiat 

currency. Most exchanges will not tell you how to operate. 

People worried about the loss of their own digital currency, and there have been multiple digital 

currency loss events in history. Bloomberg's previous report mentioned that in less than a 

decade, hackers had stolen $1.2 billion worth of Bitcoin and Ethereum, which accounted for 14% 

of the total supply of these two currencies. 

 

 In 2014, the Japanese exchange Mt.Gox was stolen with a $480 million digital currency, Mt.Gox was 
forced to file for bankruptcy as a result. 

 In June 2016, the decentralization organization The Dao was hacked, resulting in the theft of more 
than 50 million U.S. dollars of Ethereum. 

 In August 2016, Bitfinex, a large digital currency exchange, said that hackers stole $65 million worth 
of Bitcoin. 

 In November 2017, the Parity Developer announced that when they fixed a bug, they accidentally 
left another bug, resulting in a loss of US$155 million. 

 In December 2017, bitcoin mining service company Nicehash in Slovenia was hacked, resulting in the 
theft of bitcoin worth about US$63 million. 

 In January 2018, the Japanese exchange Coincheck stated that the NEM currency traded on its 
platform was stolen, involving a total value of approximately US$530 million. 
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Seeing these record-breaking digital currency loss events, you will understand how important it 

is to have a secure digital wallet instead of putting it on the exchange. Common digital currency 

wallets include: bitcoin core/BlockChain/Mist/Parity/MyEtherWallet/MetaMask. These wallets can 

complete the basic functions of digital currency, including account management, transfer, 

collection and so on. More importantly, wallets allow you to obtain private keys and have strong 

control over your own digital assets. However, having a private key does not mean that you are 

free. The current wallet has problems with ease of use, security, and richness of the scene.
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2. PAINS 
 

 

The TWallet Foundation believes that the current digital currency wallet has the following pains. 

2.1. Lack of ease of use and convenience 

 When a user uses a wallet to trade, the payee you can see, that person who is vital, is just 

a string of 40 characters. To avoid mistaking the payee, you can only copy and paste this 

address. This is required for every transaction. This terrible operating experience requires a 

great deal of patience. 

 When you have more than 10 kinds of digital currency, can you imagine opening seven or 

eight wallets to switch back and forth? Switch wallets, record passwords for different 

wallets, and pray that you do not forget these passwords. This tediousness is unacceptable. 

 For Ethereum or ERC20 tokens, gas is used to pay fees to the miners when you trade. The 

more gas there is, the more willing the miners are to mine, so that the transaction can be 

confirmed as soon as possible; the less gas, the more reluctant the miners are to mine, 

thus prolonging the confirmation of the transaction. For users, each person's consumption 

concept is different. Some people are willing to pay more gas to quickly confirm the 

transaction. Some people tend to pay less and enough gas, and there is no requirement for 

confirmation of the transaction time. Digital currency wallets deprive users of the right to 

choose if they do not offer the option to set gas limit and gas price. 

 It happens that when you shop online, you see a service provider offering digital currency 

payment. When you are eager to experience the convenience of the digital age, the service 

provider only gives you an account address and tells you to send some digital currencies to 

this account address by yourself. Obviously, the experience of e-commerce adopting digital 

currency as a payment method is still not smooth. 

 Sometimes the blockchain network is jammed. Suggest you just sent Bob a few digital 

currencies. Only God knows when he received these currencies. 

 For some "heavy wallets", you need to wait for the network to transfer 10G node data to 

your local disk before starting the transaction. Your time, your network, and your disk are 

all being consumed. What you can do is only wait. 
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2.2. Inadequate safety and reliability 

 The digital currency's private key is crucial, and existing wallets have some security issues 

when they store private keys. If the private key is stored on the server side, these digital 

currencies will be stolen once the server is hacked. If the private key is stored on the client 

using plain text, the digital currency will be stolen once the user's computer, mobile phone, 

iPad is lost or hacked. In extreme cases, even if both the server and the client are secure, 

the hacker will try to obtain the private key information in the network transmission packet 

through the network sniffing. The private keys that are not properly handled will be 

exposed to various risks. 

 At present, most digital currency wallets only verify the user's wallet login password, and 

the various operations of the user after successful login are not restricted. There is no 

threshold for checking complexity even for the wallet login password. A simple, easy-to-

guess password means a huge risk of digital currency being stolen. 

 

2.3. Lack of application scenarios 

 The current digital currency wallet is more like a "money safe deposit box" that provides 

basic account management, currency sending and receiving functions. If you want to use 

digital currency to purchase real goods or services, you often need to first convert the digital 

currency into a legal currency and use the currency to complete these operations. There are 

several reasons why digital currency cannot be used as a universal equivalent like the legal 

currency. On the one hand, the value of the digital currency itself has not yet been widely 

recognized. On the other hand, the price of the digital currency itself fluctuates violently. 

Businessmen are worried that using digital currency settlement will bear unnecessary losses. 

Surprisedly, it has been found that some businesses have begun to use digital currency as a 

means of payment. For example, many Japanese companies, including home appliance chain 

stores such as Big Camera, Marui, and ANNEX Department Store, have already supported 

payment via Bitcoin; WeMakePrice as one of the largest e-commerce platforms in Korea, it 

supports 12 digital currencies. With the continuous popularization of mainstream digital 

currencies such as Bitcoin and Ethereum, it is bound to increase the number of places 
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supporting digital currency payment transactions in the future. 

 Small loan, bonds, stocks, funds, insurance, products that have matured in the traditional 

financial sector are still unable to use digital currencies for trading. And these product types 

have not yet been featured in the digital currency market. 
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3. TWALLET FUNCTIONS AND FEATURES 
 

 

TWallet is a forward-looking, epoch-making digital currency wallet dedicated to providing the 

easiest-to-use, most convenient payment method, the most efficient and secure digital asset 

management, and the richest and most exciting application scenarios. TWallet has distinctive 

features and rich functions. Compared with the same type of digital currency wallet, TWallet 

has great improvement in ease of use, security, and scene richness. 

 

3.1. Ease of use and convenience     

 Support all-terminal access, including Windows desktop client, MAC OS desktop client, 

Chrome plug-in, Web version, iOS client, Android client, etc., convenient access anytime, 

anywhere 
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 Simple and reliable account creation, guide you to back up private key, record mnemonics, 

and login password support numbers, letters, gestures, and fingerprints. 

 easy-to-recognize user names (optional, maybe some people prefer to be anonymous), 

certified corporate logos, authenticated merchant logos, abandoning the trouble of 

remembering long addresses, and more confidence in the counterparty of the transaction. 

 

 Pure light wallet mode, smooth front-end response, asynchronous transaction execution, no 

need to synchronize large block data, no need to wait for the congestion of the network 

response. 

  



www.twallet.tech   9 / 35  

 Contact-centered transaction mode, transfer and collection between friends is as simple as 

sending messages. 

 

 For Ethereum, TWallet will give the suggested gas price and gas limit, which the user can 

adjust to meet the economic requirements. 

 Automatically generate bar code or QR code of transaction information, support scan code 

collection and payment, transfer and collect money quickly and easily. 
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 For small payment scenarios, in order to increase the timeliness of transaction confirmation 

and reduce transaction costs, TWallet will send transactions to out-of-chain channels such 

as Lightning Network and Raiden Networks for timely, low-cost, scalable, and privacy-

friendly payments. 

 One-stop management of multiple digital assets, including Bitcoin, Ethereum and other 

public chain digital currencies, and many TOKENs derived from public chains, eliminating 

the need to install multiple wallet clients and switching between wallets. More convenient 

and more efficient. 

 Website and mobile client support multiple languages, including English, Chinese, Korean, 

Japanese, etc., to provide an excellent digital currency experience for a wider range of 

users. 

 

3.2. Safety and reliability 

 The private key is only stored on the client's local media and will not be uploaded to the 

server in any form. Even if the server is hacked, the security of the user's assets remains 

unaffected. 

 The private key is stored on the client using AES-256 encryption, and the key used in AES 

encryption is not exposed. Even if the private key file is obtained by a hacker, the hacker 

cannot restore the private key to plain text and cannot steal the user's digital currency. 

 A two-factor authentication is used for final confirmation of the transfer or payment 

transaction to verify the user's identity and ensure the user's assets are secure. The two-

factor password is generated by Google Authenticator installed on the client. The TWallet 

server verifies the password. 

 TWallet mobile client code is obfuscated to prevent hackers from restoring the client code. 

In addition, the “allowBackup” attribute is turned off by default to prevent brute force 

cracking based on backup data. 

 TWallet server side adopts horizontal isolation and vertical defense architecture. The RSA 

signature bidirectional check is used during the communication between the server and the 

client. All traffic is transmitted over HTTPS TLS 1.2 to avoid the risk of “man in the middle 
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attack”. 

 

 

 

3.3. Application scenarios 

 Automatically obtain real-time prices for exchanges in digital currencies, showing the value 

of your digital assets. 

 Support enterprises to settle in, make it easy for users to purchase products and services, 

and hold spikes or promotions from time to time to make your digital currency more 

valuable. 

 Meet the massive merchants, whether online or offline, shopping, entertainment, dining, 

travel, accommodation, etc., use TWallet to meet your payment needs and enjoy global 

convenience. 

 Seamlessly link digital assets and bank cards, and support the recharging and withdrawal 

via bank cards. 

 Digital currencies can exchange each other according to real-time quote prices. It is entirely 

up to the user to decide whether to hold or sell. 

 The financial product application market supported by smart contract is completely 

decentralized, transparent and rigorous. It includes loan contracts, small loans, mortgage 
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loans, credit loans, digital currency funds, etc., allowing digital currency users to enjoy the 

smart and convenient traditional Financial tools. Users can submit financial products DAPP 

on their own, and the TWallet platform will publish the DAPP in the market after review. 

The imagination of the financial product market is very large. In the traditional centralized 

model, users can turn their money to a trustworthy platform for financial gains. The income 

of these wealth management products is usually much higher than the current savings. 

Now, based on the smart contracts of the blockchain, users can use smart contracts to 

obtain the financial benefits of digital currency. The smart contract code is open source to 

all investors, and in this way a reliable decentralized organization is achieved. TWallet, as 

the carrier platform for the financial product market, will assume the role of a service 

provider to the centralization organization and facilitate the information sharing and 

distribution. 
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4.  TWALLET USAGE SCENARIOS 
 

 

TWallet has a wide range of application scenarios. Using TWallet can accomplish almost all 

payment methods in your daily life. The following is an example of a typical scenario. 

 

4.1. Global digital currency transfer, payment and exchange 

Suppose you travel from Japan to the United States. You first need to exchange the yen held in 

US dollars to use cash for consumption in the United States; or you can use a multi-currency 

credit card to use Visa, Master, etc. locally in the United States. The credit card organization's 

network performs settlement. These are all traditional methods. Now you just need to bring 

your mobile phone with you. Open the TWallet APP in the United States. Select a digital 

currency and show the QR code displayed on the APP to the other party. Even if the transaction 

does not need to be converted into a legal currency, the whole process will take less than 1 

minute. This will save you a lot of time and economic costs. In addition, if you want to convert 

digital currency into local currency or transfer directly to friends, it is also very easy in TWallet. 

You don't need to remember the 40-character string that your friend has. Just click on his 

avatar and click the payment button. 

 

4.2. Enjoy shopping anytime, anywhere 

 When you see the favorite item on the web, you can open TWallet by selecting the TWallet 

payment option on the item's settlement page, and you can safely and conveniently 

complete the digital currency payment. All you need is a few mouse clicks. The rest is done 

automatically by TWallet and merchants using the Internet, blockchain, and powerful 

encryption algorithms. 

 When you are shopping in the supermarket, or when you checkout at the restaurant, you 

only need to show the QR code displayed in the TWallet APP. Scanning by the cashier can 

quickly complete the payment. 

 Watching movies, washing car, refueling, buying a house, renting a house, hiring a nanny, 

ticket, hotel, taxi, travel, school, insurance, reading, membership, etc. With the increase in 

the number of TWallet merchants, you will find that TWallet can really connect all. 
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4.3. Enjoy a diverse range of financial products 

 Let's say you're nervous recently and you just need to spend a few dollars to overcome the 

difficulties, and your friend Bob is well-off and willing to help, just need to charge some 

extra interest. There is so much uncertainty here that you and Bob are concerned about 

the loss of personal interests in this lending activity. Now you only need to open TWallet 

and sign a loan contract with Bob. You will immediately get Bob's loan, and you will also 

pay Bob the principal and interest according to the repayment plan agreed in the contract. 

 The price of digital currency fluctuates dramatically. You, as an investor, want to profit from 

volatility. In general, ordinary investors do not have very good returns because of lack of 

professional data analysis and key information, and sometimes even face huge losses. Now 

you just need to open TWallet and choose the "ETF Fund" from the financial products 

market to get a stable income. The strong team behind the fund can help individual 

investors to obtain relatively stable returns with very little time. 

 



www.twallet.tech   15 / 35  

5. MARKETING STRATEGY 
 

5.1. User Profile 

With the price of Bitcoin reaching a historical high of US$20,000 in December 2017, more and more 

people are paying attention to digital currencies. According to reports, by the beginning of 2018, the 

users of global digital currency had reached 50 million. The TWallet Foundation believes that our 

target users will be divided into three types: 

 
1. Early Adopters - Pioneers of Cryptocurrency 

These users are geeks of new technologies, are willing to try and use new things, and recognize 

the prospects of blockchain technology and digital currency. They have their own unique insights 

on digital currency wallets, so they tend to be critical of existing digital currencies. TWallet's 

powerful technical skills will have a strong attraction for these early users. 

2. Early Majority - Information Technology Industry Users 

These users are practitioners in the information technology industry and have a very sensitive 

sense of the new things in the Internet. They have a strong need for the security and ease of use 

of digital currency and need a digital currency wallet to tell them the best practices in the digital 

currency arena. The promotions in security and ease of use of TWallet will greatly reduce the use 

threshold of these early majority users. 

3. Late Majority - General Users 

These users are ordinary users in all walks of life around the world. Their knowledge background 

is very different, and their understanding of blockchain and digital currency is not the same. Their 

demand for digital currency is like the demand for legal currency. Digital currency needs to be 

able to maintain value and increase value, and it is best to have a solid return. TWallet's rich and 

varied financial products market will bring many intimate products to ordinary users, allowing 

them to share the convenience of digital currencies at the lowest cost of learning, and achieve 

more efficient use of funds. 
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5.2. Regional Focus 

By the end of March 2018, taking the country as a dimension, the number of global nodes of 

Bitcoin and Ethereum has been ranked in descending order. The result is: United States, China, 

Germany, Russia, Canada, France, United Kingdom, Netherlands, South Korea. TWallet will take 

the above countries as the starting point for development, and is committed to providing exciting 

products and services for global users. 

 

5.3. Community 

In order to let users understand the development of TWallet, we provide the following four main 

channels of communication. 

 

 Blog - The website blog will update TWallet's development history to let users know about 

TWallet's latest product updates. 

 BBS - The website forum provides a place for users to communicate, providing the most 

concerned and most frequently encountered problems by using post pinning and notification 

announcements. 

 Telegram - The telegram group provides users with real-time channels for communication. 

Problems that need to be resolved can be sent to the telegram group. Customer service 

personnel can answer questions in a timely manner. 

 GitHub - TWallet's API will be published on GitHub so that merchants or companies can 

access and receive payment in TWallet by calling the API. 
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6. TWALLET ’S  ECOSYSTEM 
 

 

To achieve the aforementioned business objectives, TWallet needs to work together with all 

parties to build an ecosystem, which will greatly increase the acceptance of TWallet, the user's 

participation, the enthusiasm of merchants and businesses, and bring great benefits to the 

contributors of the TWallet ecosystem, and fundamentally promote the development of the 

digital currency industry, so that the lives of global users become better. TWallet's ecosystem 

includes the following aspects. 

 

6.1. Blockchain and smart contract 

 The blockchain is the foundation of TWallet. Under the traditional financial model, local 

protectionism allows users to pay high fees when collecting payments globally. It is 

precisely because of the decentralized, open, transparent and irrevocable nature of 

blockchains that TWallet has been able to thrive. TWallet will establish partnerships 

with various Public or Alliance chains to support the use of these digital or Alliance 

chains of digital currency in TWallet. 

 Smart contract is a powerful tool on which TWallet depends. Under the traditional financial 

model, the stock exchanges, banks, insurance and other business departments have 

assumed a centralized role. There are huge differences in the rules of different countries 

and different business departments. This kind of information asymmetry has created a 

huge threshold for ordinary users. Smart contracts allow trusted transactions without third 

parties, and these transactions are traceable and irreversible. All users who approve smart 

contracts can make transactions spontaneously. TWallet will build a market for financial 

product applications as a convergence platform for these smart contracts, bringing rich 

returns to financial product contributors. 

 

6.2. Companies and Merchants 

Companies and merchants are the main partners of TWallet. In general, there are 

mainly two kinds of cooperation methods: online and offline. TWallet will continue to 

expand access to merchants from both online and offline channels, providing users 

with a variety of digital currency usage scenarios. 
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 Online - Mainly used to connect merchants or businesses in the form of e-commerce 

platforms, online stores, online sales, online games, etc. 

 Offline - Mainly used to connect supermarkets, convenience stores, vending machines, 

hotels, restaurants, theaters, tourist attractions and other offline sales of businesses. 

 

6.3. Financial practitioners and program developers 

 Financial practitioners are very important contributors to TWallet. In the financial 

product application market constructed by TWallet, it provides financial products covering 

various fields such as banking, insurance, and securities. These products need to have strict 

logic and complete business rules without omissions, and those who have rich experience in 

the financial industry will propose framework proposals for these products and share the 

benefits of these financial products. 

 Program developers are an important force on which TWallet relies heavily. Products in 

the financial product application market need to be converted into smart contracts on the 

blockchain, and program developers with rich experience in smart contract development 

will put these ideas into executable code and share the benefits of these financial products. 
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7. THE TWALLET TOKEN 
 

 

TWallet token (TWT) is a token based on the Ethereum blockchain ERC20 protocol and 

applies to all scenarios of TWallet. 

7.1. Why TWallet tokens are introduced 

To promote the sound development of the TWallet ecosystem, we need a digital 

currency that can be applied to the above various application scenarios. Whether it is 

to attract merchants to connect to TWallet, or to encourage more financial industry 

practitioners or program developers to participate in the production of financial products, 

we need to provide enough incentives for participants. The generation of TWT will 

undoubtedly make these incentives more feasible. Not only that, TWT also has many 

other uses. 

7.2. Token usage scenarios 

 The fee for trading digital currency in TWallet will only accept TWallet token. 

 When purchasing goods or services through TWallet, choosing TWallet token for 

settlement will get the most discounted price 

 For companies and merchants, if you choose TWallet token as the receiving 

currency, you will get a premium profit higher than the market price. 

 The profit sharing of the financial product application market will use the TWallet 

token as the only settlement currency, and the TWallet Foundation, the financial 

industry practitioners and the program developers will share the profit in proportion. 

7.3. How to get tokens 

 Participate in Bounty and Airdrop plans for token offerings 

 Buy through ICO 

 Buy through exchange 
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8. TECHNOLOGY OVERVIEW 
 

 

In general, TWallet implements a reliable, efficient, and secure light wallet model for 

the user side. The client securely stores the user's private key and performs encrypted 

communication with the server, and the server signs and verifies the transactions 

initiated by the client. And broadcast transactions to the actual blockchain network. In 

addition, TWallet also uses Lightning Network and Raiden Network to realize timely, 

low-cost, scalable and privacy-protected micro-payment transactions. 

 

8.1. AES-256 

The Advanced Encryption Standard (abbreviation: AES), also known as Rijndael encryption in 

cryptography, is a block encryption standard adopted by the U.S. federal government. This 

standard is used to replace the original DES, has been multi-analyzed and widely used 

throughout the world. AES-256 means that the key length is 256 bits and the number of 

encryption rounds is 14 rounds. 

 
TWallet uses AES-256 to encrypt the user's private key and store the encrypted ciphertext in 

the user's local terminal store. The key used in the AES-256 encryption algorithm will not be 

exposed, which makes the user's private key stored locally very secure and evades the risk of 

loss of the cryptocurrency once the key is stolen. 

 

8.2. RSA 

RSA (Rivest-Shamir-Adleman) is the first public key cryptosystem that is widely used for secure data 

transmission. In such a cryptographic system, the encryption key is public and is different from the 

secret decryption key. RSA is the most influential and commonly used public key encryption 

algorithm at present, and it can resist most of the password attacks known so far. It has been 

recommended by ISO as a public key data encryption standard. 

 
TWallet uses the RSA algorithm to sign the transaction initiated by the client to ensure that the 

transaction data is not intercepted by the hackers during the network transmission, thereby 

avoiding the "man in the middle" attack. 
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8.3. Two-factor authentication 

Two-factor authentication (also known as 2FA) is a type of multifactor authentication. This is a 

method of confirming user claimed identities by using two different factors in combination. 

 
TWallet uses two-factor authentication to verify transaction authenticity. The first factor is the 

password for the user to log in to TWallet. The second factor is the unique numeric code 

generated by the TWallet server and the user's mobile client over time. The use of two-factor 

authentication can ensure that the transaction is indeed initiated by the user rather than the 

hacker falsifying through the program. 

 

8.4. Smart Contract 

Smart contracts are computer protocols designed to facilitate digitization, verification, or 

enhanced contract negotiation or performance. Smart contracts allow trusted transactions 

without third parties. These transactions are traceable and irreversible. Specific to the 

blockchain, the smart contract is a set of code and data running on the blockchain. The 

contracts can send messages to each other and perform Turing-complete operations. 

TWallet uses smart contracts to build a market for financial product applications. Each financial 

product will correspond to a blockchain code that can perform Turing complete operations. The 

widely validated smart contracts are open, fair, rigorous, and irreversible. All users can 

complete decentralized transactions based on these validated smart contracts (financial 

products). 

 

8.5. Lightning Network 

The Lightning Network extends the Bitcoin blockchain and enables trust-free instant payments 

by keeping most transactions off the chain and leveraging the security of the underlying 

blockchain as an arbitration layer. 

TWallet will use the Lightning Network as Bitcoin's micropayment method. Specifically, TWallet 

will establish separate payment channels with merchants and users. In the small payment 

phase, the currency balance will only change within the channel, and will be broadcast to the 

Bitcoin network when the transaction is confirmed. This is very beneficial to users who use 
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digital currency frequently and to merchants. It will greatly shorten transaction confirmation 

time and reduce transaction costs. 

 

8.6. Raiden Network 

Raiden Network is an out-of-chain extension solution for implementing ERC20-compliant token 

transmission on the Ethereum blockchain. It is the Ethereum version of Bitcoin Lightning 

Network, which supports near-instant, low-cost, scalable and privacy-protected payments. 

TWallet will use the Raiden network as a small payment method for the Ethereum and ERC20 

TOKENs. Similarly, TWallet will establish separate payment channels with merchants and users. 

In the micropayments phase, the currency balance will only change within the channel. When 

the transaction is confirmed, it will be broadcast to the Ethereum network. This is very 

beneficial to users who use digital currency frequently and to merchants. It will greatly shorten 

the transaction confirmation time and reduce transaction costs. 

 

8.7. Barcode payment 

Barcode payment is a quick payment method. There are two forms. One is that the user 

provides a payment code, and the merchant conducts a deduction after scanning; the other is a 

merchant providing a payment code, and the user performs the payment after scanning. The 

essence of both forms of payment is to transfer a certain amount of money from one party to 

another. 

TWallet will provide the above two forms of payment functions. Specifically, for the first form, 

the user provides the payment code to the merchant, the merchant generates the payment 

order after scanning the payment code, and sends the payment order to the TWallet server. 

The TWallet server verifies the payment order and then executes the digital currency transfer 

operation. For the second form, the merchant provides the collection code. After the user scans 

with the TWallet client, and input the payment amount. After the confirmation, the payment 

transaction is sent to the TWallet server. The TWallet server verifies the transaction signature 

and then executes the digital currency transfer operation. In particular, according to the size of 

the payment amount, TWallet will automatically choose to trade in the main chain or take the 

Lightning or Raiden network. This is a unique advantage of TWallet that automatically matches 

the optimal payment channel for users and merchants. 
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9.  THE TEAM 
 

 

TWallet Foundation is a Singapore company. The Singapore government’s open and inclusive 

attitude towards blockchain and digital currency has allowed the foundation to develop better. 

 

 

9.1. Core Members 
 

WEBB ROBBINS, CEO/Co-Founder – Webb has 13 years of working experience in the field of 

information technology. He is well versed in encryption algorithms, computer networks, and 

various programming languages. He has worked in several Fortune 500 companies and 

large financial institutions in software development and architecture. He is familiar with the 

business logic of banking, insurance and securities industry. Webb is also the founder of real 

estate media “Real estate price comparison”. Since 2013, Webb has been involved in the 

blockchain industry and has a deep understanding of the operating mechanism and 

consensus algorithms of digital currencies. 

 
 

BROOK ARMSTRONG, CTO/Co-Founder – Brook has strong expertise in 3D technologies, 

web, blockchain and has worked with TWallet as a technical lead of several cross-

platform software projects. 

 

MARCUS ALERANDER, Marketing Director – Marcus Alerander has over 15 years of 

experience as a global business leader, influencer, and corporate executive. In this 

capacity, he interacts with organizations across the globe and focuses on finding ways 

to help them achieve greater value from their initiatives. You’ll often find Mark 

interacting with clients and partners around the globe to help them achieve greater 

results by applying change management. 

 

JULIA ACHESON, UX Designer –  As a thought leader in human-centered design and 

user experience strategy Julia enjoy working with teams whose goal is to craft 

excellence for the end user. Julia’s experience with industrial and interaction design 

teams serving high-level stakeholders reflects my personal goals of directing business 

through design excellence from the ground up. 
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MILES MANSFIELD, Community Operationer –  Experienced Community Consultant with 

a demonstrated history of working in the information technology and services industry. 

Strong consulting professional skilled in Budgeting, Financial Advisory, Mutual Funds, 

Insurance, and Small Business. 
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9.2. Investors 

TWallet has attracted the attention of many blockchain practitioners and has obtained 

investment intentions for many venture capital investments. For a detailed list, please refer to 

the website publicity. 

 
 

9.3. Advisors 

In the development of TWallet, the Foundation communicated the vision of the product with 

several celebrities in the industry and gained valuable opinions. Some of them have also 

become advisors to TWallet. For a detailed list, please refer to the website publicity. 
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10. TOKEN SALE 

10.1. ICO Details 

 
 

Name of token TWallet Token 

Symbol TWT 

Token Standard ERC20 Standard 

Decimals 8 

Total supply 100,000,000,000 TWT 

Available token for sale 45,000,000,000 (45% of supply) 

Period of Sale 6 May 2018 UTC 00:00 to 28 July 2018 UTC 23:59 

Cost of 1 TWT $0.01 

Minimum Goal $10 million 

Maximum Goal $200 million 

Accepted currencies ETH 

Minimum Investment $50 

 

10.2. ICO Sale Plan 



www.twallet.tech   27 / 35  

 
 

10.3. Token Allocation 
 

 
 

 
Public Sale: 45% 
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Most of the TWallet token will be used for public sales, whether for the purchase of 

goods or services, or to hold the TOKEN waiting to appreciate, is an extremely favorable 

opportunity for early participants. 

 

Founder team: 20% 

The Founder team will devote a lot of time and effort to the development and operation of 

TWallet. The TOKEN allocated to them will play a long-term incentive to ensure the healthy 

development of TWallet ecosystem. The lock period for this part of the token is up to 3 years. 

 
Advisors & Investors: 10% 

Advisors and Investors have contributed to the development of TWallet. This part of TOKEN is 

used to motivate investors and advisors to better participate in the operation of TWallet. 

 

Bounty: 1% 

The development of TWallet is inseparable from the participation of many angel users with a keen 

eye and wisdom. Bounty programs are used to reward early adopters who have made unremitting 

efforts for the development of TWallet. 

 

Reserve: 24% 

In the future, more and more people will participate in the ecosystem of TWallet. The reserved 

tokens are used to motivate those who have long been optimistic about and support TWallet. 

 

10.4. USE OF FUNDS 
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Research & Product Development: 60% 

The vast majority of the funds raised will be invested in R&D to enable faster and better online 
functions. 
 
 

Foundation: 10% 

Daily operation of the foundation, advancement of projects with partners, etc. 
 
 

Sales and Marketing: 15% 

Brand promotion, marketing, sponsorship, user acquisition, etc. 
 
 

Operations: 10% 

General overhead and administrative costs for running the business on a global scale. 
 
 

Security:  5% 

Important to TWallet to maintain high standards for its operations and provide transparency. 
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11. ROADMAP 
 

 

          June 2017, Formation of ideas 
  

 
 

  Sep 2017, Prototype design phase 
 

 

 
             Dec 2017, Market research stage 

 
 

 

             Q1 2018, White paper complete, community formation 
 

 
 

   Q2 2018, PRE-ICO Start 

 
 

 
   Q3 2018, ICO Start 

 
 

 

              Q4 2018, Web-side basic function TWallet online 
 

 
 

   Q1 2019, Mobile APP online 

 
 

 
   Q2 2019, Public framework and API interface online 

 
 

 

   Q3 2019, Merchants connected, Game that support TWallet online 
 

 
 

   Q4 2019, Financial Product Application Market online  

 
 

 
   Future, More functions and more merchants  
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12.  CONTACT INFORMATION 
 

Website: https://www.twallet.tech 

Email: support@mail.twallet.tech 

Facebook: https://www.facebook.com/TWalletOfficial 

telegram:   https://t.me/twallet 

twitter: https://twitter.com/twallet_tech 

medium:  https://medium.com/@twallet_tech 

YouTube:  https://www.youtube.com/channel/UCuA0d1y5Hw5bwJXpumVnjSA 

Instagram:  https://www.instagram.com/twallet.tech/ 

Pinterest:  https://www.pinterest.com/twallettech/ 

reddit:   https://www.reddit.com/r/twallet  

https://www.twallet.tech/
mailto:support@mail.twallet.tech
https://t.me/twallet
https://twitter.com/twallet_tech
https://medium.com/@twallet_tech
https://www.youtube.com/channel/UCuA0d1y5Hw5bwJXpumVnjSA
https://www.instagram.com/twallet.tech/
https://www.pinterest.com/twallettech/
https://www.reddit.com/r/twallet


www.twallet.tech   32 / 35  

 

 

IMPORTANT NOTICE 

PLEASE READ THIS ENTIRE NOTICE VERY CAREFULLY. IF YOU ARE IN DOUBT AS 

TO THE ACTION YOU SHOULD TAKE IN RELATION TO THIS DOCUMENT, PLEASE 

CONSULT YOUR LEGAL, COMMERCIAL, FINANCIAL, TAX, OR OTHER 

PROFESSIONAL ADVISORS. 

 
This White Paper states the current views of TWallet Foundation. concerning the proposed 

cryptocurrency wallet named ‘TWallet’, the external cryptographic tokens proposed to be 

used with TWallet (“TWT”), and related matters. TWallet may from time to time revise this 

White Paper in any respect without notice. However, TWallet undertakes no obligation to 

update this White Paper or any of the information it contains. You are responsible for 

ensuring that you have the latest version of this White Paper and that you read and 

understand its contents. 

 
Indicative information only. This White Paper presents indicative information only. Unless 

expressly specified otherwise, TWallet and the technologies on which it will be based are under 

development and are not currently deployed. Any plans, projections, or forecasts mentioned in 

this White Paper may not be achieved due to multiple risk factors, including without limitation 

defects in technology, legal or regulatory exposure, market volatility, sector volatility, corporate 

actions, or the unavailability of complete and accurate information. 

 
Not an offer, solicitation, or recommendation. This White Paper is for informational 

purposes only and does not constitute, and is not intended to be, a prospectus or an offer 

to sell, a solicitation of an offer to buy, or a recommendation of TWT, TWallet , an investment 

in TWallet or any project or property of TWallet , or shares or other securities in TWallet  or any 

affiliated or associated company in any jurisdiction. 

 
Not a contract. By publishing this White Paper, TWallet does not intend to solicit, and is not 

soliciting, any action with respect to TWT or any contractual relationship with TWallet or any 

affiliated or associated company. This White Paper is not a contract and does not legally bind 

TWallet or any other party. If TWallet elects to conduct a sale of TWT, any offer to sell TWT will 

be made only on the terms and 
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conditions of a binding legal agreement between the buyer and TWallet, the details of which 

TWallet will make available separately from this White Paper. 

 

Not designed or intended as an investment product or securities. TWallet has not designed 

TWT to have the characteristics of an investment product and does not intend them to be 

securities or any other type of financial or investment instrument in any jurisdiction. Without 

limitation, TWT do not entitle holders to a dividend or any financial or other type of return from 

TWallet  or TWallet simply by possessing them; TWT do not entitle holders to vote on, or 

otherwise exercise discretion to govern or influence, any aspect of TWallet ’s or any other 

entity’s corporate entity, TWallet ’s or any other entity’s business, or TWallet or any other service; 

and TWT do not confer ownership, equity, or rights, interests, or benefits in the revenues, 

profits, or other financial aspects of, TWallet  or any other entity, TWallet , any underlying 

asset (whether tangible, intangible, or virtual), or any technology or intellectual property 

developed, acquired, or licensed by TWallet  or any other entity. 

 
Not a recommendation or advice. This White Paper provides information about TWallet and 

summarizes the target market, business model, and technology of TWallet. Nothing in this White 

Paper should be considered a recommendation for any person to purchase TWT or to use 

TWallet. Your requesting a copy, possession, or sharing of this White Paper does not constitute 

participation in any sale of TWT, if TWallet elects to conduct such sale. No information in this 

White Paper should be considered as business, legal, financial, or tax advice regarding the 

purchase of TWT or the use of TWallet. No part of this White Paper may be relied on to form the 

basis of, or in connection with, any decision regarding the purchase of TWT or the use of TWallet. 

Not reviewed, examined or approved by a regulatory authority. No regulatory authority has 

reviewed, examined or approved any of the information contained in this White Paper. TWallet 

has not sought, and will not seek, review, examination or approval of any of the information 

contained in this White Paper under the laws or regulations of any jurisdiction. The publication 

or distribution of this White Paper does not imply that applicable laws, regulations, or rules have 

been complied with. 
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Third party sources. TWallet and TWallet Related Parties have not independently verified 

the completeness or accuracy of any information extracted from third party sources. 

 

Forward-looking statements. All statements in this White Paper, on TWallet ’s website, in 

communication channels (such as Facebook, Medium, Reddit, Telegram, GitHub, Instagram, 

Pinterest, YouTube and Twitter), or otherwise made by TWallet or its authorized 

representatives in any media that are not statements of historical fact (including statements 

using words such as “aim”, “target”, “anticipate”, “believe”, “could”, “estimate”, “expect”, “if”, 

“intend”, “may”, “plan”, “possible”, “probable”, “project”, “should”, “would”, “will”, the negatives of 

those terms, and similar expressions), including but not limited to statements about TWallet , 

TWT, TWallet ’s financial position, business strategies, plans and prospects, and industry trends 

are “forward-looking statements”. Forward-looking statements involve known and unknown risks, 

uncertainties, and other factors (including but not limited to changes in political, social, 

economic, and stock or cryptocurrency market conditions and changes in the regulatory 

environment where TWallet and TWallet will operate) which may cause the actual results, 

performance, or achievements of TWallet and TWT to differ materially from the future 

results, performance, or achievements expressed or implied in the forward-looking 

statements. No representation, warranty, undertaking, promise, or guarantee is given in 

respect of the forward-looking statements. Forward-looking statements should not be relied 

upon. 

 
Limitation of liability. To the maximum extent permitted by all applicable laws and regulations, 

TWallet  and its affiliates and their founders, directors, officers, employees, advisors, agents, 

and representatives (TWallet Related Parties) shall not be liable for any direct or indirect loss of 

revenue, income, profits, business, business opportunity, anticipated saving, data, reputation, or 

goodwill; or any indirect, special, incidental, reliance, consequential, punitive, or other losses or 

damages of any kind, in tort, contract, strict liability, or otherwise, arising out of or in connection 

with any reliance on this White Paper or any error, omission, or inaccuracy in any information in 

this White Paper, even if TWallet and TWallet Related Parties have been advised of the 

possibility of such losses or damages. 

 
Disclaimers of representations, warranties, undertakings, and conditions. To the maximum 

extent permitted by all applicable laws and regulations, TWallet and TWallet Related Parties 

do not make or purport to make, and hereby disclaim, all representations, warranties, 
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undertakings, and conditions (express or implied, whether by statute, common law, custom, 

usage, or otherwise) regarding TWallet, TWT, this White Paper, and any forward-looking 

statements. TWallet provides any information in this White Paper “as is” with no guarantee of 

completeness, accuracy, timeliness, or of the results obtained from the use of this information. 

 
Requirement for reproduction and distribution. Unless this White Paper, including this Notice, 

is reproduced and distributed in its entirety without change, TWallet ’s prior written consent is 

required. No part of this White Paper may be reproduced or used in, or distributed to any 

jurisdiction where possession or distribution of this White Paper is prohibited or restricted. 

 
English version controls. The English language version of this White Paper is the only official 

version. Translations of this White Paper into any language other than English may introduce 

ambiguities and errors, despite the best intentions of the translators, and TWallet does not 

guarantee the accuracy of any translation. If there is a conflict between the English version of 

this White Paper and a translated version, the English version will control. 

 
© 2018 TWallet Foundation. All Rights Reserved. 

TWallet is a trade mark of TWallet Foundation. All other product names are trademarks or 

registered trademarks of their respective owners. 

 


